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 Utbildningsförvaltningen Ansökan om bidrag 
 Nämndsekretariatet 
 
 
 
 
 
 
Ansökan om bidrag 
 
Den som söker bidrag från utbildningsnämnden ska ha tagit del av nämndens anvisningar för bidrag till 
utomstående organisationer. Anvisningarna finns hos nämndsekretariatet och på 
http://insynsverige.se/stockholm-utbildning   

Förvaltningen publicerar på https://foretagsservice.stockholm/stod-till-foreningar-och-kulturaktorer/  sista dag 
för att ansöka om bidrag. Ansökan ska ha inkommit till utbildningsförvaltningen senast denna dag. 
Ansökningar som inkommit efter detta datum kommer att avvisas.  

 
Vad avser ansökan? 
 

 Verksamhetsbidrag  Projektbidrag 
 
Organisationens namn 
      

Organisationsnummer 
      

Adress 
      

Telefon 
      

E-post 
      

Konto (plusgiro, bankgiro, eller bank) 
      

Verksamhetsadress (om annan än ovan) 
      

 
Personuppgifter 
Organisationens ordförande 
      
Adress 
      
E-post 
      

Telefon 
      

 
Kassör 
      
Adress 
      
E-post 
      

Telefon 
      

 
Uppgiftslämnare (om annan än ordförande eller kassör) 
      
Funktion 
      
Adress 
      
E-post 
      

Telefon 
      

 
Belopp 
Ange vilket belopp ni söker: 

      
 

Arts & Hearts 802498-7805

Hälsingegatan 49 (4 tr), 113 31 Stockholm 0706430013

info@artsandhearts.se BG   490-6079

c/o Sissela Nutley, Sedumbacken 11, 168 75 Bromma

Annika Neckman

Stenåsvägen 7, 155 33 Nykvarn

annika.neckman@gmail.com 0739855060

Elias Nyberg

Sandalmakarbacken 7, 126 39 Hägersten

elias@artsandhearts.se 0727170391

Anni Grosse

Verksamhetsledare

Doktor Abrahamsväg 24 a, 168 58 Bromma

anni@artsandhearts.se 0706430013

560 955 kr
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Verksamhet som ansökan avser 
I ansökan ska det anges mål för verksamheten, målgrupper, aktiviteter och eventuella samarbetspartners. 
Mål för verksamheten 

Målgrupper 

Aktiviteter 

Samarbetspartners 

Stadsövergripande och öppen verksamhet 
Redovisa hur verksamheten är öppen för målgrupperna från hela staden samt hur ni arbetar med 
jämställdhet inom verksamheten eller projektet. 

Verksamhet med god kvalitet 
Redovisa hur ni avser att planera och genomföra verksamheten samt vilka förutsättningar ni har till exempel 
i form av kompetens. 

Verksamhetens inriktning 
Redovisa hur er verksamhet kommer att bidra till de prioriteringar och mål som utbildningsnämnden har 
beslutat i sin verksamhetsplan. Ange vilka mål i nämndens verksamhetsplan och på vilket sett ni avser att 
bidra till dem. 

Bidra till prevention av psykiska hälsa i grundskolan och gymnasieskolan genom att öka 
kunskap och bryta stigman hos elever och personal i Stockholms stad, samt förebygga 
problematiskt användande av digitala medier. 

Målgruppen är skolungdomar och dess företrädare i skolan. Projektet ska genom samverkan leda till innovativa arbetssätt för förebyggande insatser mot lättare psykisk ohälsa kopplat till ungas förändrade 
levnadsvanor i ett alltmer digitaliserat samhälle. Parallell målgrupp är skolelever med funktionshinder där materialet kan komma att anpassas utifrån identifiering av särskilda behov på subgruppsnivå. En viktig 
sekundär målgrupp är föräldrar och vuxna i ungas närhet, då forskning visar att deras engagemang är centralt för att nå positiv förändring. Projektet är avhängigt av att utrullning av metod och insatser görs i nära 
samarbete med elever, elevhälsorepresentanter och skolpersonal. Därtill kommer vårdnadshavarna också delta i måluppfyllelse för att säkerställa långsiktig bärighet. Referensgrupper inom primärmålgruppen tas 
ut med hjälp av skolor och på sikt gymnasieskolor inom kommunen. Sekundärmålgruppen spelar en viktig roll i projektet för att göra insatserna hållbara varför referensgrupper även kommer identifieras inom 
grupper av skol- och elevhälsopersonal samt närstående vuxna, huvudsakligen vårdnadshavare/föräldrar.

Primär samarbetspartner är Elevernas Riksförbund (https://elevernasriksforbund.se/). Andra samarbetspartners är Stockholm Stads centrala elevhälsa som föreningen redan genomför 
aktiviteter med såsom workshops och föreläsningar. Genom dessa samarbetspartners identifieras deltagande skolor. Föreningen har även upparbetade samarbeten med ett 25-tal 
skolor inom Stockholms storstadsområde. För att nämna några: Källbringsskolan, Abrahamsskolan, Kärrtorps gymnasium, Vasa Real, Broskolan, Kärrtorps gymnasium, Adolf Fredriks 
musikklasser, Kungsholmens gymnasium, Enskilda gymnasiet, Vinsta Grundskola, Hjorthagen skola, Lycée Français Saint-Louis, Kunskapsskolan , Mariehällsskolan, Nya Elementar, 
Björkebyskolan, Ängbyskolan, Kristofferskolan, Stockholms Byggtekniska gymnasium, Dibber Silverbäckens skola, Consensum gymnasium, Västbergaskolan m.fl. 

Inom problemområdet för ungas psykiska ohälsa är flickor överrepresenterade i statistiken för besvär med nedstämdhet, oro och ångest. Pojkar är å andra sidan 
överrepresenterade vad gäller problematiskt datorspelande varför genusperspektivet blir särskilt relevant att ta hänsyn till ett förebyggande av dessa problem. Ett sätt 
som projektet löser detta på är genom att lyfta in statistiken och belysa vetenskapligt belagda delförklaringar till dessa samband i kunskapsinsatserna. Materialet som 
används i projektet kommer explicit punktera förutfattade meningar om exempelvis skillnader i känsloregister mellan könen och tillhandahåller budskap levererade av 
förebilder som kan verka normbrytande för att skapa oväntad igenkänning mellan könen. Som exempel har vi en av e-sportare Patrik “F0rest” Lindberg med i 
innovationen som pratar om känslor, vikten av att sova och sköta skolan och artister såsom Danny Saucedo, Veronica Maggio, Agnes, Alba August och Robyn som 
deltar både i filmat videomaterial och med artistiskt material för att agera budbärare för frågorna. Vi gestaltar också vanliga utmaningar för flickor genom 
dramatiseringen som stärker igenkänningen, bryter stigma och sänker trösklarna för att våga prata om exempelvis prestationsångest, att brottas med osunda 
skönhetsideal och låg självkänsla.  
Föreningen samarbetar med Karolinska Institutet och därigenom får verksamheten del av kunskap om det könsskillnader samt om kön har en modererande påverkan 
på effekten av insatserna. Projektet vilar på värdegrunden att i möjligaste mån bereda samma förutsättningar att delta i projektet oavsett kön, könsidentitet eller 
könsuttryck, etnisk och social tillhörighet, religion eller annan trosuppfattning, funktionsförmåga, sexuell läggning eller ålder. 

Verskamhetens metod bygger på två huvudsakliga komponenter: Den första beskrivs genom begreppet edutainment (education + entertainment) som verkar som en katalysator för att initiera 
en förändringsprocess. Metoden bidrar till att bryta stigma, starta konversationer och öka förståelse och engagemang. Här kommer projektet arbeta med att kommunicera grundkunskap om 
hjärnan och människans förutsättningar för psykiskt mående. Det blir en kombination av drama och vetenskap för att målgruppen lättare ska ta till sig budskapen. Högkvalitativ kortfilm visar 
karaktärer i olika situationer. Filmen pausar, och gruppen pratar om diskussionsfrågor. Sedan berättas Sveriges ledande experter inom olika områden om varför det blir som det blir och delar 
personliga erfarenheter. Exempel på deltagare som redan spelats in: Anders Wallensten (bitr. statsepidemiolog), Björn Hedensjö (psykolog, författare, podden “Dumma människor”), Patrik 
“f0rest” Lindberg (en av världens största e-sportare), Danny Saucedo (artist).  Metodens andra komponent bygger på samverkan mellan skoleleven - skolan - hemmet. Modellen har skapats 
tillsammans med rektorer och företrädare för grundskola/elevhälsa i ett antal workshops under våren 2021 och blir en central nyckel för att lyckas med interventionen 
 
Verksamheten består av en styrgrupp med representanter från Elevernas Riksförbund,  Arts & Hearts och representanter från Stockholms Stads centrala Elevhälsa. Arts & Hearts som ansvarig 
projektledare och verkställande part. Förberedande arbete med parterna har påbörjats. Elevernas Riksförbund representeras av Generalsekreterare Amanda Lindestreng. Stockholms stads 
elevhälsa representeras av Åsa Chaikiat Ståhl, samordnande skolläkare, studierektor, PhD, Avdelningen för stöd kring lärande och elevhälsa, Enheten för elevhälsa, Utbildningsförvaltningen. 
Arts & Hearts representeras av Anni Grosse (Master in Business) vid Uppsala Universitet Elias Nyberg (Master in Business vid Uppsala Universitet) och Sissela Nutley, PhD Medicin Doktor 
ansluten till Karolinska Institutet). 

Projektet syftar till att stärka elevers kompetens och förutsättningar för välbefinnande och 
därmed bättre lärande i skolan, vilket möter Utbildningsnämndens mål om att öka andelen 
elever som går ut grundskolan med behörighet till gymnasiet och att fler elever går ut gymnasiet 
med examensbevis. Likväl syftar projektet att stärka Stockholm stads personal och elevhälsa 
genom ökad kompetens inom prevention av psykisk hälsa vara bättre rustade att stärka 
eleverna för att möta formulerat kunskapsuppdrag. Projektet möter även Agenda 2030-målet då 
syftet är att ge förutsättningar för en hållbar hälsa i en uppkopplad tid. Med ökad kompetens hos 
eleven och nyvunna verktyg att preventivt hantera sin hälsa ges eleven förutsättningar att klara 
skolan och lärarna med en stärkt elevhälsa utrymme att fokusera på elevernas läroprocess. 

Samverka med Elevernas riksförbund för att rulla ut ett utbildningskoncept till Stockholms stads elever. Konceptet består av avsnitt med interaktiv film där produktionsvärdet 
och nivån på skådespelare & experter är i paritet med SVT eller Netflix. Avsnitten innehåller, utöver dramatiserad kortfilm och expertintervjuer, experiment och frågor att 
diskutera i klassrummet. 
Projektets övergripande faser är: 1) Identifiera skolor tillsammans med Elevernas riksförbund 2) Kommunikation/utbildning med skolledningar och lokala elevorganisationer 
3) Skolorna genomför med elever, stödda av oss 4) Effektmätning och insamling av förbättringsförslag
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Verksamhetens omfattning 
Redovisa det antal deltagare/medlemmar och antal aktiviteter som ni bedömer att verksamheten kommer att 
omfatta. 
      

 
Uppföljning 
Redovisa hur ni avser att följa upp verksamheten. Har ni sökt bidrag för projekt ska ni också redovisa hur ni 
avser att utvärdera projektet. 
      

 
Projektbidrag 
Redovisa på vilket sätt ni avser att finansiera verksamheten efter projekttidens utgång. 
      

 
Tillgänglighet 
Verksamheten bör bedrivas i lokaler som inte hindrar någon att delta på grund av en funktionsnedsättning 
och bör i övrigt beakta tillgänglighetsaspekter för verksamheten. 
Beskriv hur ni avser att säkerställa tillgängligheten för personer med funktionsnedsättning om ni har lokaler 
som brister i tillgänglighet. 
      

 
Får ni bidrag från andra myndigheter? 
Med myndigheter avses kommuner, landsting, statliga myndigheter och europeiska unionen. 

 
 Ja  Nej 

 
Om ja, ange från vilka ni får bidrag, för vilken verksamhet, vilket belopp samt vilken tidsperiod. 
      

Stockholm stad har ca 140 kommunala grundskolor och 30-40 kommunala gymnasier. 
Genom samarbetet med stadens elevhälsa och Elevernas Riksförbund ges goda 
förutsättningar att nå stora delar av stadens elever med projektets digitala material och 
lättanvända och lättillgängliga verktyg. Materialet tillhandahålls i ett högkvalitativt 
webbgränssnitt och genomförs i klassrummet. Vi har som mål att nå 10 000 elever. 

Resultaten följs upp via anonyma enkäter till deltagande elever. Enkäterna mäter vad 
deltagarna fått med sig från insatsen, vilka saker de vill förändra och vilka saker de 
faktiskt har förändrat. 
Resultaten följs också upp via enkäter som lärarna fyller i, utifrån de nyttor de ser med 
insatserna, samt ett mindre antal djupintervjuer som syftar till att fånga upp 
förbättringsmöjligheter. Webbgränssnittet medför också möjlighet att samla in data. 

En stor fördel med detta är att materialet är digitalt. Det innebär inte några större 
konstnader att hålla det tillgängigt efter projekttidens slut. De kostnader som uppstår 
kommer kunna finansieras genom intäkter som föreningen kan få, bl.a. för workshops och 
föreläsningar i anslutning till detta utbildningskoncept. Arts & Hearts söker även annan 
finansiering för att kunna ägna sig åt vidareutveckling. 

Materialet är digitalt och kan köras i stort sett var som helst. Således går verksamheten att 
genomföra på deltagarnas vilkor och i de lokaler som passar dem. 

Transaktion 09222115557455705788 Signerat EN, AN



UtbF 8821 2020-10 Sida 4(4) 

Bilagor 
Bifogas Har lämnats in tidigare, ange när 

Budget och verksamhetsplan för det år ansökan avser 

Budget för projekt 

Organisationens stadgar 

Verksamhetsberättelse och resultaträkning från 
föregående år jämte revisorsrapport 

Härmed intygas att de lämnade uppgifterna är riktiga 

Ort och datum Ort och datum 

Ordförandes underskrift Kassörs/firmatecknares underskrift 

Namnförtydligande Namnförtydligande 

Ansökan skickas till: 
Utbildningsförvaltningen 
Box 22049 
104 22 Stockholm 

Ansökan kan också lämnas i receptionen på Hantverkargatan 2F, Stockholm. 
Eller skannas i pdf-format och mejlas till registrator.utbildning@edu.stockholm.se  

Personuppgifterna kommer att behandlas i enlighet med Dataskyddsförordningen. 
Information om behandlingen lämnas av utbildningsnämnden. 

Stockholm, 15 oktober 2021 Stockholm, 15 oktober 2021

Annika Neckman Elias Nyberg
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Från: Elias Nyberg
Till: Funktion UTBF Registrator
Kopia: Anni Grosse
Ärende: Ansökan om projektstöd från Arts & Hearts
Datum: den 15 oktober 2021 17:41:51
Bilagor: utbf8821-Ansokan Arts&Hearts.pdf

Bilaga - Budget projekt Sthlm stad.pdf
Bilaga - Årsbokslut 802498-7805 Arts & Hearts 20201231.pdf
Bilaga - Verksamhetsberättelse A&H 2020 sign.pdf
Bilaga - Stadgar och fullmakt juli 2020.pdf

Hej!

Här kommer en ansökan om projektstöd från organisationen Arts & Hearts som arbetar
preventivt med mentalt välmående, som svar på utlysningen Stöd till
utbildningsverksamhet. 

Vi är glada att få svara på denna utlysning! Vi har tidigare märkt att det kan vara svårt att
beskriva vårt koncept i text. Har ni möjlighet tror vi därför det vore upplysande om ni
ägnade några minuter åt denna sneak peak (ej färdigt material, men ger god förståelse för
vad vi erbjuder ungdomarna). 

En kommentar: I ansökan fanns en fråga om ifall vi bilägger verksamhetsplan och budget
för det år projektet avser. Har inte gjort detta då jag inte var säker på vad som avsågs. Är
det för föreningen i sin helhet, eller för den verksamhet som avses i projektet? Budget för
det här projektet, under det aktuella året, finns i alla fall redovisad i egen bilaga. 

Vi svarar mycket gärna på frågor eller eventuella kompletteringar. 

Trevlig helg!

Elias

-- 
Elias Nyberg
Producent
072-7170391

Hälsingegatan 49 (4tr)
113 31 Stockholm

detsynsinte.se

KORT INFO-FILM 

Inkom: 2021-10-15
Dnr: 2.5.3-8093/2021

mailto:elias@artsandhearts.se
mailto:registrator.utbildning@edu.stockholm.se
mailto:anni@artsandhearts.se
https://drive.google.com/file/d/1L8xotEwfBI4flcHaD_snADpQOW_BB1r0/view?usp=sharing
https://detsynsinte.se/
https://youtu.be/dv1f7VZX4yY
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 Utbildningsförvaltningen Ansökan om bidrag 
 Nämndsekretariatet 
 
 
 
 
 
 
Ansökan om bidrag 
 
Den som söker bidrag från utbildningsnämnden ska ha tagit del av nämndens anvisningar för bidrag till 
utomstående organisationer. Anvisningarna finns hos nämndsekretariatet och på 
http://insynsverige.se/stockholm-utbildning   


Förvaltningen publicerar på https://foretagsservice.stockholm/stod-till-foreningar-och-kulturaktorer/  sista dag 
för att ansöka om bidrag. Ansökan ska ha inkommit till utbildningsförvaltningen senast denna dag. 
Ansökningar som inkommit efter detta datum kommer att avvisas.  


 
Vad avser ansökan? 
 


 Verksamhetsbidrag  Projektbidrag 
 
Organisationens namn 
      


Organisationsnummer 
      


Adress 
      


Telefon 
      


E-post 
      


Konto (plusgiro, bankgiro, eller bank) 
      


Verksamhetsadress (om annan än ovan) 
      


 
Personuppgifter 
Organisationens ordförande 
      
Adress 
      
E-post 
      


Telefon 
      


 
Kassör 
      
Adress 
      
E-post 
      


Telefon 
      


 
Uppgiftslämnare (om annan än ordförande eller kassör) 
      
Funktion 
      
Adress 
      
E-post 
      


Telefon 
      


 
Belopp 
Ange vilket belopp ni söker: 


      
 


Arts & Hearts 802498-7805


Hälsingegatan 49 (4 tr), 113 31 Stockholm 0706430013


info@artsandhearts.se BG   490-6079


c/o Sissela Nutley, Sedumbacken 11, 168 75 Bromma


Annika Neckman


Stenåsvägen 7, 155 33 Nykvarn


annika.neckman@gmail.com 0739855060


Elias Nyberg


Sandalmakarbacken 7, 126 39 Hägersten


elias@artsandhearts.se 0727170391


Anni Grosse


Verksamhetsledare


Doktor Abrahamsväg 24 a, 168 58 Bromma


anni@artsandhearts.se 0706430013


560 955 kr
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Verksamhet som ansökan avser 
I ansökan ska det anges mål för verksamheten, målgrupper, aktiviteter och eventuella samarbetspartners. 
Mål för verksamheten 


Målgrupper 


Aktiviteter 


Samarbetspartners 


Stadsövergripande och öppen verksamhet 
Redovisa hur verksamheten är öppen för målgrupperna från hela staden samt hur ni arbetar med 
jämställdhet inom verksamheten eller projektet. 


Verksamhet med god kvalitet 
Redovisa hur ni avser att planera och genomföra verksamheten samt vilka förutsättningar ni har till exempel 
i form av kompetens. 


Verksamhetens inriktning 
Redovisa hur er verksamhet kommer att bidra till de prioriteringar och mål som utbildningsnämnden har 
beslutat i sin verksamhetsplan. Ange vilka mål i nämndens verksamhetsplan och på vilket sett ni avser att 
bidra till dem. 


Bidra till prevention av psykiska hälsa i grundskolan och gymnasieskolan genom att öka 
kunskap och bryta stigman hos elever och personal i Stockholms stad, samt förebygga 
problematiskt användande av digitala medier. 


Målgruppen är skolungdomar och dess företrädare i skolan. Projektet ska genom samverkan leda till innovativa arbetssätt för förebyggande insatser mot lättare psykisk ohälsa kopplat till ungas förändrade 
levnadsvanor i ett alltmer digitaliserat samhälle. Parallell målgrupp är skolelever med funktionshinder där materialet kan komma att anpassas utifrån identifiering av särskilda behov på subgruppsnivå. En viktig 
sekundär målgrupp är föräldrar och vuxna i ungas närhet, då forskning visar att deras engagemang är centralt för att nå positiv förändring. Projektet är avhängigt av att utrullning av metod och insatser görs i nära 
samarbete med elever, elevhälsorepresentanter och skolpersonal. Därtill kommer vårdnadshavarna också delta i måluppfyllelse för att säkerställa långsiktig bärighet. Referensgrupper inom primärmålgruppen tas 
ut med hjälp av skolor och på sikt gymnasieskolor inom kommunen. Sekundärmålgruppen spelar en viktig roll i projektet för att göra insatserna hållbara varför referensgrupper även kommer identifieras inom 
grupper av skol- och elevhälsopersonal samt närstående vuxna, huvudsakligen vårdnadshavare/föräldrar.


Primär samarbetspartner är Elevernas Riksförbund (https://elevernasriksforbund.se/). Andra samarbetspartners är Stockholm Stads centrala elevhälsa som föreningen redan genomför 
aktiviteter med såsom workshops och föreläsningar. Genom dessa samarbetspartners identifieras deltagande skolor. Föreningen har även upparbetade samarbeten med ett 25-tal 
skolor inom Stockholms storstadsområde. För att nämna några: Källbringsskolan, Abrahamsskolan, Kärrtorps gymnasium, Vasa Real, Broskolan, Kärrtorps gymnasium, Adolf Fredriks 
musikklasser, Kungsholmens gymnasium, Enskilda gymnasiet, Vinsta Grundskola, Hjorthagen skola, Lycée Français Saint-Louis, Kunskapsskolan , Mariehällsskolan, Nya Elementar, 
Björkebyskolan, Ängbyskolan, Kristofferskolan, Stockholms Byggtekniska gymnasium, Dibber Silverbäckens skola, Consensum gymnasium, Västbergaskolan m.fl. 


Inom problemområdet för ungas psykiska ohälsa är flickor överrepresenterade i statistiken för besvär med nedstämdhet, oro och ångest. Pojkar är å andra sidan 
överrepresenterade vad gäller problematiskt datorspelande varför genusperspektivet blir särskilt relevant att ta hänsyn till ett förebyggande av dessa problem. Ett sätt 
som projektet löser detta på är genom att lyfta in statistiken och belysa vetenskapligt belagda delförklaringar till dessa samband i kunskapsinsatserna. Materialet som 
används i projektet kommer explicit punktera förutfattade meningar om exempelvis skillnader i känsloregister mellan könen och tillhandahåller budskap levererade av 
förebilder som kan verka normbrytande för att skapa oväntad igenkänning mellan könen. Som exempel har vi en av e-sportare Patrik “F0rest” Lindberg med i 
innovationen som pratar om känslor, vikten av att sova och sköta skolan och artister såsom Danny Saucedo, Veronica Maggio, Agnes, Alba August och Robyn som 
deltar både i filmat videomaterial och med artistiskt material för att agera budbärare för frågorna. Vi gestaltar också vanliga utmaningar för flickor genom 
dramatiseringen som stärker igenkänningen, bryter stigma och sänker trösklarna för att våga prata om exempelvis prestationsångest, att brottas med osunda 
skönhetsideal och låg självkänsla.  
Föreningen samarbetar med Karolinska Institutet och därigenom får verksamheten del av kunskap om det könsskillnader samt om kön har en modererande påverkan 
på effekten av insatserna. Projektet vilar på värdegrunden att i möjligaste mån bereda samma förutsättningar att delta i projektet oavsett kön, könsidentitet eller 
könsuttryck, etnisk och social tillhörighet, religion eller annan trosuppfattning, funktionsförmåga, sexuell läggning eller ålder. 


Verskamhetens metod bygger på två huvudsakliga komponenter: Den första beskrivs genom begreppet edutainment (education + entertainment) som verkar som en katalysator för att initiera 
en förändringsprocess. Metoden bidrar till att bryta stigma, starta konversationer och öka förståelse och engagemang. Här kommer projektet arbeta med att kommunicera grundkunskap om 
hjärnan och människans förutsättningar för psykiskt mående. Det blir en kombination av drama och vetenskap för att målgruppen lättare ska ta till sig budskapen. Högkvalitativ kortfilm visar 
karaktärer i olika situationer. Filmen pausar, och gruppen pratar om diskussionsfrågor. Sedan berättas Sveriges ledande experter inom olika områden om varför det blir som det blir och delar 
personliga erfarenheter. Exempel på deltagare som redan spelats in: Anders Wallensten (bitr. statsepidemiolog), Björn Hedensjö (psykolog, författare, podden “Dumma människor”), Patrik 
“f0rest” Lindberg (en av världens största e-sportare), Danny Saucedo (artist).  Metodens andra komponent bygger på samverkan mellan skoleleven - skolan - hemmet. Modellen har skapats 
tillsammans med rektorer och företrädare för grundskola/elevhälsa i ett antal workshops under våren 2021 och blir en central nyckel för att lyckas med interventionen 
 
Verksamheten består av en styrgrupp med representanter från Elevernas Riksförbund,  Arts & Hearts och representanter från Stockholms Stads centrala Elevhälsa. Arts & Hearts som ansvarig 
projektledare och verkställande part. Förberedande arbete med parterna har påbörjats. Elevernas Riksförbund representeras av Generalsekreterare Amanda Lindestreng. Stockholms stads 
elevhälsa representeras av Åsa Chaikiat Ståhl, samordnande skolläkare, studierektor, PhD, Avdelningen för stöd kring lärande och elevhälsa, Enheten för elevhälsa, Utbildningsförvaltningen. 
Arts & Hearts representeras av Anni Grosse (Master in Business) vid Uppsala Universitet Elias Nyberg (Master in Business vid Uppsala Universitet) och Sissela Nutley, PhD Medicin Doktor 
ansluten till Karolinska Institutet). 


Projektet syftar till att stärka elevers kompetens och förutsättningar för välbefinnande och 
därmed bättre lärande i skolan, vilket möter Utbildningsnämndens mål om att öka andelen 
elever som går ut grundskolan med behörighet till gymnasiet och att fler elever går ut gymnasiet 
med examensbevis. Likväl syftar projektet att stärka Stockholm stads personal och elevhälsa 
genom ökad kompetens inom prevention av psykisk hälsa vara bättre rustade att stärka 
eleverna för att möta formulerat kunskapsuppdrag. Projektet möter även Agenda 2030-målet då 
syftet är att ge förutsättningar för en hållbar hälsa i en uppkopplad tid. Med ökad kompetens hos 
eleven och nyvunna verktyg att preventivt hantera sin hälsa ges eleven förutsättningar att klara 
skolan och lärarna med en stärkt elevhälsa utrymme att fokusera på elevernas läroprocess. 


Samverka med Elevernas riksförbund för att rulla ut ett utbildningskoncept till Stockholms stads elever. Konceptet består av avsnitt med interaktiv film där produktionsvärdet 
och nivån på skådespelare & experter är i paritet med SVT eller Netflix. Avsnitten innehåller, utöver dramatiserad kortfilm och expertintervjuer, experiment och frågor att 
diskutera i klassrummet. 
Projektets övergripande faser är: 1) Identifiera skolor tillsammans med Elevernas riksförbund 2) Kommunikation/utbildning med skolledningar och lokala elevorganisationer 
3) Skolorna genomför med elever, stödda av oss 4) Effektmätning och insamling av förbättringsförslag
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Verksamhetens omfattning 
Redovisa det antal deltagare/medlemmar och antal aktiviteter som ni bedömer att verksamheten kommer att 
omfatta. 
      


 
Uppföljning 
Redovisa hur ni avser att följa upp verksamheten. Har ni sökt bidrag för projekt ska ni också redovisa hur ni 
avser att utvärdera projektet. 
      


 
Projektbidrag 
Redovisa på vilket sätt ni avser att finansiera verksamheten efter projekttidens utgång. 
      


 
Tillgänglighet 
Verksamheten bör bedrivas i lokaler som inte hindrar någon att delta på grund av en funktionsnedsättning 
och bör i övrigt beakta tillgänglighetsaspekter för verksamheten. 
Beskriv hur ni avser att säkerställa tillgängligheten för personer med funktionsnedsättning om ni har lokaler 
som brister i tillgänglighet. 
      


 
Får ni bidrag från andra myndigheter? 
Med myndigheter avses kommuner, landsting, statliga myndigheter och europeiska unionen. 


 
 Ja  Nej 


 
Om ja, ange från vilka ni får bidrag, för vilken verksamhet, vilket belopp samt vilken tidsperiod. 
      


Stockholm stad har ca 140 kommunala grundskolor och 30-40 kommunala gymnasier. 
Genom samarbetet med stadens elevhälsa och Elevernas Riksförbund ges goda 
förutsättningar att nå stora delar av stadens elever med projektets digitala material och 
lättanvända och lättillgängliga verktyg. Materialet tillhandahålls i ett högkvalitativt 
webbgränssnitt och genomförs i klassrummet. Vi har som mål att nå 10 000 elever. 


Resultaten följs upp via anonyma enkäter till deltagande elever. Enkäterna mäter vad 
deltagarna fått med sig från insatsen, vilka saker de vill förändra och vilka saker de 
faktiskt har förändrat. 
Resultaten följs också upp via enkäter som lärarna fyller i, utifrån de nyttor de ser med 
insatserna, samt ett mindre antal djupintervjuer som syftar till att fånga upp 
förbättringsmöjligheter. Webbgränssnittet medför också möjlighet att samla in data. 


En stor fördel med detta är att materialet är digitalt. Det innebär inte några större 
konstnader att hålla det tillgängigt efter projekttidens slut. De kostnader som uppstår 
kommer kunna finansieras genom intäkter som föreningen kan få, bl.a. för workshops och 
föreläsningar i anslutning till detta utbildningskoncept. Arts & Hearts söker även annan 
finansiering för att kunna ägna sig åt vidareutveckling. 


Materialet är digitalt och kan köras i stort sett var som helst. Således går verksamheten att 
genomföra på deltagarnas vilkor och i de lokaler som passar dem. 
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Bilagor 
Bifogas Har lämnats in tidigare, ange när 


Budget och verksamhetsplan för det år ansökan avser 


Budget för projekt 


Organisationens stadgar 


Verksamhetsberättelse och resultaträkning från 
föregående år jämte revisorsrapport 


Härmed intygas att de lämnade uppgifterna är riktiga 


Ort och datum Ort och datum 


Ordförandes underskrift Kassörs/firmatecknares underskrift 


Namnförtydligande Namnförtydligande 


Ansökan skickas till: 
Utbildningsförvaltningen 
Box 22049 
104 22 Stockholm 


Ansökan kan också lämnas i receptionen på Hantverkargatan 2F, Stockholm. 
Eller skannas i pdf-format och mejlas till registrator.utbildning@edu.stockholm.se  


Personuppgifterna kommer att behandlas i enlighet med Dataskyddsförordningen. 
Information om behandlingen lämnas av utbildningsnämnden. 


Stockholm, 15 oktober 2021 Stockholm, 15 oktober 2021


Annika Neckman Elias Nyberg
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1. Purpose


The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.


2. Time measurement process


This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.


2.1 The hypervisor


Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.


2.2 Time synchronisation


Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.


3. Configuration of hardware and services


This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.


3.1 Boot Time


The guest virtual machine behavior for the database server is as follows:


			On boot the virtual machine guest clock is set from the VM host


			ntp-date is run once from an init script


			ntpd is then run from another init script, which runs continuously





The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.


3.2 NTP Configuration


Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:


			ntp1.sth.netnod.se


			ntp2.sth.netnod.se


			ntp1.gbg.netnod.se


			ntp2.gbg.netnod.se


			ntp1.mmo.netnod.se


			ntp2.mmo.netnod.se





3.3 Monitoring


Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.


3.4 Time scale


The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.


4. Calculation of the probability of the clock error


This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.


4.1 Clock error samples


Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.


4.2 Clock error algorithm


The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.


			Let [image: 1.png]


 be a set of the clock error samples (in seconds). Let [image: 2.png]


, [image: 3.png]


.


			Let [image: 4.png]


 be the random variable representing the clock error with parameters estimated using data set [image: CodeCogsEqn.png]


.


			Let [image: 7.png]


, [image: 8.png]


 be the the empirical distribution function.


			Let [image: 9.png]


 be the size of discretized value space, [image: 10.png]


. Let [image: 11.png]


 be the discretized value space, [image: 12.png]


 be the set of data points representing empirical distribution function, [image: 13.png]


 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.


			Plot the data in [image: 14.png]


 and [image: 15.png]


 to assess the accuracy of the estimation.


			[image: 16.png]


 is the estimated probability that the clock error is smaller than [image: 17.png]


 seconds.





4.3 Clock error samples and evidence of normal distribution


The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.
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4.4 Input parameters


Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:


			mean: 0.66 ms


			standard deviation: 1.59 ms





4.5 Probability of the clock error


By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:


			|e| < 2.5 ms: ≈85.258%


			|e| < 5 ms: ≈99.662%


			|e| < 10 ms: ≈100.000%





5. Clock Error Samples


The following are the clock error samples collected between 2021-09-03 21:28:36.362748 UTC and 2021-10-15 14:22:56.324524 UTC:


			Time collected			Clock offset


			2021-09-03 21:28:36.362748			1.6 ms


			2021-09-03 22:28:39.296531			-0.4 ms


			2021-09-03 23:28:42.756619			-0.2 ms


			2021-09-04 00:28:45.901402			1.4 ms


			2021-09-04 01:28:48.349472			3.1 ms


			2021-09-04 02:28:50.67332			2.6 ms


			2021-09-04 03:28:52.73334			-1.6 ms


			2021-09-04 04:28:54.84906			-9.0 ms


			2021-09-04 05:28:57.784808			-13.2 ms


			2021-09-04 06:29:00.121087			-2.0 ms


			2021-09-04 07:29:01.987743			8.4 ms


			2021-09-04 08:29:03.712906			12.8 ms


			2021-09-04 09:29:05.839434			14.0 ms


			2021-09-04 10:29:07.388308			11.7 ms


			2021-09-04 11:29:10.079385			4.2 ms


			2021-09-04 12:29:12.168063			1.5 ms


			2021-09-04 13:29:13.914289			0.0 ms


			2021-09-04 14:29:15.884251			-0.5 ms


			2021-09-04 15:29:18.061416			3.4 ms


			2021-09-04 16:29:20.584224			3.3 ms


			2021-09-04 17:29:22.175583			1.0 ms


			2021-09-04 18:29:24.272354			0.5 ms


			2021-09-04 19:29:28.057431			2.6 ms


			2021-09-04 20:29:30.17393			0.4 ms


			2021-09-04 21:29:32.845536			-1.2 ms


			2021-09-04 22:29:34.667451			-0.3 ms


			2021-09-04 23:29:36.475339			2.4 ms


			2021-09-05 00:29:38.966288			0.8 ms


			2021-09-05 01:29:40.988349			-0.5 ms


			2021-09-05 02:29:42.757112			1.9 ms


			2021-09-05 03:29:44.79245			4.0 ms


			2021-09-05 04:29:46.824325			4.8 ms


			2021-09-05 05:29:48.364099			-0.3 ms


			2021-09-05 06:29:50.831284			1.2 ms


			2021-09-05 07:29:53.000695			-1.4 ms


			2021-09-05 08:29:55.445683			-0.5 ms


			2021-09-05 09:29:58.159514			-0.2 ms


			2021-09-05 10:30:00.921358			1.6 ms


			2021-09-05 11:30:03.402654			-0.7 ms


			2021-09-05 12:30:06.329927			-1.8 ms


			2021-09-05 13:30:09.905359			1.1 ms


			2021-09-05 14:30:12.379517			-0.8 ms


			2021-09-05 15:30:14.646867			-0.6 ms


			2021-09-05 16:30:17.45225			1.0 ms


			2021-09-05 17:30:19.598549			3.4 ms


			2021-09-05 18:30:21.5421			0.0 ms


			2021-09-05 19:30:24.147092			1.4 ms


			2021-09-05 20:30:26.043758			1.3 ms


			2021-09-05 21:30:27.978854			1.1 ms


			2021-09-05 22:30:29.429061			1.8 ms


			2021-09-05 23:30:32.347944			2.4 ms


			2021-09-06 00:30:34.181541			0.0 ms


			2021-09-06 01:30:37.682552			2.7 ms


			2021-09-06 02:30:39.850062			-0.1 ms


			2021-09-06 03:30:42.461385			0.2 ms


			2021-09-06 04:30:46.012093			0.8 ms


			2021-09-06 05:30:47.915215			1.6 ms


			2021-09-06 06:30:51.09093			-0.6 ms


			2021-09-06 07:30:54.7097			0.4 ms


			2021-09-06 08:30:56.780753			1.8 ms


			2021-09-06 09:30:58.550514			0.1 ms


			2021-09-06 10:31:01.747837			3.0 ms


			2021-09-06 11:31:04.357273			1.4 ms


			2021-09-06 12:31:07.641882			0.2 ms


			2021-09-06 13:31:09.597093			-1.2 ms


			2021-09-06 14:31:11.379563			-0.4 ms


			2021-09-06 15:31:12.902029			-0.1 ms


			2021-09-06 16:31:14.531284			3.0 ms


			2021-09-06 17:31:16.275727			0.2 ms


			2021-09-06 18:31:18.042838			-1.9 ms


			2021-09-06 19:31:19.720762			-1.7 ms


			2021-09-06 20:31:21.598834			0.9 ms


			2021-09-06 21:31:24.589791			-1.9 ms


			2021-09-06 22:31:26.710681			2.7 ms


			2021-09-06 23:31:29.638557			2.6 ms


			2021-09-07 00:31:32.007666			1.6 ms


			2021-09-07 01:31:33.887835			2.7 ms


			2021-09-07 02:31:36.318681			3.0 ms


			2021-09-07 03:31:38.176214			2.7 ms


			2021-09-07 04:31:39.926643			3.8 ms


			2021-09-07 05:31:41.60623			2.3 ms


			2021-09-07 06:31:43.478758			1.7 ms


			2021-09-07 07:31:46.563527			1.9 ms


			2021-09-07 08:31:48.851952			1.7 ms


			2021-09-07 09:31:51.058365			0.2 ms


			2021-09-07 10:31:54.279792			1.3 ms


			2021-09-07 11:31:56.189025			3.0 ms


			2021-09-07 12:31:58.528683			-2.2 ms


			2021-09-07 13:32:02.761266			3.4 ms


			2021-09-07 14:32:04.793314			3.7 ms


			2021-09-07 15:32:06.80465			-0.5 ms


			2021-09-07 16:32:08.690279			-0.9 ms


			2021-09-07 17:32:12.312626			-0.2 ms


			2021-09-07 18:32:14.636953			-0.7 ms


			2021-09-07 19:32:16.792427			-0.8 ms


			2021-09-07 20:32:18.559473			2.5 ms


			2021-09-07 21:32:21.502867			0.0 ms


			2021-09-07 22:32:23.936345			-0.4 ms


			2021-09-07 23:32:25.564713			0.3 ms


			2021-09-08 00:32:27.324474			-1.0 ms


			2021-09-08 01:32:28.968906			1.3 ms


			2021-09-08 02:32:30.936343			2.7 ms


			2021-09-08 03:32:33.907141			0.3 ms


			2021-09-08 04:32:35.851653			2.3 ms


			2021-09-08 05:32:37.466279			2.3 ms


			2021-09-08 06:32:38.962485			1.7 ms


			2021-09-08 08:33:41.3884			-2.6 ms


			2021-09-08 09:33:42.974982			1.6 ms


			2021-09-08 10:33:44.694852			1.1 ms


			2021-09-08 11:33:47.374074			1.3 ms


			2021-09-08 12:33:49.64566			1.3 ms


			2021-09-08 13:33:52.307785			-1.2 ms


			2021-09-08 14:33:53.801611			1.3 ms


			2021-09-08 15:33:55.73203			5.1 ms


			2021-09-08 16:33:58.065789			-2.8 ms


			2021-09-08 17:34:00.875274			-0.8 ms


			2021-09-08 18:34:02.463072			-7.3 ms


			2021-09-08 19:34:04.933772			-3.8 ms


			2021-09-08 20:34:08.012942			-6.8 ms


			2021-09-08 21:34:09.734763			-0.8 ms


			2021-09-08 22:34:11.63645			-2.5 ms


			2021-09-08 23:34:15.400292			-1.6 ms


			2021-09-09 00:34:17.251764			-2.3 ms


			2021-09-09 01:34:19.432029			-5.6 ms


			2021-09-09 02:34:21.414111			-2.1 ms


			2021-09-09 03:34:23.104201			3.6 ms


			2021-09-09 04:34:24.846565			4.7 ms


			2021-09-09 05:34:26.536003			-0.2 ms


			2021-09-09 06:34:29.244942			-1.2 ms


			2021-09-09 07:34:31.113527			4.1 ms


			2021-09-09 08:34:33.414678			5.5 ms


			2021-09-09 09:34:34.957306			5.7 ms


			2021-09-09 10:34:37.125241			3.7 ms


			2021-09-09 11:34:38.869305			1.0 ms


			2021-09-09 12:34:41.08142			-1.1 ms


			2021-09-09 13:34:43.206119			-1.0 ms


			2021-09-09 14:34:44.905748			-5.9 ms


			2021-09-09 15:34:47.245826			-2.0 ms


			2021-09-09 16:34:49.286301			0.9 ms


			2021-09-09 17:34:51.777671			0.6 ms


			2021-09-09 18:34:53.42824			4.7 ms


			2021-09-09 19:34:55.532844			4.4 ms


			2021-09-09 20:34:58.280655			1.2 ms


			2021-09-09 21:35:01.014498			3.1 ms


			2021-09-09 22:35:02.796777			2.2 ms


			2021-09-09 23:35:05.234039			-0.7 ms


			2021-09-10 00:35:06.716867			1.3 ms


			2021-09-10 01:35:08.544809			-0.9 ms


			2021-09-10 02:35:10.27432			1.8 ms


			2021-09-10 03:35:11.778585			0.6 ms


			2021-09-10 04:35:13.385987			1.2 ms


			2021-09-10 05:35:15.078524			3.3 ms


			2021-09-10 06:35:16.899233			0.9 ms


			2021-09-10 07:35:19.122773			0.8 ms


			2021-09-10 08:35:20.763101			2.0 ms


			2021-09-10 09:35:22.517944			2.2 ms


			2021-09-10 10:35:24.123773			0.3 ms


			2021-09-10 11:35:26.233338			-0.1 ms


			2021-09-10 12:35:27.724748			1.4 ms


			2021-09-10 13:35:29.252235			1.4 ms


			2021-09-10 14:35:31.324795			0.4 ms


			2021-09-10 15:35:32.830393			-0.7 ms


			2021-09-10 16:35:34.416926			-0.6 ms


			2021-09-10 17:35:36.97627			-0.1 ms


			2021-09-10 18:35:38.653346			1.1 ms


			2021-09-10 19:35:40.216948			0.3 ms


			2021-09-10 20:35:42.213532			3.8 ms


			2021-09-10 21:35:44.175343			2.1 ms


			2021-09-10 22:35:45.892967			0.5 ms


			2021-09-10 23:35:47.705865			-1.0 ms


			2021-09-11 00:35:49.486871			-0.8 ms


			2021-09-11 01:35:52.316372			-0.5 ms


			2021-09-11 02:35:53.812807			0.9 ms


			2021-09-11 03:35:56.7595			1.2 ms


			2021-09-11 04:35:59.161416			1.3 ms


			2021-09-11 05:36:01.333282			0.7 ms


			2021-09-11 06:36:03.130898			-0.4 ms


			2021-09-11 07:36:05.457161			0.5 ms


			2021-09-11 08:36:07.090003			1.6 ms


			2021-09-11 09:36:08.822609			-1.4 ms


			2021-09-11 10:36:11.757233			-0.2 ms


			2021-09-11 11:36:13.487539			-0.3 ms


			2021-09-11 12:36:15.857465			1.2 ms


			2021-09-11 13:36:17.543604			1.9 ms


			2021-09-11 14:36:20.319068			-0.8 ms


			2021-09-11 15:36:22.053473			2.8 ms


			2021-09-11 16:36:23.682928			-0.9 ms


			2021-09-11 17:36:25.774416			1.0 ms


			2021-09-11 18:36:27.40672			-1.4 ms


			2021-09-11 19:36:29.298213			2.2 ms


			2021-09-11 20:36:31.490286			0.3 ms


			2021-09-11 21:36:33.431651			0.0 ms


			2021-09-11 22:36:36.465975			-0.9 ms


			2021-09-11 23:36:38.467309			2.9 ms


			2021-09-12 00:36:41.29654			0.7 ms


			2021-09-12 01:36:42.843532			-0.7 ms


			2021-09-12 02:36:45.111339			-0.3 ms


			2021-09-12 03:36:46.97518			0.9 ms


			2021-09-12 04:36:49.130624			0.2 ms


			2021-09-12 05:36:50.712438			-1.1 ms


			2021-09-12 06:36:52.253338			-1.5 ms


			2021-09-12 07:36:54.141603			-0.6 ms


			2021-09-12 08:36:56.253036			-0.5 ms


			2021-09-12 09:36:58.545755			1.5 ms


			2021-09-12 10:37:01.601607			2.8 ms


			2021-09-12 11:37:03.30052			-0.6 ms


			2021-09-12 12:37:05.949151			-0.8 ms


			2021-09-12 13:37:09.109279			-0.1 ms


			2021-09-12 14:37:10.6615			3.2 ms


			2021-09-12 15:37:13.336547			3.4 ms


			2021-09-12 16:37:16.321956			1.4 ms


			2021-09-12 17:37:19.187878			0.0 ms


			2021-09-12 18:37:21.141333			-0.7 ms


			2021-09-12 19:37:22.954468			2.8 ms


			2021-09-12 20:37:24.867999			0.4 ms


			2021-09-12 21:37:26.702621			0.4 ms


			2021-09-12 22:37:28.258277			2.0 ms


			2021-09-12 23:37:29.881399			2.4 ms


			2021-09-13 00:37:32.810004			1.1 ms


			2021-09-13 01:37:34.672097			1.3 ms


			2021-09-13 02:37:36.54397			-1.8 ms


			2021-09-13 03:37:38.427992			-0.2 ms


			2021-09-13 04:37:40.338001			-0.4 ms


			2021-09-13 05:37:41.987659			0.0 ms


			2021-09-13 06:37:43.965186			0.4 ms


			2021-09-13 07:37:46.654859			0.1 ms


			2021-09-13 08:37:48.695333			2.4 ms


			2021-09-13 09:37:50.782513			0.3 ms


			2021-09-13 10:37:52.775611			2.8 ms


			2021-09-13 11:37:54.924271			0.2 ms


			2021-09-13 12:37:57.689261			1.2 ms


			2021-09-13 13:37:59.829504			1.6 ms


			2021-09-13 14:38:01.595584			4.0 ms


			2021-09-13 15:38:04.197923			1.8 ms


			2021-09-13 16:38:06.764376			0.1 ms


			2021-09-13 17:38:08.600744			-0.1 ms


			2021-09-13 18:38:10.613293			1.6 ms


			2021-09-13 19:38:13.164457			0.2 ms


			2021-09-13 20:38:14.655176			2.0 ms


			2021-09-13 21:38:16.884708			2.4 ms


			2021-09-13 22:38:18.731816			-1.1 ms


			2021-09-13 23:38:21.927436			-1.1 ms


			2021-09-14 00:38:24.709366			1.0 ms


			2021-09-14 01:38:26.448525			-0.5 ms


			2021-09-14 02:38:28.083533			2.7 ms


			2021-09-14 03:38:29.658668			2.7 ms


			2021-09-14 04:38:31.067882			2.7 ms


			2021-09-14 05:38:32.716256			2.4 ms


			2021-09-14 06:38:34.562184			-1.1 ms


			2021-09-14 07:38:36.942098			-1.8 ms


			2021-09-14 08:38:39.164183			0.1 ms


			2021-09-14 09:38:41.605521			-0.5 ms


			2021-09-14 10:38:43.349171			0.9 ms


			2021-09-14 11:38:45.52376			-1.8 ms


			2021-09-14 12:38:47.115919			0.9 ms


			2021-09-14 13:38:48.690024			1.0 ms


			2021-09-14 14:38:50.413526			-0.6 ms


			2021-09-14 15:38:52.187096			1.9 ms


			2021-09-14 16:38:55.00881			-0.3 ms


			2021-09-14 17:38:56.723808			1.5 ms


			2021-09-14 18:38:58.619673			0.8 ms


			2021-09-14 19:39:00.169081			3.1 ms


			2021-09-14 20:39:01.845371			2.1 ms


			2021-09-14 21:39:03.974907			0.0 ms


			2021-09-14 22:39:06.401329			0.6 ms


			2021-09-14 23:39:09.145324			-0.1 ms


			2021-09-15 00:39:10.735077			1.1 ms


			2021-09-15 01:39:12.441671			-0.9 ms


			2021-09-15 02:39:14.453253			-1.5 ms


			2021-09-15 03:39:16.120224			2.1 ms


			2021-09-15 04:39:18.439965			0.0 ms


			2021-09-15 05:39:20.944933			1.7 ms


			2021-09-15 06:39:23.098352			2.1 ms


			2021-09-15 07:39:26.160147			-0.9 ms


			2021-09-15 08:39:28.832383			0.1 ms


			2021-09-15 09:39:31.814632			-0.4 ms


			2021-09-15 10:39:35.050776			-0.2 ms


			2021-09-15 11:39:37.074044			-0.9 ms


			2021-09-15 12:39:39.416356			2.7 ms


			2021-09-15 13:39:41.151514			1.9 ms


			2021-09-15 14:39:42.83484			0.9 ms


			2021-09-15 15:39:44.958731			0.4 ms


			2021-09-15 16:39:47.241757			-0.3 ms


			2021-09-15 17:39:50.472101			0.8 ms


			2021-09-15 18:39:52.148369			2.0 ms


			2021-09-15 19:39:54.320451			-0.4 ms


			2021-09-15 20:39:57.131661			0.7 ms


			2021-09-15 21:39:59.151931			-1.8 ms


			2021-09-15 22:40:01.438388			-4.9 ms


			2021-09-15 23:40:03.388087			-4.2 ms


			2021-09-16 00:40:05.014186			-1.1 ms


			2021-09-16 01:40:06.780269			-1.0 ms


			2021-09-16 02:40:08.38698			-2.6 ms


			2021-09-16 03:40:11.131665			-0.3 ms


			2021-09-16 04:40:13.311868			0.5 ms


			2021-09-16 05:40:14.982997			1.0 ms


			2021-09-16 06:40:16.786704			-0.8 ms


			2021-09-16 07:40:18.834052			1.8 ms


			2021-09-16 08:40:21.996476			1.7 ms


			2021-09-16 09:40:24.318334			-0.1 ms


			2021-09-16 10:40:26.521737			0.6 ms


			2021-09-16 11:40:28.357268			-2.3 ms


			2021-09-16 12:40:30.214232			1.4 ms


			2021-09-16 13:40:32.282262			1.4 ms


			2021-09-16 14:40:34.353957			0.4 ms


			2021-09-16 15:40:36.789362			-1.1 ms


			2021-09-16 16:40:39.701571			0.0 ms


			2021-09-16 17:40:41.223043			-1.4 ms


			2021-09-16 18:40:43.138265			-2.3 ms


			2021-09-16 19:40:45.02204			0.5 ms


			2021-09-16 20:40:47.110742			1.1 ms


			2021-09-16 21:40:48.643414			0.6 ms


			2021-09-16 22:40:50.581494			-0.7 ms


			2021-09-16 23:40:53.387987			1.1 ms


			2021-09-17 00:40:55.328329			0.8 ms


			2021-09-17 01:40:57.541525			2.5 ms


			2021-09-17 02:40:59.430331			1.5 ms


			2021-09-17 03:41:01.904788			0.3 ms


			2021-09-17 04:41:03.718793			2.6 ms


			2021-09-17 05:41:05.562014			2.0 ms


			2021-09-17 06:41:08.780726			1.7 ms


			2021-09-17 07:41:10.718479			-1.3 ms


			2021-09-17 08:41:12.886807			-1.9 ms


			2021-09-17 09:41:15.081579			0.5 ms


			2021-09-17 10:41:16.69837			1.6 ms


			2021-09-17 11:41:18.150198			0.9 ms


			2021-09-17 12:41:19.877753			1.3 ms


			2021-09-17 13:41:21.81048			-0.4 ms


			2021-09-17 14:41:23.73865			0.7 ms


			2021-09-17 15:41:25.911047			0.0 ms


			2021-09-17 16:41:27.800916			1.5 ms


			2021-09-17 17:41:29.482161			-1.3 ms


			2021-09-17 18:41:31.833597			-0.9 ms


			2021-09-17 19:41:33.703474			0.0 ms


			2021-09-17 20:41:35.482128			-1.1 ms


			2021-09-17 21:41:38.197472			0.5 ms


			2021-09-17 22:41:40.022535			0.4 ms


			2021-09-17 23:41:42.581741			0.5 ms


			2021-09-18 00:41:44.519497			2.0 ms


			2021-09-18 01:41:46.217079			2.4 ms


			2021-09-18 02:41:47.776987			2.1 ms


			2021-09-18 03:41:49.834356			-2.0 ms


			2021-09-18 04:41:51.429609			0.5 ms


			2021-09-18 05:41:54.06775			-1.3 ms


			2021-09-18 06:41:55.66146			-1.1 ms


			2021-09-18 07:41:57.954423			0.5 ms


			2021-09-18 08:41:59.888837			0.5 ms


			2021-09-18 09:42:02.019296			1.0 ms


			2021-09-18 10:42:03.925165			0.1 ms


			2021-09-18 11:42:05.745863			0.1 ms


			2021-09-18 12:42:07.33918			-0.2 ms


			2021-09-18 13:42:09.317031			-0.7 ms


			2021-09-18 14:42:11.752941			1.4 ms


			2021-09-18 15:42:13.45419			-0.4 ms


			2021-09-18 16:42:15.554512			1.1 ms


			2021-09-18 17:42:17.951935			3.2 ms


			2021-09-18 18:42:19.956664			4.3 ms


			2021-09-18 19:42:23.041337			1.8 ms


			2021-09-18 20:42:25.048524			1.9 ms


			2021-09-18 21:42:27.058998			1.0 ms


			2021-09-18 22:42:28.942906			-0.1 ms


			2021-09-18 23:42:30.328456			-1.1 ms


			2021-09-19 00:42:31.915304			-1.0 ms


			2021-09-19 01:42:33.661983			1.3 ms


			2021-09-19 02:42:35.186293			2.6 ms


			2021-09-19 03:42:36.993377			0.1 ms


			2021-09-19 04:42:39.888843			1.5 ms


			2021-09-19 05:42:41.585175			2.9 ms


			2021-09-19 06:42:43.381709			-0.5 ms


			2021-09-19 07:42:45.464791			2.6 ms


			2021-09-19 08:42:47.598454			2.1 ms


			2021-09-19 09:42:49.621403			1.3 ms


			2021-09-19 10:42:51.54126			0.3 ms


			2021-09-19 11:42:53.49326			-2.9 ms


			2021-09-19 12:42:55.264178			0.9 ms


			2021-09-19 13:42:57.133005			1.7 ms


			2021-09-19 14:42:59.378748			1.1 ms


			2021-09-19 15:43:02.031043			0.7 ms


			2021-09-19 16:43:05.079809			1.3 ms


			2021-09-19 17:43:07.1982			0.0 ms


			2021-09-19 18:43:08.624663			1.4 ms


			2021-09-19 19:43:10.217505			-0.1 ms


			2021-09-19 20:43:11.90387			-1.7 ms


			2021-09-19 21:43:13.837623			-0.8 ms


			2021-09-19 22:43:15.48277			-0.4 ms


			2021-09-19 23:43:19.028391			-0.2 ms


			2021-09-20 00:43:20.572296			0.3 ms


			2021-09-20 01:43:21.962618			1.1 ms


			2021-09-20 02:43:24.91203			-0.7 ms


			2021-09-20 03:43:26.740301			0.1 ms


			2021-09-20 04:43:28.231112			1.5 ms


			2021-09-20 05:43:29.902679			1.7 ms


			2021-09-20 06:43:31.656263			2.2 ms


			2021-09-20 07:43:33.538955			2.3 ms


			2021-09-20 08:43:36.561877			1.8 ms


			2021-09-20 09:43:39.918419			0.5 ms


			2021-09-20 10:43:41.675029			2.8 ms


			2021-09-20 11:43:43.65007			-0.4 ms


			2021-09-20 12:43:46.399118			3.1 ms


			2021-09-20 13:43:48.055306			0.0 ms


			2021-09-20 14:43:50.319475			1.4 ms


			2021-09-20 15:43:52.481499			1.3 ms


			2021-09-20 16:43:55.290507			-0.2 ms


			2021-09-20 17:43:56.950866			2.1 ms


			2021-09-20 18:44:00.169543			0.5 ms


			2021-09-20 19:44:03.146243			1.0 ms


			2021-09-20 20:44:04.824731			0.1 ms


			2021-09-20 21:44:06.880082			0.9 ms


			2021-09-20 22:44:08.671935			-0.5 ms


			2021-09-20 23:44:10.37459			-0.7 ms


			2021-09-21 00:44:12.978916			2.0 ms


			2021-09-21 01:44:14.82349			-1.3 ms


			2021-09-21 02:44:16.798267			-0.7 ms


			2021-09-21 03:44:18.441717			0.2 ms


			2021-09-21 04:44:20.823506			2.4 ms


			2021-09-21 05:44:22.366014			3.0 ms


			2021-09-21 06:44:25.517789			0.3 ms


			2021-09-21 07:44:28.479016			1.1 ms


			2021-09-21 08:44:31.651361			-0.7 ms


			2021-09-21 09:44:33.49381			1.2 ms


			2021-09-21 10:44:35.034216			-0.8 ms


			2021-09-21 11:44:36.682099			0.4 ms


			2021-09-21 12:44:39.180373			2.9 ms


			2021-09-21 13:44:40.735344			-0.2 ms


			2021-09-21 14:44:42.917484			1.5 ms


			2021-09-21 15:44:44.604504			0.1 ms


			2021-09-21 16:44:46.974311			-0.2 ms


			2021-09-21 17:44:50.190845			-0.7 ms


			2021-09-21 18:44:52.137487			0.4 ms


			2021-09-21 19:44:54.971085			1.3 ms


			2021-09-21 20:44:57.438447			-0.2 ms


			2021-09-21 21:44:59.683846			-0.5 ms


			2021-09-21 22:45:01.278438			2.1 ms


			2021-09-21 23:45:03.643356			2.8 ms


			2021-09-22 00:45:05.040565			0.1 ms


			2021-09-22 01:45:08.157587			1.4 ms


			2021-09-22 02:45:10.196001			0.8 ms


			2021-09-22 03:45:13.438912			-0.3 ms


			2021-09-22 04:45:15.106859			3.2 ms


			2021-09-22 05:45:16.750186			3.1 ms


			2021-09-22 06:45:18.426819			3.3 ms


			2021-09-22 07:45:19.885075			2.8 ms


			2021-09-22 08:45:21.938352			-0.9 ms


			2021-09-22 09:45:24.533623			2.1 ms


			2021-09-22 10:45:26.3521			2.1 ms


			2021-09-22 11:45:27.977989			-0.9 ms


			2021-09-22 12:45:31.07872			-1.0 ms


			2021-09-22 13:45:34.346852			-1.7 ms


			2021-09-22 14:45:35.861057			-1.6 ms


			2021-09-22 15:45:38.235567			-2.0 ms


			2021-09-22 16:45:41.647048			0.7 ms


			2021-09-22 17:45:44.271467			-0.8 ms


			2021-09-22 18:45:45.844537			1.9 ms


			2021-09-22 19:45:48.223163			3.2 ms


			2021-09-22 20:45:50.720826			0.6 ms


			2021-09-22 21:45:52.556816			2.2 ms


			2021-09-22 22:45:54.929638			0.6 ms


			2021-09-22 23:45:56.749262			1.1 ms


			2021-09-23 00:45:58.509126			-1.0 ms


			2021-09-23 01:46:01.719867			1.6 ms


			2021-09-23 02:46:03.884329			1.4 ms


			2021-09-23 03:46:05.460022			2.9 ms


			2021-09-23 04:46:06.769774			3.3 ms


			2021-09-23 05:46:09.086876			1.3 ms


			2021-09-23 06:46:11.243558			0.0 ms


			2021-09-23 07:46:14.747445			-0.8 ms


			2021-09-23 08:46:16.723641			0.5 ms


			2021-09-23 09:46:18.521533			2.0 ms


			2021-09-23 10:46:21.01515			-1.0 ms


			2021-09-23 11:46:23.218942			-2.1 ms


			2021-09-23 12:46:25.205058			0.3 ms


			2021-09-23 13:46:27.319025			-0.4 ms


			2021-09-23 14:46:29.126738			0.1 ms


			2021-09-23 15:46:31.70055			0.3 ms


			2021-09-23 16:46:33.703982			0.4 ms


			2021-09-23 17:46:35.724192			2.3 ms


			2021-09-23 18:46:37.669938			1.4 ms


			2021-09-23 19:46:40.756208			-1.2 ms


			2021-09-23 20:46:42.77724			-1.8 ms


			2021-09-23 21:46:44.297769			-0.1 ms


			2021-09-23 22:46:46.734646			2.7 ms


			2021-09-23 23:46:48.714524			-1.3 ms


			2021-09-24 00:46:50.375906			-0.7 ms


			2021-09-24 01:46:52.747063			0.7 ms


			2021-09-24 02:46:55.365823			0.9 ms


			2021-09-24 03:46:57.711645			2.8 ms


			2021-09-24 04:47:01.178207			2.2 ms


			2021-09-24 05:47:03.30357			2.7 ms


			2021-09-24 06:47:04.881906			0.3 ms


			2021-09-24 07:47:07.807122			1.1 ms


			2021-09-24 08:47:10.410156			1.1 ms


			2021-09-24 09:47:12.089333			0.6 ms


			2021-09-24 10:47:14.106204			-0.1 ms


			2021-09-24 11:47:16.362134			3.4 ms


			2021-09-24 12:47:18.030056			-0.3 ms


			2021-09-24 13:47:20.974263			-0.9 ms


			2021-09-24 14:47:22.89188			1.1 ms


			2021-09-24 15:47:25.573225			2.5 ms


			2021-09-24 16:47:28.35983			0.7 ms


			2021-09-24 17:47:30.748592			2.6 ms


			2021-09-24 18:47:33.535526			1.8 ms


			2021-09-24 19:47:35.519545			1.8 ms


			2021-09-24 20:47:37.338437			-0.5 ms


			2021-09-24 21:47:39.958416			-0.7 ms


			2021-09-24 22:47:42.649142			0.8 ms


			2021-09-24 23:47:44.429791			-0.3 ms


			2021-09-25 00:47:47.370679			1.5 ms


			2021-09-25 01:47:48.882223			2.2 ms


			2021-09-25 02:47:50.466176			0.9 ms


			2021-09-25 03:47:54.044791			1.7 ms


			2021-09-25 04:47:55.568045			0.0 ms


			2021-09-25 05:47:57.490527			0.1 ms


			2021-09-25 06:47:59.26417			0.1 ms


			2021-09-25 07:48:01.146893			0.7 ms


			2021-09-25 08:48:04.128739			0.0 ms


			2021-09-25 09:48:07.277352			2.1 ms


			2021-09-25 10:48:08.937522			-0.9 ms


			2021-09-25 11:48:10.906441			1.8 ms


			2021-09-25 12:48:12.609148			-0.4 ms


			2021-09-25 13:48:14.795528			0.7 ms


			2021-09-25 14:48:16.415586			-0.5 ms


			2021-09-25 15:48:19.032939			2.6 ms


			2021-09-25 16:48:22.045691			0.7 ms


			2021-09-25 17:48:23.909518			-0.5 ms


			2021-09-25 18:48:26.578423			0.5 ms


			2021-09-25 19:48:28.811043			-1.1 ms


			2021-09-25 20:48:30.528194			-0.1 ms


			2021-09-25 21:48:32.198791			-1.2 ms


			2021-09-25 22:48:34.489097			-1.5 ms


			2021-09-25 23:48:38.320751			-0.4 ms


			2021-09-26 00:48:40.319267			1.9 ms


			2021-09-26 01:48:42.402551			-0.7 ms


			2021-09-26 02:48:44.24477			0.9 ms


			2021-09-26 03:48:47.606321			2.6 ms


			2021-09-26 04:48:49.610044			2.7 ms


			2021-09-26 05:48:52.018009			1.4 ms


			2021-09-26 06:48:53.846759			1.7 ms


			2021-09-26 07:48:55.901076			2.0 ms


			2021-09-26 08:48:57.616432			1.0 ms


			2021-09-26 09:48:59.678013			1.0 ms


			2021-09-26 10:49:01.325965			0.9 ms


			2021-09-26 11:49:03.476517			1.7 ms


			2021-09-26 12:49:05.804976			2.1 ms


			2021-09-26 13:49:07.262434			2.3 ms


			2021-09-26 14:49:08.834244			2.3 ms


			2021-09-26 15:49:10.965717			0.0 ms


			2021-09-26 16:49:13.136961			-0.7 ms


			2021-09-26 17:49:16.629268			1.4 ms


			2021-09-26 18:49:19.584908			1.4 ms


			2021-09-26 19:49:21.977755			-1.8 ms


			2021-09-26 20:49:23.433261			1.0 ms


			2021-09-26 21:49:26.267871			-1.7 ms


			2021-09-26 22:49:27.78135			2.9 ms


			2021-09-26 23:49:29.456239			-1.6 ms


			2021-09-27 00:49:32.527255			-0.1 ms


			2021-09-27 01:49:34.371921			-1.0 ms


			2021-09-27 02:49:36.832122			-6.0 ms


			2021-09-27 03:49:39.053644			-4.4 ms


			2021-09-27 04:49:41.224573			0.1 ms


			2021-09-27 05:49:44.039302			1.0 ms


			2021-09-27 06:49:46.032096			0.6 ms


			2021-09-27 07:49:49.107528			3.7 ms


			2021-09-27 08:49:51.106727			1.2 ms


			2021-09-27 09:49:52.661962			-0.2 ms


			2021-09-27 10:49:54.31157			2.6 ms


			2021-09-27 11:49:56.106885			0.3 ms


			2021-09-27 12:49:58.631032			1.5 ms


			2021-09-27 13:50:02.089635			-0.5 ms


			2021-09-27 14:50:07.36634			-2.8 ms


			2021-09-27 15:50:09.434459			0.5 ms


			2021-09-27 16:50:11.215112			-0.9 ms


			2021-09-27 17:50:13.593736			1.6 ms


			2021-09-27 18:50:16.101421			-0.5 ms


			2021-09-27 19:50:17.597407			0.8 ms


			2021-09-27 20:50:19.121005			-1.3 ms


			2021-09-27 21:50:20.721117			-0.1 ms


			2021-09-27 22:50:23.756706			0.1 ms


			2021-09-27 23:50:25.233535			0.4 ms


			2021-09-28 00:50:27.399479			4.0 ms


			2021-09-28 01:50:29.893003			5.0 ms


			2021-09-28 02:50:31.581052			4.8 ms


			2021-09-28 03:50:33.664617			5.2 ms


			2021-09-28 04:50:36.247744			4.6 ms


			2021-09-28 05:50:38.370651			2.5 ms


			2021-09-28 06:50:40.652122			2.9 ms


			2021-09-28 07:50:43.574256			-5.0 ms


			2021-09-28 08:50:45.833928			-1.8 ms


			2021-09-28 09:50:47.393687			3.7 ms


			2021-09-28 10:50:49.468262			0.1 ms


			2021-09-28 11:50:51.344426			4.5 ms


			2021-09-28 12:50:53.846534			1.1 ms


			2021-09-28 13:50:55.332229			-0.3 ms


			2021-09-28 14:50:57.676584			1.4 ms


			2021-09-28 15:50:59.448631			1.4 ms


			2021-09-28 16:51:02.877514			-1.7 ms


			2021-09-28 17:51:05.083479			-2.1 ms


			2021-09-28 18:51:06.762837			-2.4 ms


			2021-09-28 19:51:08.886033			-1.3 ms


			2021-09-28 20:51:10.431846			-1.1 ms


			2021-09-28 21:51:11.886824			1.6 ms


			2021-09-28 22:51:13.873574			1.2 ms


			2021-09-28 23:51:15.943684			-0.5 ms


			2021-09-29 00:51:17.872892			-0.1 ms


			2021-09-29 01:51:19.588529			1.0 ms


			2021-09-29 02:51:21.588455			0.4 ms


			2021-09-29 03:51:23.324055			2.1 ms


			2021-09-29 04:51:24.984819			1.8 ms


			2021-09-29 05:51:27.271275			-1.5 ms


			2021-09-29 06:51:28.986393			0.9 ms


			2021-09-29 07:51:30.71517			-0.6 ms


			2021-09-29 08:51:32.822212			-1.2 ms


			2021-09-29 09:51:34.822358			1.9 ms


			2021-09-29 10:51:36.902137			2.7 ms


			2021-09-29 11:51:39.092528			3.3 ms


			2021-09-29 12:51:40.820494			0.2 ms


			2021-09-29 13:51:43.78067			2.8 ms


			2021-09-29 14:51:45.658949			2.1 ms


			2021-09-29 15:51:48.087511			-0.4 ms


			2021-09-29 16:51:50.047566			2.1 ms


			2021-09-29 17:51:51.735987			2.6 ms


			2021-09-29 18:51:53.576268			-0.4 ms


			2021-09-29 19:51:55.371797			-0.2 ms


			2021-09-29 20:51:57.13488			2.4 ms


			2021-09-29 21:51:59.625932			3.0 ms


			2021-09-29 22:52:01.18194			-0.7 ms


			2021-09-29 23:52:04.128594			-0.4 ms


			2021-09-30 00:52:06.375229			-3.3 ms


			2021-09-30 01:52:08.24837			1.0 ms


			2021-09-30 02:52:10.350173			-0.8 ms


			2021-09-30 03:52:12.612623			3.2 ms


			2021-09-30 04:52:14.493314			3.1 ms


			2021-09-30 05:52:16.653797			4.7 ms


			2021-09-30 06:52:18.597831			1.3 ms


			2021-09-30 07:52:20.23327			0.9 ms


			2021-09-30 08:52:22.509003			0.9 ms


			2021-09-30 09:52:24.097159			0.3 ms


			2021-09-30 10:52:25.833293			-1.9 ms


			2021-09-30 11:52:28.148654			-0.5 ms


			2021-09-30 12:52:30.106134			0.1 ms


			2021-09-30 13:52:31.87259			2.1 ms


			2021-09-30 14:52:33.679696			-0.6 ms


			2021-09-30 15:52:35.956407			-0.1 ms


			2021-09-30 16:52:37.900626			-0.8 ms


			2021-09-30 17:52:39.6971			1.4 ms


			2021-09-30 18:52:41.718528			0.1 ms


			2021-09-30 19:52:43.828599			2.0 ms


			2021-09-30 20:52:46.136637			-0.1 ms


			2021-09-30 22:09:30.431056			0.4 ms


			2021-09-30 23:09:33.107244			0.1 ms


			2021-10-01 00:09:35.214434			-0.3 ms


			2021-10-01 01:09:37.112038			-0.9 ms


			2021-10-01 02:09:38.912302			0.8 ms


			2021-10-01 03:09:42.031506			-0.3 ms


			2021-10-01 04:09:45.223257			-0.6 ms


			2021-10-01 05:09:46.856331			-0.7 ms


			2021-10-01 06:09:49.65952			1.6 ms


			2021-10-01 07:09:51.505087			-0.1 ms


			2021-10-01 08:09:53.654342			0.0 ms


			2021-10-01 09:09:55.428985			0.2 ms


			2021-10-01 10:09:57.589892			0.9 ms


			2021-10-01 11:09:59.326385			2.2 ms


			2021-10-01 12:10:00.833817			-0.1 ms


			2021-10-01 13:10:02.335718			2.7 ms


			2021-10-01 14:10:04.894506			2.8 ms


			2021-10-01 15:10:06.411226			0.6 ms


			2021-10-01 16:10:08.14754			-0.3 ms


			2021-10-01 17:10:09.686163			1.9 ms


			2021-10-01 18:10:11.61857			0.1 ms


			2021-10-01 19:10:14.206687			0.4 ms


			2021-10-01 20:10:16.604725			-0.7 ms


			2021-10-01 21:10:18.19739			0.8 ms


			2021-10-01 22:10:21.450721			-1.4 ms


			2021-10-01 23:10:23.102819			-0.7 ms


			2021-10-02 00:10:24.71705			0.2 ms


			2021-10-02 01:10:26.516246			-2.4 ms


			2021-10-02 02:10:28.164829			1.8 ms


			2021-10-02 03:10:29.934084			0.9 ms


			2021-10-02 04:10:31.986813			2.3 ms


			2021-10-02 05:10:33.999685			0.6 ms


			2021-10-02 06:10:37.103688			3.5 ms


			2021-10-02 07:10:38.821751			1.8 ms


			2021-10-02 08:10:40.297274			4.8 ms


			2021-10-02 09:10:42.169375			2.0 ms


			2021-10-02 10:10:45.290844			2.9 ms


			2021-10-02 11:10:47.343114			0.8 ms


			2021-10-02 12:10:49.704779			-5.6 ms


			2021-10-02 13:10:51.938988			-4.9 ms


			2021-10-02 14:10:53.544896			-0.5 ms


			2021-10-02 15:10:55.905046			0.9 ms


			2021-10-02 16:10:58.323376			0.7 ms


			2021-10-02 17:11:00.684717			3.7 ms


			2021-10-02 18:11:02.195426			2.1 ms


			2021-10-02 19:11:04.431633			1.3 ms


			2021-10-02 20:11:08.068352			1.7 ms


			2021-10-02 21:11:09.997557			-0.6 ms


			2021-10-02 22:11:11.794564			-0.3 ms


			2021-10-02 23:11:13.861446			0.5 ms


			2021-10-03 00:11:15.508192			1.8 ms


			2021-10-03 01:11:17.401823			2.6 ms


			2021-10-03 02:11:19.418655			3.2 ms


			2021-10-03 03:11:22.21566			1.8 ms


			2021-10-03 04:11:24.351771			0.3 ms


			2021-10-03 05:11:26.343739			-0.7 ms


			2021-10-03 06:11:28.428325			1.4 ms


			2021-10-03 07:11:31.055415			2.3 ms


			2021-10-03 08:11:32.917056			0.7 ms


			2021-10-03 09:11:34.738144			-1.1 ms


			2021-10-03 10:11:36.867043			0.9 ms


			2021-10-03 11:11:39.856841			0.7 ms


			2021-10-03 12:11:41.896811			-0.2 ms


			2021-10-03 13:11:43.750012			2.2 ms


			2021-10-03 14:11:46.215809			2.5 ms


			2021-10-03 15:11:47.831275			-0.7 ms


			2021-10-03 16:11:49.863072			1.1 ms


			2021-10-03 17:11:51.517014			0.4 ms


			2021-10-03 18:11:54.584946			-0.7 ms


			2021-10-03 19:11:57.355001			0.4 ms


			2021-10-03 20:11:59.299737			-1.9 ms


			2021-10-03 21:12:01.431701			0.8 ms


			2021-10-03 22:12:03.323306			-1.2 ms


			2021-10-03 23:12:05.272243			0.9 ms


			2021-10-04 00:12:06.896224			0.1 ms


			2021-10-04 01:12:08.872883			1.7 ms


			2021-10-04 02:12:10.427979			0.1 ms


			2021-10-04 03:12:12.153076			1.7 ms


			2021-10-04 04:12:14.242126			1.5 ms


			2021-10-04 05:12:16.726077			0.5 ms


			2021-10-04 06:12:19.921662			0.3 ms


			2021-10-04 07:12:22.171957			0.1 ms


			2021-10-04 08:12:24.13974			-1.5 ms


			2021-10-04 09:12:26.08626			-0.7 ms


			2021-10-04 10:12:28.69321			-1.0 ms


			2021-10-04 11:12:31.097259			0.7 ms


			2021-10-04 12:12:34.147079			1.3 ms


			2021-10-04 13:12:36.982924			-0.7 ms


			2021-10-04 14:12:40.273904			-2.3 ms


			2021-10-04 15:12:42.130041			0.2 ms


			2021-10-04 16:12:44.94817			0.0 ms


			2021-10-04 17:12:47.845536			2.5 ms


			2021-10-04 18:12:49.725951			1.1 ms


			2021-10-04 19:12:51.761139			2.1 ms


			2021-10-04 20:12:53.4701			1.0 ms


			2021-10-04 21:12:55.286055			2.1 ms


			2021-10-04 22:12:56.993087			1.9 ms


			2021-10-04 23:12:58.723085			-0.8 ms


			2021-10-05 00:13:00.961325			-2.1 ms


			2021-10-05 01:13:02.752438			-1.3 ms


			2021-10-05 02:13:04.404718			0.3 ms


			2021-10-05 03:13:08.184234			0.0 ms


			2021-10-05 04:13:11.530885			-1.0 ms


			2021-10-05 05:13:13.41883			0.1 ms


			2021-10-05 06:13:16.114831			1.8 ms


			2021-10-05 07:13:18.780663			0.7 ms


			2021-10-05 08:13:20.972061			0.1 ms


			2021-10-05 09:13:23.632644			-0.3 ms


			2021-10-05 10:13:25.553894			2.1 ms


			2021-10-05 11:13:27.921729			-0.1 ms


			2021-10-05 12:13:29.986949			1.7 ms


			2021-10-05 13:13:32.325431			-0.2 ms


			2021-10-05 14:13:35.408212			-0.5 ms


			2021-10-05 15:13:37.477806			0.7 ms


			2021-10-05 16:13:39.465092			0.9 ms


			2021-10-05 17:13:41.263989			0.8 ms


			2021-10-05 18:13:43.396598			2.7 ms


			2021-10-05 19:13:45.1494			-0.5 ms


			2021-10-05 20:13:46.993586			0.5 ms


			2021-10-05 21:13:48.427574			0.1 ms


			2021-10-05 22:13:50.280468			1.6 ms


			2021-10-05 23:13:52.108659			-1.1 ms


			2021-10-06 00:13:54.313505			-0.8 ms


			2021-10-06 01:13:57.028451			0.1 ms


			2021-10-06 02:14:00.155018			-0.1 ms


			2021-10-06 03:14:02.847848			1.2 ms


			2021-10-06 04:14:04.684316			1.7 ms


			2021-10-06 05:14:06.251863			0.4 ms


			2021-10-06 06:14:08.107257			4.8 ms


			2021-10-06 07:14:10.388483			0.0 ms


			2021-10-06 08:14:12.068171			1.9 ms


			2021-10-06 09:14:13.977222			1.0 ms


			2021-10-06 10:14:16.482041			-0.1 ms


			2021-10-06 11:14:18.977382			-0.4 ms


			2021-10-06 12:14:20.706181			2.3 ms


			2021-10-06 13:14:23.317426			-0.4 ms


			2021-10-06 14:14:25.983868			1.3 ms


			2021-10-06 15:14:27.955293			2.0 ms


			2021-10-06 16:14:30.698962			1.4 ms


			2021-10-06 17:14:32.459027			-0.1 ms


			2021-10-06 18:14:34.382943			2.5 ms


			2021-10-06 19:14:36.124609			0.7 ms


			2021-10-06 20:14:38.71238			3.1 ms


			2021-10-06 21:14:40.351249			0.6 ms


			2021-10-06 22:14:42.616571			0.6 ms


			2021-10-06 23:14:44.539922			1.7 ms


			2021-10-07 00:14:47.727978			1.5 ms


			2021-10-07 01:14:49.749508			2.7 ms


			2021-10-07 02:14:51.577048			2.5 ms


			2021-10-07 03:14:53.370981			1.5 ms


			2021-10-07 04:14:55.617884			2.1 ms


			2021-10-07 05:14:57.190736			-0.2 ms


			2021-10-07 06:14:59.595884			3.0 ms


			2021-10-07 07:15:01.174598			-0.4 ms


			2021-10-07 08:15:03.311682			0.4 ms


			2021-10-07 09:15:05.99673			2.8 ms


			2021-10-07 10:15:08.797494			1.8 ms


			2021-10-07 11:15:10.649719			2.4 ms


			2021-10-07 12:15:13.779166			0.6 ms


			2021-10-07 13:15:15.880076			0.3 ms


			2021-10-07 14:15:17.814254			0.7 ms


			2021-10-07 15:15:20.424665			0.4 ms


			2021-10-07 16:15:22.171877			1.8 ms


			2021-10-07 17:15:24.598815			3.3 ms


			2021-10-07 18:15:26.582087			2.5 ms


			2021-10-07 19:15:28.341449			-0.4 ms


			2021-10-07 20:15:30.109437			-0.2 ms


			2021-10-07 21:15:33.936244			0.9 ms


			2021-10-07 22:15:35.733527			-1.7 ms


			2021-10-07 23:15:37.522642			-1.9 ms


			2021-10-08 00:15:39.752649			-1.0 ms


			2021-10-08 01:15:41.3377			0.4 ms


			2021-10-08 02:15:43.595772			2.8 ms


			2021-10-08 03:15:45.707555			3.3 ms


			2021-10-08 04:15:47.342229			1.4 ms


			2021-10-08 05:15:48.922432			2.6 ms


			2021-10-08 06:15:50.800358			1.8 ms


			2021-10-08 07:15:52.799145			-0.3 ms


			2021-10-08 08:15:55.424862			-0.6 ms


			2021-10-08 09:15:57.539168			1.3 ms


			2021-10-08 10:15:59.837152			-1.6 ms


			2021-10-08 11:16:02.670741			-1.7 ms


			2021-10-08 12:16:04.699199			0.8 ms


			2021-10-08 13:16:07.181136			-2.5 ms


			2021-10-08 14:16:09.335416			0.2 ms


			2021-10-08 15:16:11.515789			1.6 ms


			2021-10-08 16:16:13.616335			1.0 ms


			2021-10-08 17:16:15.141419			-0.5 ms


			2021-10-08 18:16:16.877149			3.9 ms


			2021-10-08 19:16:18.533806			-0.5 ms


			2021-10-08 20:16:20.529679			0.6 ms


			2021-10-08 21:16:22.355586			0.4 ms


			2021-10-08 22:16:23.884105			3.5 ms


			2021-10-08 23:16:25.634438			-0.2 ms


			2021-10-09 00:16:28.736902			0.6 ms


			2021-10-09 01:16:30.565873			3.6 ms


			2021-10-09 02:16:32.016122			2.3 ms


			2021-10-09 03:16:35.239551			-0.1 ms


			2021-10-09 04:16:38.475535			2.3 ms


			2021-10-09 05:16:40.887328			1.0 ms


			2021-10-09 06:16:42.569274			2.1 ms


			2021-10-09 07:16:45.184806			0.6 ms


			2021-10-09 08:16:46.789622			-0.6 ms


			2021-10-09 09:16:48.586041			-0.1 ms


			2021-10-09 10:16:51.295741			-1.4 ms


			2021-10-09 11:16:53.924672			-1.2 ms


			2021-10-09 12:16:56.225021			0.4 ms


			2021-10-09 13:16:59.21463			0.1 ms


			2021-10-09 14:17:00.857015			1.4 ms


			2021-10-09 15:17:02.533275			1.3 ms


			2021-10-09 16:17:04.840726			-0.4 ms


			2021-10-09 17:17:06.706992			-0.5 ms


			2021-10-09 18:17:08.412934			0.6 ms


			2021-10-09 19:17:10.596416			0.4 ms


			2021-10-09 20:17:13.139625			0.0 ms


			2021-10-09 21:17:14.937348			-0.1 ms


			2021-10-09 22:17:16.854169			1.3 ms


			2021-10-09 23:17:19.228609			1.6 ms


			2021-10-10 00:17:21.509693			-1.0 ms


			2021-10-10 01:17:23.381144			-0.5 ms


			2021-10-10 02:17:25.270786			0.2 ms


			2021-10-10 03:17:27.046915			0.7 ms


			2021-10-10 04:17:28.98129			-1.6 ms


			2021-10-10 05:17:31.169677			1.1 ms


			2021-10-10 06:17:33.247949			2.1 ms


			2021-10-10 07:17:35.036686			-2.2 ms


			2021-10-10 08:17:37.470324			-0.1 ms


			2021-10-10 09:17:39.912871			0.6 ms


			2021-10-10 10:17:42.451474			0.6 ms


			2021-10-10 11:17:45.156905			1.5 ms


			2021-10-10 12:17:46.772949			2.4 ms


			2021-10-10 13:17:48.490858			1.1 ms


			2021-10-10 14:17:50.44215			1.9 ms


			2021-10-10 15:17:52.299704			2.2 ms


			2021-10-10 16:17:53.949803			4.3 ms


			2021-10-10 17:17:57.228032			1.4 ms


			2021-10-10 18:17:59.076661			2.9 ms


			2021-10-10 19:18:00.677816			2.2 ms


			2021-10-10 20:18:03.298244			-1.0 ms


			2021-10-10 21:18:05.358275			1.7 ms


			2021-10-10 22:18:07.619405			2.0 ms


			2021-10-10 23:18:09.193786			-0.7 ms


			2021-10-11 00:18:11.382229			-0.8 ms


			2021-10-11 01:18:13.777805			-0.5 ms


			2021-10-11 02:18:15.40618			1.4 ms


			2021-10-11 03:18:17.345544			0.8 ms


			2021-10-11 04:18:19.922644			-1.0 ms


			2021-10-11 05:18:21.53991			1.3 ms


			2021-10-11 06:18:24.273074			0.8 ms


			2021-10-11 07:18:27.002327			2.3 ms


			2021-10-11 08:18:28.944582			2.8 ms


			2021-10-11 09:18:31.425988			1.6 ms


			2021-10-11 10:18:34.021451			2.1 ms


			2021-10-11 11:18:36.150546			0.4 ms


			2021-10-11 12:18:38.089664			0.4 ms


			2021-10-11 13:18:40.339959			1.9 ms


			2021-10-11 14:18:42.756187			-0.1 ms


			2021-10-11 15:18:44.843601			0.4 ms


			2021-10-11 16:18:46.982496			0.9 ms


			2021-10-11 17:18:49.207019			-0.5 ms


			2021-10-11 18:18:51.312044			-0.2 ms


			2021-10-11 19:18:53.568061			3.2 ms


			2021-10-11 20:18:55.230432			-0.1 ms


			2021-10-11 21:18:58.098058			2.7 ms


			2021-10-11 22:18:59.773773			2.5 ms


			2021-10-11 23:19:01.845364			-0.3 ms


			2021-10-12 00:19:03.631475			-0.7 ms


			2021-10-12 01:19:06.400663			-0.5 ms


			2021-10-12 02:19:08.471751			-0.6 ms


			2021-10-12 03:19:11.907273			-1.2 ms


			2021-10-12 04:19:13.668502			1.4 ms


			2021-10-12 05:19:15.774041			2.3 ms


			2021-10-12 06:19:17.683965			3.1 ms


			2021-10-12 07:19:20.04208			-0.4 ms


			2021-10-12 08:19:23.144836			-0.6 ms


			2021-10-12 09:19:25.597411			-1.8 ms


			2021-10-12 10:19:27.896332			-0.5 ms


			2021-10-12 11:19:29.702756			2.5 ms


			2021-10-12 12:19:31.697245			0.1 ms


			2021-10-12 13:19:34.125802			-0.2 ms


			2021-10-12 14:19:38.098359			0.3 ms


			2021-10-12 15:19:40.144827			0.9 ms


			2021-10-12 16:19:43.011347			2.3 ms


			2021-10-12 17:19:46.422851			3.5 ms


			2021-10-12 18:19:48.49922			2.6 ms


			2021-10-12 19:19:51.730913			0.0 ms


			2021-10-12 20:19:53.544435			-0.9 ms


			2021-10-12 21:19:55.94352			-1.0 ms


			2021-10-12 22:19:58.315147			-0.2 ms


			2021-10-12 23:20:00.029496			-0.7 ms


			2021-10-13 00:20:02.242809			0.1 ms


			2021-10-13 01:20:04.042921			-1.1 ms


			2021-10-13 02:20:06.592428			3.4 ms


			2021-10-13 03:20:08.365391			2.3 ms


			2021-10-13 04:20:11.958115			0.5 ms


			2021-10-13 05:20:15.277818			-0.2 ms


			2021-10-13 06:20:17.412626			-1.3 ms


			2021-10-13 07:20:19.046385			-1.6 ms


			2021-10-13 08:20:22.287895			-0.9 ms


			2021-10-13 09:20:24.928063			-0.1 ms


			2021-10-13 10:20:27.196803			-0.1 ms


			2021-10-13 11:20:29.207928			4.0 ms


			2021-10-13 12:20:31.262268			2.4 ms


			2021-10-13 13:20:32.954559			-0.3 ms


			2021-10-13 14:20:35.631981			-1.6 ms


			2021-10-13 15:20:38.763022			2.5 ms


			2021-10-13 16:20:41.759989			2.3 ms


			2021-10-13 17:20:44.79213			-0.3 ms


			2021-10-13 18:20:46.469573			1.7 ms


			2021-10-13 19:20:50.02262			0.3 ms


			2021-10-13 20:20:52.907732			0.0 ms


			2021-10-13 21:20:54.696203			-0.4 ms


			2021-10-13 22:20:57.274301			1.6 ms


			2021-10-13 23:21:00.332921			0.6 ms


			2021-10-14 00:21:02.018313			-0.2 ms


			2021-10-14 01:21:04.560422			1.2 ms


			2021-10-14 02:21:07.592763			2.5 ms


			2021-10-14 03:21:09.782102			0.5 ms


			2021-10-14 04:21:12.668645			-0.1 ms


			2021-10-14 05:21:15.843865			0.5 ms


			2021-10-14 06:21:17.516969			-0.4 ms


			2021-10-14 07:21:19.266457			0.1 ms


			2021-10-14 08:21:21.088962			-1.8 ms


			2021-10-14 09:21:23.291608			-1.1 ms


			2021-10-14 10:21:26.826525			0.7 ms


			2021-10-14 11:21:28.86012			1.7 ms


			2021-10-14 12:21:31.943149			-0.5 ms


			2021-10-14 13:21:34.138339			1.8 ms


			2021-10-14 14:21:36.076778			1.5 ms


			2021-10-14 15:21:38.000631			1.1 ms


			2021-10-14 16:21:39.74591			2.0 ms


			2021-10-14 17:21:41.654298			2.1 ms


			2021-10-14 18:21:43.591724			0.2 ms


			2021-10-14 19:21:45.713152			1.9 ms


			2021-10-14 20:21:47.30347			-0.2 ms


			2021-10-14 21:21:49.788497			-1.1 ms


			2021-10-14 22:22:22.595748			2.5 ms


			2021-10-14 23:22:24.127638			1.4 ms


			2021-10-15 00:22:26.410584			0.2 ms


			2021-10-15 01:22:28.394231			2.2 ms


			2021-10-15 02:22:30.190175			1.3 ms


			2021-10-15 03:22:31.789942			-1.3 ms


			2021-10-15 04:22:33.849518			-1.1 ms


			2021-10-15 05:22:36.513878			1.6 ms


			2021-10-15 06:22:38.626504			-0.9 ms


			2021-10-15 07:22:40.888511			-0.3 ms


			2021-10-15 08:22:43.953965			-0.4 ms


			2021-10-15 09:22:45.84481			0.1 ms


			2021-10-15 10:22:47.663193			0.5 ms


			2021-10-15 11:22:50.882204			3.3 ms


			2021-10-15 12:22:52.770344			0.0 ms


			2021-10-15 13:22:54.652138			1.5 ms


			2021-10-15 14:22:56.324524			2.1 ms








###

Evidence of Intent


Last updated: Fri 06 Mar 2020 14:08:40 UTC


1. Purpose


The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.


2. Screen captures


When a person signs a document using Scrive eSign a screen capture is executed on the person´s screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 


The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and Upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.


			Time			IP			Event


			2021-10-15 15:12:08.037 UTC			212.247.48.94			Elias Nyberg (EN) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.


			2021-10-15 15:12:21.293 UTC			212.247.48.94			Elias Nyberg (EN) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2021-09-29 13:52:39 UTC.


			2021-10-15 15:13:49.142 UTC			217.209.196.213			Annika Neckman (AN) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.


			2021-10-15 15:14:34.034 UTC			217.209.196.213			Annika Neckman (AN) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2021-09-29 13:52:39 UTC.










Evidence quality of Scrive e-signed documents


Latest updated: Fri 06 Mar 2020 14:08:40 UTC


Purpose of the document


Scrive eSign is a system for signing documents electronically. This document provides a brief introduction to Scrive eSign so that a holder of a Scrive e-signed document can easily explain such document in court. For in-depth documentation, start by reading the attachment Evidence Package Introduction.


Scrive eSign system


Scrive eSign is developed by Scrive AB and is designed to:


			Enable its users to define workflows for signing electronically


			Execute the signing workflow


			Record as many of the signatories’ actions as possible as log data


			Once all signatories have signed, produce a final digital evidence package of the electronically signed materials together with the log data and other supporting materials necessary to optimise the usefulness of the evidence (the “Evidence Package”)





E-signing workflow


This is how a document is signed through Scrive eSign:


			To start the signing process the user of Scrive eSign either a) defines the signing process in the administrative user interface and selects to start the process, b) starts from a template process in the administrative user interface or c) starts from a template process within a system that has integrated with Scrive.


			To access the signing workflow the counterpart(s) either a) receive an email or SMS with an invitation to sign electronically and a link to the e-signing user interface, b) receive a tablet with the e-signing user interface already opened or c) are redirected from a webpage or client application user interface to the e-signing user interface.


			To review the document the counterpart(s) view the e-signing user interface and a) read instructions at the top that they shall follow the green instruction arrows to complete the signing process, b) depending on the signing process settings enter or not enter extra information into the document such as text and signatures, checks in checkboxes and extra document appendices and c) scroll through all document pages to reach the button with the text “sign” placed below the last page of the document (the “Signing Button”).


			To sign the document the counterpart(s) presses the Signing Button and, depending on the signing process settings, either a) a popup appears where they are informed that by clicking the Signing Button at the bottom of the popup, they are signing the document and that Scrive eSign will register their signature or b) a popup appears where they are asked to select their type of e-legitimation and sign the document using their installed eID application. 


			The confirmation text that the document has been signed upon clicking the Signing Button, is automatically displayed to the counterpart(s) in a web user interface and b) sent to the counterpart(s) in an email including the Evidence Package.





Evidence Package


To understand how to generate quality evidence in a digital environment Scrive has studied several evidence container technologies such as the signed paper, the printed facsimile and the recorded voice. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferrable into digital formats.


As a result of our research Scrive eSign has been designed to produce an Evidence Package that reproduce the evidence qualities of the paper, while at the same time add new qualities enabled by new technology. A key feature of the Evidence Package is that it shall be self-documenting, meaning that the signed document in itself shall contain all evidence necessary to explain the transaction.
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1. Purpose


The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.


2. What is quality digital evidence?


Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.


We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.


2.1 Integrity


To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.


As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.


Question to ask:


How to emulate the integrity properties of the signed paper document in a digital evidence container?


						Signed paper document


			Digital evidence container





			Integrity


Can the evidence container be altered after its creation?


			A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.


			Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.








2.2 Accessibility


To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.


As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.


Question to ask:


How to make a digital evidence container as accessible as a signed paper document?


						Signed paper document


			Digital evidence container





			Tools


What tools are required to display the evidence?


			All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.


			All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.


Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.


Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.





			Cost


How costly can it be to access the evidence?


			For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.


			For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.





			Comprehensibility


How Is the evidence format understood?


			As a standard format all aspects thereof are common knowledge, readily available to anyone interested.


			There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.








2.3 Evidence of intent


Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.


As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.


Question to ask:


How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?


						Signed paper document


			Digital evidence container





			Output


Is the final output the same as what is viewed at the time of signing?


			The signing environment (the paper document) is the same as the final output (the signed paper document).


			The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.





			Comprehensibility


Is the signing environment easily comprehensible to the signatory? 


			To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.


			There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.








Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:


Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.


2.4 Evidence of identity


To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.


As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.


Question to ask:


How should the evidence of identity of the signing parties be captured and included into the evidence container?


						Signed paper document


			Digital evidence container





			Saving:


Is the evidence captured and included?


			Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.


			Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.





			Formats:


In what formats can evidence be captured and included?


			There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.


			New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.





			Accessibility:


How accessible is the evidence?


			The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.


			The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.








2.5 Evidence of time


To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.


As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.


Question to ask:


How to make sure that the evidence of time can be trusted to be correct?


						Signed paper document


			Digital evidence container





			Trust


Can the time be trusted? 


			The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.


			The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.





			Exactness


How exact can the time be?


			The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.


			Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.





			Accessibility


How accessible is the evidence?


			The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.


			The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.








2.6 Event history


To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.


As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.


Question to ask: 


How much event information should be collected and what should be included in the evidence container?


						Signed paper document


			Digital evidence container





			Ease of saving


How easy is it to capture and include related evidence?


			Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.


			Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.








2.7 Control


As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.


As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.


Question to ask:


How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?


						Signed paper document


			Digital evidence container





			Independence


How many of the Evidence Features are dependent on third parties to be useful?


			The paper naturally includes all Evidence Features.


			The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.








3. Scrive’s solution


3.1 Introduction


We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.


As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.


3.2 Summary


The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:


			Topic


			Question


			Evidence Package





			Integrity


			How to emulate the immutability of the signed paper document in a digital evidence container?


			Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.





			Accessibility


			How to make a digital evidence container as accessible as a signed paper document?


			Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.





			Evidence of Intent


			How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?


			Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.





			Evidence of Identity


			How should the evidence of identity of the signing parties be captured and included into the evidence container? 


			Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).





			Evidence of time


			How to make sure that the evidence of time can be trusted to be correct?


			Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.





			Event history


			How much event information to collect and what to include in the evidence container?


			Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).





			Control


			How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?


			Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.








4. Benchmarking the evidence quality of the Evidence Package


Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.


			Main criteria


			Subcriteria


			Signed paper document


			Evidence Package





			Integrity


			Mutability


How mutable is the evidence container?


			Not mutable.


			Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.





			Accessibility


			Tools


What tools are required to display the evidence?


			No tools required.


			The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.





						Cost


How costly can it be to access the evidence?


			The cost depends from country to country on the societal functions of the society and what they charge for document analysis.


			All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.





						Comprehensibility


How Is the evidence format understood?


			It is common knowledge available to anyone.


			The Evidence Documentation includes all explanations necessary.





			Evidence of Intent


			Output


Is the final output the same as what is viewed at the time of signing?


			Yes. Always.


			No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.





						Comprehensibility


Is the signing environment comprehensible to the Signatory?


			Yes. Always for any mentally capable adult.


			Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.





			Evidence of Identity


			Saving


Is the evidence captured and included?


			Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.


			Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.





						Formats


In what formats can evidence be captured and included?


			Limited possibilities.


			Unlimited possibilities.





						Accessibility


How accessible is the evidence?


			Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.


			All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.





			Evidence of time


			Trust


Can the time measurement be trusted?


			Yes.


			Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 





						Exactness


How exact can the time measurement be?


			Not very exact. The standard precision is per day. Chemical age determination is even less exact.


			It can be very exact. The time is measured with microsecond resolution.





						Accessibility


How accessible is the evidence?


			Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.


			Very accessible. All evidence of time is included in plain text in the Evidence Log.





			Event history


			Ease of saving


How easy is it to capture and include related evidence?


			Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.


			Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.





			Control


			Independence


How many of the Evidence Features are dependent on third parties to be useful?


			None. The signed paper document is a self contained evidence container format.


			None. The Evidence Package is a self contained evidence container format.
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1. Definitions


“Attachments” means attachments to the Main Document provided by the Author or Signatories.


“Author” means the person(s) that configure the Workflow Settings.


“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.


“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.


“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.


“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.


“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 


“Evidence Package” means the Evidence Material sealed with a digital signature.


“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.


“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.


“Initiator” means the person that initiates Workflow Execution.


“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.


“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.


“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.


“Party” or “Parties” means persons participating in the Workflow Execution.


“Role” means the Role of a Party during a Workflow Session.


“Scrive API” means the application programming interface of Scrive eSign.


“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.


“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.


“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.


“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.


“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.


“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.


“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.


“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.


“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.


“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.


“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.


2. Purpose 


The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.


3. Design the workflow (Author)


Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.


3.1 Add Parties


3.1.1 Simple Workflow Session


Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.


3.1.2 Mass-signing Workflow Session


To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.


3.1.3 Invitation order


Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.


3.1.4 Role


Define if the Party should be Signatory or Viewer.


3.1.5 Invitation method


Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.


			Email


			An email invitation is sent including a link to the Sign View.





			SMS


			An SMS is sent including a link to the Sign View.





			Email and SMS


			Both email and SMS delivery as described above.





			In-person


			No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.





			API


			No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.








3.1.6 Authentication to view


Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.


3.1.7 Authentication to sign


Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.


3.1.8 Confirmation method


Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.


3.2 Place fields


3.2.1 Main Document upload


Upload the Main Document. Only PDFs are accepted for upload. 


3.2.2 Main Document removal


Remove the Main Document.


3.2.3 Text field


Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.


3.2.4 Checkbox


Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.


3.2.5 Signature box


Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.


3.2.5 Radio buttons


Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.


3.3 Other settings


3.3.1 Add Attachment


The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.


3.3.2 Request Attachment


The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.


3.3.3 Main Document name


Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.


3.3.4 Workflow Session language


Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.


3.3.5 Due date


Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.


3.3.6 Automatic reminder


Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.


3.3.7 Personal invitation message


Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.


3.3.8 Personal confirmation message


Write a personal message that the Parties will receive via email when the document has been signed.


3.3.9 Edit Sign View UI


Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.


3.4 Save as template workflow


The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).


3.5 Settings available via API only


3.5.1 Set highlighting


It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 


3.5.2 Field editable by Signatory


It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.


4. Initiate the workflow (Initiator)


A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:


			start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or


			start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or


			start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.





4.1 Initiate Workflow Execution from Design View


After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.


			Initiator role


			Sign order


			Instruction in modal





			Signatory


			Sign first


			Prompts to sign first before inviting others





			Signatory


			Sign second or later


			Prompts to invite others





			Viewer


			-


			Prompts to invite others








4.2 Initiate Workflow Execution from Template Workflow


Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.


4.2.1 List of Template Workflows


By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.


4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution


By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.


			Author/Not Author


			Locked from editing


			In-person delivery


			Options for next step





			Author


			Yes/No


			Yes


			Option to a) edit Workflow Settings or b) initiate signing on the device directly.





			Author


			Yes/No


			No


			Option to a) edit Workflow Settings or b) send for signature directly.





			Not Author


			Yes


			Yes


			Option to initiate signing on the device directly.





			Not Author


			No


			Yes


			Option to a) edit Workflow Settings or b) initiate signing on the device directly.





			Not Author


			Yes


			No


			Option to send for signature directly.








5. Administer the Workflow Execution (User)


The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.


5.1 Progress history


The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.


			Progress status


			Explanation





			Initiated signing


			The Initiator initiated the signing process.





			Email sent


			The invitation to access Sign View was sent via email.





			SMS sent


			The invitation to access Sign View was sent via SMS.





			Undelivered


			The external email or SMS system has reported that it could not deliver the email or SMS.





			Delivered


			The external email or SMS system has reported that it has delivered the email or SMS.





			Email opened 


			The external email system has reported that the email has been opened.





			Accessed view to authenticate


			The party opened the view to verify their identity before viewing the document.





			Authentication success


			The Party verified their identity with [AUTHENTICATION METHOD] to access the document.





			Reviewed online


			Opened the document online.





			Signed


			The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.





			Rejected


			The button to reject signing was clicked in the final rejection section.





			Timed-out


			The due date for signing as set in the Workflow Settings passed and the document can’t be signed.





			Due date prolonged


			The Initiator prolonged the signing due date.





			Process cancelled


			The Initiator cancelled the signing process, the document can no longer be signed.





			Process edited


			The Workflow Process was edited in the Design View.





			Sealed


			Scrive eSign sealed the final PDF with a digital signature.





			Extended


			Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.








5.2 Withdraw invitation


To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.


5.3 Extend due date


If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.


5.4 Restart document


If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.


5.5 Start signing


If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.


5.6 Download document


If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.


5.7 Send reminder


To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.


5.8 Send document again


To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.


5.9 Change of authentication to view and authentication to sign methods


As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.


5.10 Bounce management


If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.


5.11 Review Attachments


Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.


5.12 Review evidence attachments


Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.


6. Follow the workflow (Party)


Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.


6.1 Overview of Workflow Execution


Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.


			Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 


			If set by the Author, the Signatory is asked to authenticate before they can proceed.


			Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.


			When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 


			Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;





			If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or


			If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or


			If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or


			If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.





			Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.





The following sections are more detailed descriptions of the features enabling the workflow in the summary above.


6.2 Accessing the Sign View


This is the workflow guiding the Parties to access the Sign Material in the Sign View.


6.2.1 Invitation message


Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.


6.2.2 List of Initiated Workflows


Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.


6.3 Authenticate to view


This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.


6.3.1 Authentication to view


The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.


6.4 Reviewing the Sign Material


This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.


6.4.1 Contact information


In the header the Initiators name and mobile (if available) is displayed for contact purposes.


6.4.2 Branded header


Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.


6.4.3 Other branded Sign View components


Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.


6.4.4 Signing header


This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.


6.4.5 Review instruction


Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.


6.4.6 Mandatory/optional explanation


Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.


6.4.7 Download PDF


Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.


6.4.8 Document display


PNGs of the Main Document are displayed in up to 1040 px width.


6.4.9 Guiding arrow


The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.


6.4.10 Text fields


There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.


6.4.11 Checkboxes


There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.


6.4.12 Radio buttons


There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.


6.4.13 Signature box


If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.


6.4.14 About you section


If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.


6.4.15 Attachments section


For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.


6.4.16 Requested attachments section


This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.


6.4.17 Signatories section


This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.


6.4.18 Reject or sign section


This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.


6.5 Rejecting to sign the Sign Material


This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.


6.5.1 Reject button


At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.


6.5.2 Rejection section


If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.


6.5.3 Rejection confirmation page


After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.


6.6 Signing the Sign Material


The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.


6.6.1 Signature Drawing Modal


After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 


6.6.2 PIN by SMS authentication and Signature Confirmation Section


If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.


6.6.3 Swedish BankID authentication and Signature Confirmation Section


If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 


6.6.4 Signature Confirmation Section


If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.


6.7 Receiving the confirmation after signing


This is the workflow guiding the Signatory after they have signed the Sign Material.


6.7.1 Signature Registration Section


After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.


6.7.2 Signature confirmation page


After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:


			a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.


			the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.


			the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.





6.7.3 Signature confirmation message


If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.


7. Evidence collection


During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.


7.1 Collecting missing Sign Material


At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:


			The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.


			The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 


			When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.





7.2 Producing the Transaction Logs


Scrive eSign executes the following activities to produce the Transaction Logs:


			Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution


			Record screenshots of the confirmation after the Signatories have signed through Scrive eSign


			Record system information of the Signatories’ client system


			Record system time of the Signatories’ activities in Scrive eSign





This section will explain the different procedures for recording the Transaction Logs as listed above.


7.2.1 Recording Signatories’ activities in Scrive eSign


Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.


			Sample event (as printed in the Evidence Log)


			Event explanation





			Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.


			See section 8.1.11.





			Scrive eSign sealed the final PDF with a digital signature.


			See section 8.1.10 and 8.1.12.





			Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.


			See sections 8.1.1 – 8.1.9 





			The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]



Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]


			See section 6.3.1.





			Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).


			See section 3.3.6.





			The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.


			See sections 5.2.





			The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].


			See section 5.9.





			The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].


			See section 5.10.





			The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  


			See section 5.10.





			Scrive eSign locked the document from further modifications by the parties.


			See section 7.1 step 3.





			The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.


			See sections 3.3.1 and 6.4.15.


[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".





			The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).


			See sections 3.3.2 and 6.4.16.





			Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.


			Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.





			Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.


			See sections 3.1.4 and 5.1.





			Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.


			See sections 3.1.4 and 5.1.





			Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>


			See sections 3.1.4, 3.3.7 and 5.1.





			Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.


			See section 5.1.





			Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.


			See section 5.1.





			Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.


			See section 5.1.





			The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.


			See section 4.





			The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.


			See section 5.3.





			The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>


			See section 6.5.2.





			Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>


			See sections 9.1.4 and 5.7.





			Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.


			In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.





			The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.


			See section 5.4.





			The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.


			See section 6.6.2.





			An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.


			See section 6.6.2.





			The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>


			See sections 3.3.2 and 6.4.16.





			The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.


			See sections 3.3.2 and 6.4.16.


[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".





			The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 


document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].


			See section 6.6.2.





			The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 



The text signed in the [AUTHENTICATION METHOD] client was:



$signed_text$


Data returned from the  [AUTHENTICATION METHOD]:


  


Name: [NAMED RETURNED]


ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]


Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]


			See section 6.6.3.





			The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.


			See section 6.7.1.





			The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.


			See section 3.3.5.





			The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 


Page     X           Y


1            0.123   0.420


			See sections 3.2.4 and 6.4.10.





			The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:


Page     X           Y


1            0.123   0.128


1            0.123   0.142


			See sections 3.2.5 and 6.4.12.





			The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:


Page     X           Y


1            0.123   0.420


			See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.





			The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 


Page     X           Y


1            0.123   0.420


			See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).





			The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.


			See section 6.3.1.





			The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.


			See section 6.2.1.





			Highlighting was added to page 3 while [NAME OF PERSON] was viewing.


			See sections 3.5.1 and 6.4.4. 





			Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.


			See sections 3.5.1 and 6.4.4. 








7.2.2 Generating images of the confirmation after Signatories signed


To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.


The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.


7.2.3 Recording Signatories’ system information


Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:


			IP address





7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity


At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  


			The time of Scrive eSign servers at the time of the Signatories’ activity 


			The time of the latest Clock Error Sample


			The clock error at the latest Clock Error Sample





7.3 Recording clock error


The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.


More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.


8. Evidence Package generation


8.1 Preparing the Evidence Package


Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:


			Prepare the Final PDF.


			Append the Verification Page as an additional page to the Final PDF.


			Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.


			Append the Evidence Quality Framework as an attachment inside the Final PDF.


			Append the Service Description as an attachment inside the Final PDF.


			Append the Evidence Log as an attachment inside the Final PDF.


			Append the Evidence of Time as an attachment inside the Final PDF.


			Append the Evidence of Intent as an attachment inside the Final PDF.


			Append the Digital Signature Documentation as an attachment inside the Final PDF.





Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:


			Seal the material in steps 1-9 with a digital signature.


			Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).





A detailed description of the steps 1-11 follows below.


8.1.1 Prepare a Final PDF (step 1)


The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.


8.1.2 Append the Verification Page (step 2)


The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:


			Transaction ID intended for support purposes.


			Information about the Main Document including name, number of pages and by whom it was submitted.


			Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.


			Information about the Initiator and each Signatory. 


			Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.


			A Scrive seal.





At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:


			The nature of the document (an Evidence Package issued by Scrive).


			That additional documentation about the Evidence Package can be found in the Attachments.


			Where to verify the integrity of the document (https://www.scrive.com/verify).





The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.


8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)


The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 


8.1.4 Append the Evidence Quality Framework (step 4)


The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.


8.1.5 Append the Service Description (step 5)


The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:


			A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.


			While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 


			Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 





The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.


8.1.6 Append the Evidence Log (step 6)


The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.


The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 


8.1.7 Append the Evidence of Time (step 7)


The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.


The purpose of the Evidence of Time is to explain how Scrive eSign measures time and


provide a mathematical algorithm by which it is possible to calculate the probability of


the error of the time stamps recorded by Scrive eSign.


8.1.8 Append the Evidence of Intent (step 8)


The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.


The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.


8.1.9 Append the Digital Signature Documentation (step 9)


The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.


The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:


			Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.


			If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.


			Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.





8.1.10 Append the Digital Signature (step 10)


When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).


The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.


8.1.11 Append the Keyless Digital Signature (step 11)


Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.


The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.


8.1.12 PAdES digital signature (optional to Steps 10 and 11)


The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 


			A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 


			An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 


			A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 





9. Document administration


Scrive eSign has a basic document management system. This system is described in this section.


9.1 Document list


9.1.1 List view


Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).


9.1.2 Learn more and manage workflow


By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.


9.1.3 Mass-withdraw invitations


To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.


9.1.4 Send mass-reminder


To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.


9.1.5 Delete


To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.


9.1.6 Filter and search


Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.


9.1.7 Download all documents


Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.


9.1.8 Download metadata as CSV


By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.


9.2 Template Workflow editing list


9.2.1 List view


Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.


9.2.2 Filter and search


Search the list of Template Workflows with free text search.


9.2.3 Delete


To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.


9.2.4 Share


To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.


9.3 Trash list


9.3.1 List view


Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.


9.3.2 Filter and search


Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.


9.3.3 Restore


To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.


9.4 Auto-deletion of documents and personal data


This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.


10. Account administration


10.1 Organisation administration


Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.


10.1.1 Organisation details


In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.


10.1.2 White-label branding


There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 


10.2 User administration


10.2.1 User privileges


There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.


			Privilege


			Explanation





			Edit company details


			Can edit the details of the organisation’s Scrive eSign account.





			Add user


			Can add users to the organisation’s Scrive eSign account.





			Remove user


			Can remove users from the organisation’s Scrive eSign account.





			White-label branding


			Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.





			Access all documents


			Can access all documents of all Users in the organisation’s Scrive account.





			Manage all documents


			Can manage all documents of all Users in the organisation’s Scrive account.








10.2.2 User management


In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.
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1. Purpose


The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 


2. Overview


2.1 Digital Signatures


Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.


Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.


2.2 Cryptographic Hash Functions


There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.


These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.


In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.


2.3 Key-based digital signatures


In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.


Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.


2.4 Keyless digital signatures for durability


Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.


An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.


Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:


[image: Icon_02.png]





By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.


Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.


The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.


2.5 Verifiable timestamps using keyless signatures


The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.


The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)
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Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).


(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)


The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.


3. How to Verify the Evidence Package


The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.


3.1 Extracting the Signature


The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.


A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.


More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.


The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.


3.2 Parsing the Signature


The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.


The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].


A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.


The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:


                          TimeSignature ::= SEQUENCE {


                            location HashChain,


                            history HashChain,


                            publishedData PublishedData,


                            pkSignature [0] SignatureInfo OPTIONAL,


                            pubReference [1] SET OF OCTET STRING OPTIONAL


                          }


                          PublishedData ::= SEQUENCE {


                            publicationIdentifier INTEGER,


                            publicationImprint DataImprint


                          }


Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.


The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).


The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).


3.3 Checking the Document


To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.


The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.


3.4 Checking the Signature


To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.


The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.


The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].


For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:


			compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;


			if the direction indicator (the second byte) in the record is 0:


			compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);


			if the direction indicator (the second byte) in the record is 1:


			compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);


			if the direction indicator (the second byte) is something else:


			abort with an error "invalid signature";


			the value of y is the input for the next step.





Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.


3.5 Checking the Publication


To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.


The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).


The PublishedData structure is formatted into human-comparable form as follows:


			the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;


			a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;


			the result of the previous step is encoded in base 32 [BASE, section 6];


			the result of the previous step may be broken into groups of 6 or 8 characters by dashes.





The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).


3.6 Conclusion


Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.


The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).


4. Hash Functions


The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.


			Algorithm Name


			Guardtime ID


			Hash Value Size


			Algorithm Specification





			SHA-1


			0


			20


			SHA, section 6.1





			SHA-224


			3


			28


			SHA, section 6.3





			SHA-256


			1


			32


			SHA, section 6.2





			SHA-384


			4


			48


			SHA, section 6.5





			SHA-512


			5


			64


			SHA, section 6.4





			RIPEMD-160


			2


			20


			RIPE, section 7








5. Extracting the Signing Time


The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:


			set h to 0 and p to the value of the publicationIdentifier field;


			for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:





			if p is 0: abort with an error "invalid signature";


			set x to the highest power of 2 that does not exceed p;


			if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;


			if the direction indicator (the second byte) in the record is 1: set p to x-1;


			if the direction indicator (the second byte) is something else: abort with an error "invalid signature";





			if p is not 0: abort with an error "invalid signature";





The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.


6. Extending the TimeSignature


For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.


The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.


The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.


The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).


More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.
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For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).


To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:


			The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);


			The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);


			The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);


			The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;


			The TimeSignature structure (section Parsing the Signature) has to be updated with new values:





			The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;


			The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;


			The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.





Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.


The header consists of 12 fields totaling 65 bytes:


			8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');


			4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;


			4-byte integer: version number; must be 0x00000001 (in file byte order);


			8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;


			8-byte integer: file creation time as POSIX time;


			8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;


			4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;


			4-byte integer: calendar record length; the length of each record in the calendar node section of the file;


			1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);


			1 byte: flags; must be 0x01;


			14 bytes: reserved for future; all bytes must be 0x00;


			1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.





The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:


			4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);


			8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;


			1 byte: the 1-byte hash algorithm code for the hash function used in this node;


			variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).





Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.


The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:


			4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;


			variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);


			1 byte: CRC8 checksum of all preceding bytes in the record.





Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.


The last record in the file is the cryptographic checksum of the whole file:


			4-byte integer: fixed value 0xffffffff;


			variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);


			1 byte: CRC8 checksum of all preceding bytes in the record.





The calendar database files are named following the pattern


    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin


where the fields have the following meaning:


			filename prefix, always hashdb;


			POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);


			year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;


			hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;


			filename suffix, always bin.
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Evidence Log


Last updated: Fri 06 Mar 2020 14:08:40 UTC


1. Purpose


The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 


2. Evidence Log Components


This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:


			What occurred


			Who initiated the event


			The time of the event


			The clock error of the time of the event


			The time at which the latest Clock Error Sample was collected





Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.


			Time			CES			IP address and User-Agent			Event


			2021-10-15 15:12:01.094569 UTC ±10 ms			2021-10-15 14:22:56.324524 UTC			
      212.247.48.94
      
        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.81 Safari/537.36
      
    			
      
        The initiator Elias Nyberg (EN) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_SV, c) set the signing due date to 2021-10-16 21:59:59 UTC, d) set the time zone to Europe/Stockholm and e) initiated the signing workflow.
      

    


			2021-10-15 15:12:01.094569 UTC ±10 ms			2021-10-15 14:22:56.324524 UTC			
      
      
        
      
    			
      
        Scrive eSign sent an invitation to sign the document via email (Annika.neckman@gmail.com) to Annika Neckman (AN). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 
The invitation contained the following message: 
 Hej! Möjlighet signa denna? Det är en ansökan vi fick tips om att skicka in med några timmar kvar till deadline :P
      

    


			2021-10-15 15:12:04.974249 UTC ±10 ms			2021-10-15 14:22:56.324524 UTC			
      212.247.48.94
      
        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.81 Safari/537.36
      
    			
      
        The party Elias Nyberg (EN) opened the document in Scrive eSign’s online interface to sign documents.
      

    


			2021-10-15 15:12:09.883863 UTC ±10 ms			2021-10-15 14:22:56.324524 UTC			
      
      
        
      
    			
      
        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Annika Neckman (AN) was delivered.
      

    


			2021-10-15 15:12:21.543817 UTC ±10 ms			2021-10-15 14:22:56.324524 UTC			
      212.247.48.94
      
        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.81 Safari/537.36
      
    			
      
        The signatory Elias Nyberg (EN) signed in the signature box “signature 1”.
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The box’s placement in the Main Document:			Page			X			Y


			4			0.504			0.300





 
      

    


			2021-10-15 15:12:21.543817 UTC ±10 ms			2021-10-15 14:22:56.324524 UTC			
      212.247.48.94
      
        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.81 Safari/537.36
      
    			
      
        The signatory Elias Nyberg (EN) signed the document.
      

    


			2021-10-15 15:12:24.376619 UTC ±10 ms			2021-10-15 14:22:56.324524 UTC			
      
      
        
      
    			
      
        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Elias Nyberg (EN) was delivered.
      

    


			2021-10-15 15:13:44.955094 UTC ±11 ms			2021-10-15 14:22:56.324524 UTC			
      217.209.196.213
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 Safari/537.36
      
    			
      
        The party Annika Neckman (AN) opened the document in Scrive eSign’s online interface to sign documents.
      

    


			2021-10-15 15:13:50.591893 UTC ±11 ms			2021-10-15 14:22:56.324524 UTC			
      
      
        
      
    			
      
        Scrive eSign’s external email delivery system reported that the invitation sent to Annika.neckman@gmail.com was opened.
      

    


			2021-10-15 15:14:34.564249 UTC ±11 ms			2021-10-15 14:22:56.324524 UTC			
      217.209.196.213
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 Safari/537.36
      
    			
      
        The signatory Annika Neckman (AN) signed in the signature box “signature 2”.
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The box’s placement in the Main Document:			Page			X			Y


			4			0.101			0.300





 
      

    


			2021-10-15 15:14:34.564249 UTC ±11 ms			2021-10-15 14:22:56.324524 UTC			
      217.209.196.213
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 Safari/537.36
      
    			
      
        The signatory Annika Neckman (AN) signed the document.
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Budget Arts & Hearts ansökan Stocholms stad, 1 år 


LÖNER
Beskrivning Arbetstid, % av 


heltid
Antal månader Heltidslön /mån Lönebi-kostn/mån Sökt belopp


Projektledning, metodutveckling och hjälp till skolor 60% 12,0 42 000 17 344 427 277


Kommunikation 20% 12,0 36 000 14 866 122 078


Totalt: 549 355


ANDRA VERKSAMHETSKOSTNADER
Beskrivning Sökt belopp


Representation vid målgruppsträffar (fika) 4 000


Telefoni & print & övriga kommunikationskostnader 7600


Totalt: 11 600


TOTALT


Totalt sökt belopp för perioden (1 år) 560 955
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1. Purpose


The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.


2. Time measurement process


This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.


2.1 The hypervisor


Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.


2.2 Time synchronisation


Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.


3. Configuration of hardware and services


This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.


3.1 Boot Time


The guest virtual machine behavior for the database server is as follows:


			On boot the virtual machine guest clock is set from the VM host


			ntp-date is run once from an init script


			ntpd is then run from another init script, which runs continuously





The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.


3.2 NTP Configuration


Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:


			ntp1.sth.netnod.se


			ntp2.sth.netnod.se


			ntp1.gbg.netnod.se


			ntp2.gbg.netnod.se


			ntp1.mmo.netnod.se


			ntp2.mmo.netnod.se





3.3 Monitoring


Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.


3.4 Time scale


The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.


4. Calculation of the probability of the clock error


This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.


4.1 Clock error samples


Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.


4.2 Clock error algorithm


The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.


			Let [image: 1.png]


 be a set of the clock error samples (in seconds). Let [image: 2.png]


, [image: 3.png]


.


			Let [image: 4.png]


 be the random variable representing the clock error with parameters estimated using data set [image: CodeCogsEqn.png]


.


			Let [image: 7.png]


, [image: 8.png]


 be the the empirical distribution function.


			Let [image: 9.png]


 be the size of discretized value space, [image: 10.png]


. Let [image: 11.png]


 be the discretized value space, [image: 12.png]


 be the set of data points representing empirical distribution function, [image: 13.png]


 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.


			Plot the data in [image: 14.png]


 and [image: 15.png]


 to assess the accuracy of the estimation.


			[image: 16.png]


 is the estimated probability that the clock error is smaller than [image: 17.png]


 seconds.





4.3 Clock error samples and evidence of normal distribution


The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.









Produced by GNUPLOT 4.6 patchlevel 2 
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4.4 Input parameters


Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:


			mean: 0.75 ms


			standard deviation: 1.71 ms





4.5 Probability of the clock error


By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:


			|e| < 2.5 ms: ≈81.835%


			|e| < 5 ms: ≈99.315%


			|e| < 10 ms: ≈100.000%





5. Clock Error Samples


The following are the clock error samples collected between 2021-05-17 02:35:33.78643 UTC and 2021-06-27 18:19:47.370991 UTC:


			Time collected			Clock offset


			2021-05-17 02:35:33.78643			-0.5 ms


			2021-05-17 03:35:36.623007			-0.6 ms


			2021-05-17 04:35:38.707623			-1.5 ms


			2021-05-17 05:35:40.258431			1.7 ms


			2021-05-17 06:35:43.03889			0.5 ms


			2021-05-17 07:35:45.038883			2.6 ms


			2021-05-17 08:35:48.379306			5.0 ms


			2021-05-17 09:35:50.176814			2.5 ms


			2021-05-17 10:35:52.126934			-2.2 ms


			2021-05-17 11:35:54.525796			0.6 ms


			2021-05-17 12:35:57.563747			-2.1 ms


			2021-05-17 13:35:59.359157			0.8 ms


			2021-05-17 14:36:02.263845			2.5 ms


			2021-05-17 15:36:04.229566			1.8 ms


			2021-05-17 16:36:06.518124			1.7 ms


			2021-05-17 17:36:08.988965			3.1 ms


			2021-05-17 18:36:10.711029			0.0 ms


			2021-05-17 19:36:46.275849			0.2 ms


			2021-05-17 20:36:52.065705			-0.3 ms


			2021-05-17 21:36:55.48859			3.0 ms


			2021-05-17 22:36:57.987165			0.7 ms


			2021-05-17 23:36:59.444012			0.5 ms


			2021-05-18 00:37:02.732573			0.4 ms


			2021-05-18 01:37:04.505886			2.6 ms


			2021-05-18 02:37:06.908736			0.9 ms


			2021-05-18 03:37:08.649762			2.2 ms


			2021-05-18 04:37:10.968357			1.0 ms


			2021-05-18 05:37:13.960926			3.6 ms


			2021-05-18 06:37:15.965055			2.8 ms


			2021-05-18 07:37:18.071759			1.8 ms


			2021-05-18 08:37:21.473635			2.4 ms


			2021-05-18 09:37:23.478339			3.0 ms


			2021-05-18 10:37:26.582174			-0.1 ms


			2021-05-18 11:37:29.011576			1.4 ms


			2021-05-18 12:37:30.956295			-1.8 ms


			2021-05-18 13:37:34.147162			0.6 ms


			2021-05-18 14:37:36.542661			3.3 ms


			2021-05-18 15:37:38.24881			2.6 ms


			2021-05-18 16:37:41.016544			1.1 ms


			2021-05-18 17:37:43.779459			-1.4 ms


			2021-05-18 18:37:46.599679			-1.4 ms


			2021-05-18 19:37:49.46247			-0.2 ms


			2021-05-18 20:37:51.623302			0.6 ms


			2021-05-18 21:37:53.44836			0.0 ms


			2021-05-18 22:37:55.864436			-0.6 ms


			2021-05-18 23:37:58.343241			-2.3 ms


			2021-05-19 00:38:01.129215			1.9 ms


			2021-05-19 01:38:02.976244			0.0 ms


			2021-05-19 02:38:05.042435			0.1 ms


			2021-05-19 03:38:08.235783			-1.2 ms


			2021-05-19 04:38:09.695268			0.2 ms


			2021-05-19 05:38:13.419965			-0.2 ms


			2021-05-19 06:38:15.619736			1.4 ms


			2021-05-19 07:38:19.144534			1.7 ms


			2021-05-19 08:38:21.224935			-0.5 ms


			2021-05-19 09:38:23.197895			2.4 ms


			2021-05-19 10:38:25.931234			0.5 ms


			2021-05-19 11:38:27.997295			2.7 ms


			2021-05-19 12:38:30.088809			-1.3 ms


			2021-05-19 13:38:32.519934			-3.7 ms


			2021-05-19 14:38:35.071906			2.1 ms


			2021-05-19 15:38:36.747334			0.6 ms


			2021-05-19 16:38:39.604701			1.3 ms


			2021-05-19 17:38:42.131502			1.4 ms


			2021-05-19 18:38:44.567232			0.8 ms


			2021-05-19 19:38:46.25974			2.4 ms


			2021-05-19 20:38:49.381015			3.5 ms


			2021-05-19 21:38:51.910962			2.2 ms


			2021-05-19 22:38:53.498123			0.5 ms


			2021-05-19 23:38:56.048663			-2.7 ms


			2021-05-20 00:38:57.821133			-2.7 ms


			2021-05-20 01:39:01.460313			-1.0 ms


			2021-05-20 02:39:03.871135			-1.8 ms


			2021-05-20 03:39:08.488872			3.6 ms


			2021-05-20 04:39:10.349077			3.8 ms


			2021-05-20 05:39:13.19822			0.8 ms


			2021-05-20 06:39:16.474471			2.5 ms


			2021-05-20 07:39:19.267736			4.3 ms


			2021-05-20 08:39:21.049124			0.4 ms


			2021-05-20 09:39:22.794838			1.0 ms


			2021-05-20 10:39:25.882961			0.6 ms


			2021-05-20 11:39:27.569981			0.0 ms


			2021-05-20 12:39:30.445038			-0.3 ms


			2021-05-20 13:39:32.528687			1.9 ms


			2021-05-20 14:39:34.357418			0.6 ms


			2021-05-20 15:39:36.701448			3.1 ms


			2021-05-20 16:39:39.080358			0.2 ms


			2021-05-20 17:39:42.193505			2.7 ms


			2021-05-20 18:39:45.166718			1.3 ms


			2021-05-20 19:39:47.445637			0.4 ms


			2021-05-20 20:39:49.586221			3.9 ms


			2021-05-20 21:39:53.068309			2.6 ms


			2021-05-20 22:39:55.755584			-0.4 ms


			2021-05-20 23:39:57.72871			-1.6 ms


			2021-05-21 00:40:00.390856			-0.6 ms


			2021-05-21 01:40:02.866298			-1.4 ms


			2021-05-21 02:40:04.34932			-0.6 ms


			2021-05-21 03:40:06.413567			2.4 ms


			2021-05-21 04:40:08.258323			-0.1 ms


			2021-05-21 05:40:10.289623			0.0 ms


			2021-05-21 06:40:13.005742			0.1 ms


			2021-05-21 07:40:14.714373			0.1 ms


			2021-05-21 08:40:18.257919			2.7 ms


			2021-05-21 09:40:20.087586			1.5 ms


			2021-05-21 10:40:22.464251			-0.2 ms


			2021-05-21 11:40:25.331019			-1.9 ms


			2021-05-21 12:40:27.639029			-3.6 ms


			2021-05-21 13:40:30.228494			-0.4 ms


			2021-05-21 14:40:32.31038			0.1 ms


			2021-05-21 15:40:33.952763			2.5 ms


			2021-05-21 16:40:37.112634			0.9 ms


			2021-05-21 17:40:40.332779			1.1 ms


			2021-05-21 18:40:42.719944			-1.8 ms


			2021-05-21 19:40:44.63812			2.8 ms


			2021-05-21 20:41:02.747312			1.3 ms


			2021-05-21 21:41:15.507165			2.1 ms


			2021-05-21 22:41:43.474556			2.3 ms


			2021-05-21 23:42:45.529728			-0.3 ms


			2021-05-22 00:42:47.47037			-1.5 ms


			2021-05-22 01:42:49.782661			-2.8 ms


			2021-05-22 02:42:52.20029			0.7 ms


			2021-05-22 03:42:55.641886			-0.9 ms


			2021-05-22 04:42:57.745787			0.9 ms


			2021-05-22 05:42:59.648406			-1.2 ms


			2021-05-22 06:43:02.515517			-0.3 ms


			2021-05-22 07:43:04.676517			0.3 ms


			2021-05-22 08:43:08.671607			3.7 ms


			2021-05-22 09:43:10.65495			0.9 ms


			2021-05-22 10:43:12.590747			-1.2 ms


			2021-05-22 11:43:15.136681			2.0 ms


			2021-05-22 12:43:17.874068			2.8 ms


			2021-05-22 13:43:19.518527			0.5 ms


			2021-05-22 14:43:21.993421			1.7 ms


			2021-05-22 15:43:24.997696			0.2 ms


			2021-05-22 16:43:27.687211			2.3 ms


			2021-05-22 17:43:30.997025			-0.9 ms


			2021-05-22 18:43:32.87036			1.9 ms


			2021-05-22 19:43:35.16486			-0.6 ms


			2021-05-22 20:43:38.579735			2.0 ms


			2021-05-22 21:43:41.50479			0.5 ms


			2021-05-22 22:43:43.394897			-2.2 ms


			2021-05-22 23:43:45.797194			1.0 ms


			2021-05-23 00:43:48.02492			0.1 ms


			2021-05-23 01:43:49.953655			-0.4 ms


			2021-05-23 02:43:53.330548			-0.9 ms


			2021-05-23 03:43:54.971218			2.3 ms


			2021-05-23 04:43:57.358908			0.8 ms


			2021-05-23 05:44:00.561889			-0.2 ms


			2021-05-23 06:44:02.28956			-0.3 ms


			2021-05-23 07:44:05.478655			0.3 ms


			2021-05-23 08:44:07.151931			2.5 ms


			2021-05-23 09:44:09.40044			0.7 ms


			2021-05-23 10:44:11.764208			0.7 ms


			2021-05-23 11:44:14.346504			1.5 ms


			2021-05-23 12:44:16.909476			0.7 ms


			2021-05-23 13:44:18.650525			1.2 ms


			2021-05-23 14:44:21.696599			0.1 ms


			2021-05-23 15:44:23.97656			0.7 ms


			2021-05-23 16:44:26.127804			1.0 ms


			2021-05-23 17:44:27.852912			2.7 ms


			2021-05-23 18:44:31.33752			1.0 ms


			2021-05-23 19:44:33.415657			-1.1 ms


			2021-05-23 20:44:35.391436			0.5 ms


			2021-05-23 21:44:37.82339			1.5 ms


			2021-05-23 22:44:40.290846			0.9 ms


			2021-05-23 23:44:43.939754			-0.4 ms


			2021-05-24 00:44:47.508149			1.0 ms


			2021-05-24 01:44:49.776936			2.6 ms


			2021-05-24 02:44:52.536271			2.1 ms


			2021-05-24 03:44:55.786936			1.0 ms


			2021-05-24 04:44:57.714346			0.5 ms


			2021-05-24 05:44:59.140253			0.0 ms


			2021-05-24 06:45:02.292847			0.6 ms


			2021-05-24 07:45:04.158941			2.4 ms


			2021-05-24 08:45:05.827003			3.7 ms


			2021-05-24 09:45:07.631353			2.6 ms


			2021-05-24 10:45:10.383433			0.9 ms


			2021-05-24 11:45:14.373269			2.5 ms


			2021-05-24 12:45:16.570181			1.9 ms


			2021-05-24 13:45:20.064361			-0.4 ms


			2021-05-24 14:45:23.407791			0.4 ms


			2021-05-24 15:45:25.810101			0.3 ms


			2021-05-24 16:45:28.349527			0.4 ms


			2021-05-24 17:45:30.015535			-0.2 ms


			2021-05-24 18:45:32.547315			1.2 ms


			2021-05-24 19:45:35.060328			-0.1 ms


			2021-05-24 20:45:37.457301			2.1 ms


			2021-05-24 21:45:39.517189			-0.2 ms


			2021-05-24 22:45:41.284832			2.2 ms


			2021-05-24 23:45:43.077005			1.4 ms


			2021-05-25 00:45:44.905152			1.5 ms


			2021-05-25 01:45:47.206362			2.1 ms


			2021-05-25 02:45:49.040789			0.4 ms


			2021-05-25 03:45:51.355665			3.0 ms


			2021-05-25 04:45:53.656223			0.2 ms


			2021-05-25 05:45:56.581602			2.5 ms


			2021-05-25 06:45:58.250524			3.4 ms


			2021-05-25 07:46:00.539323			1.9 ms


			2021-05-25 08:46:02.486345			-0.7 ms


			2021-05-25 09:46:05.182133			-1.0 ms


			2021-05-25 10:46:07.849586			-0.1 ms


			2021-05-25 11:46:10.720498			-0.2 ms


			2021-05-25 12:46:13.293218			-1.0 ms


			2021-05-25 13:46:15.246318			2.8 ms


			2021-05-25 14:46:18.074975			0.6 ms


			2021-05-25 15:46:20.067319			1.1 ms


			2021-05-25 16:46:22.313576			3.4 ms


			2021-05-25 17:46:24.877227			2.8 ms


			2021-05-25 18:46:26.566576			1.9 ms


			2021-05-25 19:46:29.60373			3.4 ms


			2021-05-25 20:46:32.129286			3.4 ms


			2021-05-25 21:46:34.135727			3.0 ms


			2021-05-25 22:46:35.923137			-0.5 ms


			2021-05-25 23:46:38.778962			0.5 ms


			2021-05-26 00:46:40.777634			-2.2 ms


			2021-05-26 01:46:43.549428			-0.8 ms


			2021-05-26 02:46:45.373337			-0.6 ms


			2021-05-26 03:46:47.254118			2.5 ms


			2021-05-26 04:46:49.725819			0.6 ms


			2021-05-26 05:46:51.124689			1.3 ms


			2021-05-26 06:46:53.510237			1.1 ms


			2021-05-26 07:46:56.176771			5.1 ms


			2021-05-26 08:46:58.315941			0.9 ms


			2021-05-26 09:47:00.746173			2.2 ms


			2021-05-26 10:47:03.151082			-0.1 ms


			2021-05-26 11:47:05.301355			0.2 ms


			2021-05-26 12:47:07.289115			-0.6 ms


			2021-05-26 13:47:10.698605			-5.5 ms


			2021-05-26 14:47:13.404587			1.1 ms


			2021-05-26 15:47:15.271443			2.4 ms


			2021-05-26 16:47:18.215513			0.1 ms


			2021-05-26 17:47:19.928333			3.2 ms


			2021-05-26 18:47:22.363497			-1.1 ms


			2021-05-26 19:47:25.111958			-1.1 ms


			2021-05-26 20:47:27.566454			1.6 ms


			2021-05-26 21:47:30.10478			1.6 ms


			2021-05-26 22:47:31.923665			1.6 ms


			2021-05-26 23:47:35.119964			2.4 ms


			2021-05-27 00:47:37.093659			-0.1 ms


			2021-05-27 01:47:40.020927			3.2 ms


			2021-05-27 02:47:43.228463			-1.8 ms


			2021-05-27 03:47:46.620454			-1.9 ms


			2021-05-27 04:47:49.454908			1.0 ms


			2021-05-27 05:47:52.555362			1.4 ms


			2021-05-27 06:47:56.459696			5.7 ms


			2021-05-27 07:47:58.561426			2.7 ms


			2021-05-27 08:48:00.587984			4.0 ms


			2021-05-27 09:48:03.471972			2.3 ms


			2021-05-27 10:48:05.180494			1.7 ms


			2021-05-27 11:48:07.969251			1.2 ms


			2021-05-27 12:48:11.752693			-2.8 ms


			2021-05-27 13:48:13.59999			0.5 ms


			2021-05-27 14:48:16.17915			-1.7 ms


			2021-05-27 15:48:19.050936			1.4 ms


			2021-05-27 16:48:21.682147			4.4 ms


			2021-05-27 17:48:23.400834			1.9 ms


			2021-05-27 18:48:25.627317			-1.4 ms


			2021-05-27 19:48:27.6769			2.3 ms


			2021-05-27 20:48:29.441264			2.2 ms


			2021-05-27 21:48:31.444314			1.4 ms


			2021-05-27 22:48:33.806155			1.6 ms


			2021-05-27 23:48:36.502574			0.9 ms


			2021-05-28 00:48:38.640582			-0.2 ms


			2021-05-28 01:48:40.825734			0.1 ms


			2021-05-28 02:48:43.185173			1.7 ms


			2021-05-28 03:48:45.395898			1.2 ms


			2021-05-28 04:48:47.768319			0.4 ms


			2021-05-28 05:48:50.573579			2.4 ms


			2021-05-28 06:48:54.07357			0.3 ms


			2021-05-28 07:48:56.173693			0.5 ms


			2021-05-28 08:48:58.071969			-0.8 ms


			2021-05-28 09:49:00.209624			1.0 ms


			2021-05-28 10:49:02.853091			2.4 ms


			2021-05-28 11:49:04.998965			-1.0 ms


			2021-05-28 12:49:07.053481			-0.8 ms


			2021-05-28 13:49:09.439281			-1.5 ms


			2021-05-28 14:49:12.05171			1.3 ms


			2021-05-28 15:49:15.825183			1.2 ms


			2021-05-28 16:49:19.442393			0.6 ms


			2021-05-28 17:49:20.891			1.1 ms


			2021-05-28 18:49:23.656586			0.3 ms


			2021-05-28 19:49:26.339908			2.6 ms


			2021-05-28 20:49:28.448799			1.0 ms


			2021-05-28 21:49:30.492619			1.4 ms


			2021-05-28 22:49:33.826813			-0.5 ms


			2021-05-28 23:49:35.943691			-0.7 ms


			2021-05-29 00:49:37.985391			2.1 ms


			2021-05-29 01:49:40.900366			-3.2 ms


			2021-05-29 02:49:44.362764			-1.2 ms


			2021-05-29 03:49:46.243532			1.5 ms


			2021-05-29 04:49:48.893983			5.1 ms


			2021-05-29 05:49:50.853309			-0.1 ms


			2021-05-29 06:49:52.675193			5.2 ms


			2021-05-29 07:49:54.375032			-1.5 ms


			2021-05-29 08:49:56.832368			3.9 ms


			2021-05-29 09:49:59.922865			1.2 ms


			2021-05-29 10:50:01.371876			4.4 ms


			2021-05-29 11:50:03.908198			3.5 ms


			2021-05-29 12:50:06.139627			-0.1 ms


			2021-05-29 13:50:08.189464			1.3 ms


			2021-05-29 14:50:11.386354			2.9 ms


			2021-05-29 15:50:14.200237			1.4 ms


			2021-05-29 16:50:15.961018			-0.3 ms


			2021-05-29 17:50:19.121484			-1.4 ms


			2021-05-29 18:50:21.852067			-2.0 ms


			2021-05-29 19:50:25.376327			-0.8 ms


			2021-05-29 20:50:27.559273			0.3 ms


			2021-05-29 21:50:30.114115			-0.1 ms


			2021-05-29 22:50:32.216378			-0.3 ms


			2021-05-29 23:50:33.900443			-0.5 ms


			2021-05-30 00:50:36.646193			-2.1 ms


			2021-05-30 01:50:38.507188			-2.3 ms


			2021-05-30 02:50:40.98793			2.1 ms


			2021-05-30 03:50:42.871112			-0.7 ms


			2021-05-30 04:50:45.580136			-0.8 ms


			2021-05-30 05:50:47.666796			-0.4 ms


			2021-05-30 06:50:50.364842			1.7 ms


			2021-05-30 07:50:53.767242			0.1 ms


			2021-05-30 08:50:56.416882			3.5 ms


			2021-05-30 09:50:59.978383			3.5 ms


			2021-05-30 10:51:02.449947			-0.3 ms


			2021-05-30 11:51:05.00724			3.8 ms


			2021-05-30 12:51:07.129692			0.1 ms


			2021-05-30 13:51:09.868209			2.0 ms


			2021-05-30 14:51:13.089256			-0.1 ms


			2021-05-30 15:51:14.828954			0.8 ms


			2021-05-30 16:51:17.15261			1.7 ms


			2021-05-30 17:51:19.298521			1.3 ms


			2021-05-30 18:51:22.323081			2.9 ms


			2021-05-30 19:51:25.513774			-0.8 ms


			2021-05-30 20:51:27.445511			-0.5 ms


			2021-05-30 21:51:29.986399			1.0 ms


			2021-05-30 22:51:31.439756			2.3 ms


			2021-05-30 23:51:33.632125			3.6 ms


			2021-05-31 00:51:35.858691			2.4 ms


			2021-05-31 01:51:38.507627			2.2 ms


			2021-05-31 02:51:40.702588			0.3 ms


			2021-05-31 03:51:42.976404			3.0 ms


			2021-05-31 04:51:44.964941			0.8 ms


			2021-05-31 05:51:47.183644			1.1 ms


			2021-05-31 06:51:49.165981			-1.4 ms


			2021-05-31 07:51:51.157664			0.6 ms


			2021-05-31 08:51:53.328119			1.1 ms


			2021-05-31 09:51:55.686209			1.5 ms


			2021-05-31 10:51:58.301283			-1.6 ms


			2021-05-31 11:52:00.4231			-0.7 ms


			2021-05-31 12:52:02.32876			-0.6 ms


			2021-05-31 13:52:05.329668			0.0 ms


			2021-05-31 14:52:07.898524			-1.7 ms


			2021-05-31 15:52:09.411635			1.6 ms


			2021-05-31 16:52:12.568888			1.4 ms


			2021-05-31 17:52:14.629364			-0.7 ms


			2021-05-31 18:52:16.526467			-0.1 ms


			2021-05-31 19:52:18.623645			-1.1 ms


			2021-05-31 20:52:20.775281			2.6 ms


			2021-05-31 21:52:24.16257			3.1 ms


			2021-05-31 22:52:27.371691			0.8 ms


			2021-05-31 23:52:29.217244			-0.6 ms


			2021-06-01 00:52:31.601909			0.6 ms


			2021-06-01 01:52:34.231287			-0.1 ms


			2021-06-01 02:52:37.120192			2.3 ms


			2021-06-01 03:52:38.754077			3.4 ms


			2021-06-01 04:52:41.34876			-1.0 ms


			2021-06-01 05:52:42.881464			0.9 ms


			2021-06-01 06:52:44.707673			-0.5 ms


			2021-06-01 07:52:47.05683			0.2 ms


			2021-06-01 08:52:50.16287			0.2 ms


			2021-06-01 09:52:52.068478			-0.3 ms


			2021-06-01 10:52:56.18391			2.0 ms


			2021-06-01 11:52:58.809807			2.8 ms


			2021-06-01 12:53:00.843408			-0.8 ms


			2021-06-01 13:53:03.009781			1.2 ms


			2021-06-01 14:53:04.902579			-0.4 ms


			2021-06-01 15:53:07.704299			-0.8 ms


			2021-06-01 16:53:09.761279			1.4 ms


			2021-06-01 17:53:11.900591			0.0 ms


			2021-06-01 18:53:13.833018			0.9 ms


			2021-06-01 19:53:17.705799			0.6 ms


			2021-06-01 20:53:19.4917			1.1 ms


			2021-06-01 21:53:21.200995			1.5 ms


			2021-06-01 22:53:23.351811			1.9 ms


			2021-06-01 23:53:26.612502			1.5 ms


			2021-06-02 00:53:28.51993			-2.1 ms


			2021-06-02 01:53:30.311655			-0.2 ms


			2021-06-02 02:53:33.130858			-0.6 ms


			2021-06-02 03:53:36.027216			-0.5 ms


			2021-06-02 04:53:38.359936			1.8 ms


			2021-06-02 05:53:40.260868			1.4 ms


			2021-06-02 06:53:43.247511			-1.9 ms


			2021-06-02 07:53:45.024095			-0.5 ms


			2021-06-02 08:53:47.626504			-0.5 ms


			2021-06-02 09:53:49.598937			-0.2 ms


			2021-06-02 10:53:51.456307			-3.1 ms


			2021-06-02 11:53:54.206305			-2.4 ms


			2021-06-02 12:53:57.097015			-2.0 ms


			2021-06-02 13:53:58.793438			-0.4 ms


			2021-06-02 14:54:00.835198			0.4 ms


			2021-06-02 15:54:02.712335			1.1 ms


			2021-06-02 16:54:04.702759			-0.4 ms


			2021-06-02 17:54:07.540593			1.7 ms


			2021-06-02 18:54:11.473579			2.7 ms


			2021-06-02 19:54:13.252949			-0.7 ms


			2021-06-02 20:54:14.852357			2.1 ms


			2021-06-02 21:54:17.09759			2.4 ms


			2021-06-02 22:54:19.013202			0.8 ms


			2021-06-02 23:54:21.070326			-0.4 ms


			2021-06-03 00:54:22.666579			-1.4 ms


			2021-06-03 01:54:24.417482			0.1 ms


			2021-06-03 02:54:26.802175			-1.4 ms


			2021-06-03 03:54:28.501837			-1.3 ms


			2021-06-03 04:54:30.883188			1.5 ms


			2021-06-03 05:54:32.992508			0.0 ms


			2021-06-03 06:54:36.10854			3.1 ms


			2021-06-03 07:54:39.010733			-0.2 ms


			2021-06-03 08:54:41.38149			1.0 ms


			2021-06-03 09:54:43.18385			0.6 ms


			2021-06-03 10:54:45.532989			-0.7 ms


			2021-06-03 11:54:47.547636			-1.1 ms


			2021-06-03 12:54:49.751735			-2.6 ms


			2021-06-03 13:54:53.947349			-1.1 ms


			2021-06-03 14:54:56.271655			-1.3 ms


			2021-06-03 15:54:59.006298			-0.2 ms


			2021-06-03 16:55:01.820524			0.2 ms


			2021-06-03 17:55:03.666334			-1.9 ms


			2021-06-03 18:55:05.716913			-1.2 ms


			2021-06-03 19:55:08.016793			2.8 ms


			2021-06-03 20:55:10.010674			2.9 ms


			2021-06-03 21:55:12.091156			3.1 ms


			2021-06-03 22:55:14.101892			-1.9 ms


			2021-06-03 23:55:15.697782			-3.8 ms


			2021-06-04 00:55:17.988531			-2.0 ms


			2021-06-04 01:55:20.850776			-0.6 ms


			2021-06-04 02:55:23.313816			1.1 ms


			2021-06-04 03:55:26.537989			1.3 ms


			2021-06-04 04:55:28.919184			2.9 ms


			2021-06-04 05:55:30.717377			1.3 ms


			2021-06-04 06:55:34.124513			0.1 ms


			2021-06-04 07:55:37.064316			0.8 ms


			2021-06-04 08:55:40.750204			0.9 ms


			2021-06-04 09:55:43.386838			-0.3 ms


			2021-06-04 10:55:46.23479			3.0 ms


			2021-06-04 11:55:48.090693			3.4 ms


			2021-06-04 12:55:50.434017			3.5 ms


			2021-06-04 13:55:52.591152			1.0 ms


			2021-06-04 14:55:54.555112			4.7 ms


			2021-06-04 15:55:56.495471			4.2 ms


			2021-06-04 16:55:59.882902			0.5 ms


			2021-06-04 17:56:02.821513			-0.1 ms


			2021-06-04 18:56:04.301317			1.4 ms


			2021-06-04 19:56:06.115829			2.7 ms


			2021-06-04 20:56:09.019237			1.8 ms


			2021-06-04 21:56:11.031716			0.5 ms


			2021-06-04 22:56:12.877997			2.4 ms


			2021-06-04 23:56:15.991326			3.5 ms


			2021-06-05 00:56:18.329472			1.0 ms


			2021-06-05 01:56:20.063154			1.8 ms


			2021-06-05 02:56:22.100922			1.6 ms


			2021-06-05 03:56:24.111756			-1.4 ms


			2021-06-05 04:56:25.799716			0.0 ms


			2021-06-05 05:56:28.942507			-1.8 ms


			2021-06-05 06:56:30.9088			-1.4 ms


			2021-06-05 07:56:32.655514			1.9 ms


			2021-06-05 08:56:35.357228			0.1 ms


			2021-06-05 09:56:37.954364			-0.3 ms


			2021-06-05 10:56:39.842416			1.1 ms


			2021-06-05 11:56:41.726788			2.5 ms


			2021-06-05 12:56:43.53584			1.9 ms


			2021-06-05 13:56:45.757306			4.4 ms


			2021-06-05 14:56:47.800644			3.2 ms


			2021-06-05 15:56:49.679917			3.2 ms


			2021-06-05 16:56:51.259536			1.2 ms


			2021-06-05 17:56:53.458873			0.5 ms


			2021-06-05 18:56:55.791071			3.2 ms


			2021-06-05 19:56:58.664076			0.2 ms


			2021-06-05 20:57:00.662168			2.8 ms


			2021-06-05 21:57:03.379933			1.6 ms


			2021-06-05 22:57:06.000293			1.4 ms


			2021-06-05 23:57:07.716535			0.5 ms


			2021-06-06 00:57:10.145159			0.4 ms


			2021-06-06 01:57:12.605243			-2.4 ms


			2021-06-06 02:57:14.258353			-1.9 ms


			2021-06-06 03:57:17.7295			-2.9 ms


			2021-06-06 04:57:19.495345			-0.4 ms


			2021-06-06 05:57:21.722614			1.3 ms


			2021-06-06 06:57:23.687372			1.7 ms


			2021-06-06 07:57:27.017947			-1.0 ms


			2021-06-06 08:57:29.29678			-1.2 ms


			2021-06-06 09:57:31.84757			-0.1 ms


			2021-06-06 10:57:33.633496			0.5 ms


			2021-06-06 11:57:36.774098			3.5 ms


			2021-06-06 12:57:39.930144			1.5 ms


			2021-06-06 13:57:41.732225			4.3 ms


			2021-06-06 14:57:44.061476			3.3 ms


			2021-06-06 15:57:46.754481			3.4 ms


			2021-06-06 16:57:48.865415			0.6 ms


			2021-06-06 17:57:50.831435			-0.5 ms


			2021-06-06 18:57:53.005928			2.4 ms


			2021-06-06 19:57:56.850742			-0.8 ms


			2021-06-06 20:57:59.281653			0.4 ms


			2021-06-06 21:58:01.346346			2.9 ms


			2021-06-06 22:58:04.14418			2.4 ms


			2021-06-06 23:58:06.439861			2.2 ms


			2021-06-07 00:58:08.417017			1.1 ms


			2021-06-07 01:58:11.334408			0.4 ms


			2021-06-07 02:58:13.597883			1.1 ms


			2021-06-07 03:58:16.047449			-2.4 ms


			2021-06-07 04:58:19.432006			-1.8 ms


			2021-06-07 05:58:22.411383			1.0 ms


			2021-06-07 06:58:24.08156			-2.4 ms


			2021-06-07 07:58:27.461557			0.3 ms


			2021-06-07 08:58:29.874498			-1.2 ms


			2021-06-07 09:58:31.633757			-0.2 ms


			2021-06-07 10:58:34.879728			0.6 ms


			2021-06-07 11:58:36.783852			1.4 ms


			2021-06-07 12:58:39.325155			0.1 ms


			2021-06-07 13:58:41.478453			-0.5 ms


			2021-06-07 14:58:43.836651			2.2 ms


			2021-06-07 15:58:46.620072			2.2 ms


			2021-06-07 16:58:49.02455			-1.8 ms


			2021-06-07 17:58:51.667366			-1.3 ms


			2021-06-07 18:58:53.47324			0.5 ms


			2021-06-07 19:58:55.235627			-0.1 ms


			2021-06-07 20:58:56.971939			-0.1 ms


			2021-06-07 21:58:59.81058			3.8 ms


			2021-06-07 22:59:02.35547			3.4 ms


			2021-06-07 23:59:05.056781			1.3 ms


			2021-06-08 00:59:07.474642			0.8 ms


			2021-06-08 01:59:10.90876			3.5 ms


			2021-06-08 02:59:13.440952			-3.0 ms


			2021-06-08 03:59:16.068736			-4.6 ms


			2021-06-08 04:59:18.666402			1.4 ms


			2021-06-08 05:59:20.797331			-0.8 ms


			2021-06-08 06:59:24.076569			1.0 ms


			2021-06-08 07:59:26.133383			4.0 ms


			2021-06-08 08:59:28.84157			0.3 ms


			2021-06-08 09:59:32.284978			2.3 ms


			2021-06-08 10:59:34.171307			2.1 ms


			2021-06-08 11:59:37.332334			0.2 ms


			2021-06-08 12:59:40.251691			-0.1 ms


			2021-06-08 13:59:42.616168			0.9 ms


			2021-06-08 14:59:45.724698			-0.3 ms


			2021-06-08 15:59:47.595846			-0.5 ms


			2021-06-08 16:59:49.795653			-2.1 ms


			2021-06-08 17:59:51.812465			0.3 ms


			2021-06-08 18:59:53.969014			3.3 ms


			2021-06-08 19:59:57.287241			-0.7 ms


			2021-06-08 21:00:00.279371			-1.9 ms


			2021-06-08 22:00:02.583717			-0.2 ms


			2021-06-08 23:00:04.594857			0.3 ms


			2021-06-09 00:00:07.0158			3.2 ms


			2021-06-09 01:00:08.685177			3.1 ms


			2021-06-09 02:00:10.356817			3.7 ms


			2021-06-09 03:00:13.37587			1.8 ms


			2021-06-09 04:00:15.21114			3.6 ms


			2021-06-09 05:00:18.052635			2.6 ms


			2021-06-09 06:00:21.746854			3.3 ms


			2021-06-09 07:00:23.219755			2.5 ms


			2021-06-09 08:00:25.732766			0.4 ms


			2021-06-09 09:00:28.434247			2.1 ms


			2021-06-09 10:00:30.821831			1.2 ms


			2021-06-09 11:00:34.770625			3.0 ms


			2021-06-09 12:00:36.864729			2.2 ms


			2021-06-09 13:00:38.95194			0.4 ms


			2021-06-09 14:00:40.837019			1.6 ms


			2021-06-09 15:00:43.422403			-0.6 ms


			2021-06-09 16:00:46.465733			-1.8 ms


			2021-06-09 17:00:49.216676			0.4 ms


			2021-06-09 18:00:51.641608			-0.9 ms


			2021-06-09 19:00:54.912158			0.2 ms


			2021-06-09 20:00:56.772543			2.4 ms


			2021-06-09 21:00:59.20124			-1.3 ms


			2021-06-09 22:01:03.271582			-1.0 ms


			2021-06-09 23:01:05.091179			-0.4 ms


			2021-06-10 00:01:08.35552			0.1 ms


			2021-06-10 01:01:10.802135			0.3 ms


			2021-06-10 02:01:13.650769			2.9 ms


			2021-06-10 03:01:16.685509			1.8 ms


			2021-06-10 04:01:18.701135			-1.0 ms


			2021-06-10 05:01:21.001407			-1.6 ms


			2021-06-10 06:01:22.821155			-1.5 ms


			2021-06-10 07:01:26.1671			0.5 ms


			2021-06-10 08:01:27.836209			3.1 ms


			2021-06-10 09:01:30.832512			2.4 ms


			2021-06-10 10:01:33.248247			3.4 ms


			2021-06-10 11:01:34.880765			0.1 ms


			2021-06-10 12:01:37.4299			-0.2 ms


			2021-06-10 13:01:40.523161			2.2 ms


			2021-06-10 14:01:42.48308			2.9 ms


			2021-06-10 15:01:44.278475			2.1 ms


			2021-06-10 16:01:47.227342			-0.5 ms


			2021-06-10 17:01:50.84235			0.7 ms


			2021-06-10 18:01:53.976705			0.8 ms


			2021-06-10 19:01:55.990509			1.5 ms


			2021-06-10 20:01:58.429128			1.0 ms


			2021-06-10 21:02:00.006256			0.6 ms


			2021-06-10 22:02:01.682892			2.4 ms


			2021-06-10 23:02:04.174443			-0.6 ms


			2021-06-11 00:02:06.869398			1.3 ms


			2021-06-11 01:02:09.823109			0.6 ms


			2021-06-11 02:02:13.340988			0.4 ms


			2021-06-11 03:02:15.667748			2.3 ms


			2021-06-11 04:02:17.640167			-0.7 ms


			2021-06-11 05:02:19.458546			2.4 ms


			2021-06-11 06:02:21.95447			2.0 ms


			2021-06-11 07:02:23.794062			2.0 ms


			2021-06-11 08:02:25.949833			-0.8 ms


			2021-06-11 09:02:28.659261			0.3 ms


			2021-06-11 10:02:30.727454			1.6 ms


			2021-06-11 11:02:34.98015			1.0 ms


			2021-06-11 12:02:37.204786			0.2 ms


			2021-06-11 13:02:39.192098			-0.4 ms


			2021-06-11 14:02:41.48115			-0.4 ms


			2021-06-11 15:02:43.53534			2.7 ms


			2021-06-11 16:02:45.12037			2.3 ms


			2021-06-11 17:02:47.503319			-0.1 ms


			2021-06-11 18:02:49.73095			1.5 ms


			2021-06-11 19:02:52.148546			-0.8 ms


			2021-06-11 20:02:54.506845			3.3 ms


			2021-06-11 21:02:57.284199			0.1 ms


			2021-06-11 22:03:00.366687			-0.9 ms


			2021-06-11 23:03:02.682806			0.9 ms


			2021-06-12 00:03:04.877018			-0.2 ms


			2021-06-12 01:03:08.173109			3.7 ms


			2021-06-12 02:03:10.079587			-1.3 ms


			2021-06-12 03:03:12.278683			-1.3 ms


			2021-06-12 04:03:14.981			-0.7 ms


			2021-06-12 05:03:17.302315			0.9 ms


			2021-06-12 06:03:19.124946			-1.9 ms


			2021-06-12 07:03:21.203112			-2.1 ms


			2021-06-12 08:03:23.191102			-0.1 ms


			2021-06-12 09:03:25.785828			0.0 ms


			2021-06-12 10:03:28.43338			-2.0 ms


			2021-06-12 11:03:30.356707			2.8 ms


			2021-06-12 12:03:33.185999			4.6 ms


			2021-06-12 13:03:35.741016			5.9 ms


			2021-06-12 14:03:37.596384			4.3 ms


			2021-06-12 15:03:40.487957			4.1 ms


			2021-06-12 16:03:42.268714			3.7 ms


			2021-06-12 17:03:44.47015			-0.5 ms


			2021-06-12 18:03:46.399304			1.8 ms


			2021-06-12 19:03:49.135462			2.4 ms


			2021-06-12 20:03:51.664225			0.3 ms


			2021-06-12 21:03:54.379823			-0.9 ms


			2021-06-12 22:03:56.649145			-0.5 ms


			2021-06-12 23:03:58.485303			2.5 ms


			2021-06-13 00:04:00.726506			-0.8 ms


			2021-06-13 01:04:02.940152			-1.2 ms


			2021-06-13 02:04:05.034358			-0.1 ms


			2021-06-13 03:04:06.755825			3.1 ms


			2021-06-13 04:04:09.056531			2.3 ms


			2021-06-13 05:04:10.82232			1.4 ms


			2021-06-13 06:04:12.713197			0.4 ms


			2021-06-13 07:04:14.831446			0.1 ms


			2021-06-13 08:04:17.046974			0.2 ms


			2021-06-13 09:04:19.714292			1.1 ms


			2021-06-13 10:04:21.348003			1.5 ms


			2021-06-13 11:04:23.134661			2.0 ms


			2021-06-13 12:04:24.906889			0.4 ms


			2021-06-13 13:04:26.555107			0.9 ms


			2021-06-13 14:04:28.965251			3.3 ms


			2021-06-13 15:04:32.044035			1.1 ms


			2021-06-13 16:04:34.665748			1.8 ms


			2021-06-13 17:04:36.475993			0.1 ms


			2021-06-13 18:04:38.12804			-1.1 ms


			2021-06-13 19:04:40.29113			-0.5 ms


			2021-06-13 20:04:42.947618			-1.3 ms


			2021-06-13 21:04:44.523207			-1.3 ms


			2021-06-13 22:04:46.875743			-1.4 ms


			2021-06-13 23:04:48.555095			2.8 ms


			2021-06-14 00:04:50.667839			2.5 ms


			2021-06-14 01:04:52.700308			2.4 ms


			2021-06-14 02:04:55.343023			-0.1 ms


			2021-06-14 03:04:57.548348			2.1 ms


			2021-06-14 04:05:00.338412			-0.5 ms


			2021-06-14 05:05:02.955619			-0.3 ms


			2021-06-14 06:05:05.340019			1.8 ms


			2021-06-14 07:05:06.98692			0.9 ms


			2021-06-14 08:05:08.82317			-0.7 ms


			2021-06-14 09:05:11.446333			3.0 ms


			2021-06-14 10:05:17.026963			1.4 ms


			2021-06-14 11:05:19.603291			2.1 ms


			2021-06-14 12:05:22.7313			2.4 ms


			2021-06-14 13:05:25.011289			0.4 ms


			2021-06-14 14:05:27.24621			4.2 ms


			2021-06-14 15:05:30.871396			3.8 ms


			2021-06-14 16:05:33.592314			1.5 ms


			2021-06-14 17:05:35.706732			2.9 ms


			2021-06-14 18:05:37.562784			0.3 ms


			2021-06-14 19:05:39.539229			0.0 ms


			2021-06-14 20:05:40.965169			2.3 ms


			2021-06-14 21:05:43.506256			2.4 ms


			2021-06-14 22:05:46.688818			-0.6 ms


			2021-06-14 23:05:48.529552			0.4 ms


			2021-06-15 00:05:50.320663			-0.4 ms


			2021-06-15 01:05:52.183891			0.1 ms


			2021-06-15 02:05:54.495561			-0.2 ms


			2021-06-15 03:05:56.18218			0.1 ms


			2021-06-15 04:05:58.591583			-0.2 ms


			2021-06-15 05:06:00.684139			0.1 ms


			2021-06-15 06:06:02.488542			-1.9 ms


			2021-06-15 07:06:05.014125			-3.5 ms


			2021-06-15 08:06:08.598521			2.4 ms


			2021-06-15 09:06:11.544704			-1.1 ms


			2021-06-15 10:06:14.55446			0.5 ms


			2021-06-15 11:06:16.780612			1.5 ms


			2021-06-15 12:06:19.98182			0.4 ms


			2021-06-15 13:06:22.925005			1.8 ms


			2021-06-15 14:06:25.081353			0.6 ms


			2021-06-15 15:06:27.511819			3.1 ms


			2021-06-15 16:06:30.684417			4.7 ms


			2021-06-15 17:06:33.476166			1.4 ms


			2021-06-15 18:06:36.21287			0.1 ms


			2021-06-15 19:06:38.128907			5.1 ms


			2021-06-15 20:06:39.859773			0.5 ms


			2021-06-15 21:06:42.239422			1.5 ms


			2021-06-15 22:06:43.964105			3.1 ms


			2021-06-15 23:06:46.184075			-0.6 ms


			2021-06-16 00:06:49.417166			3.5 ms


			2021-06-16 01:06:52.132468			3.1 ms


			2021-06-16 02:06:55.89802			0.4 ms


			2021-06-16 03:06:58.823572			-1.2 ms


			2021-06-16 04:07:01.349074			0.0 ms


			2021-06-16 05:07:03.238471			-0.4 ms


			2021-06-16 06:07:05.677987			-0.7 ms


			2021-06-16 07:07:08.514552			0.4 ms


			2021-06-16 08:07:10.867908			-1.6 ms


			2021-06-16 09:07:12.861776			-2.3 ms


			2021-06-16 10:07:16.212948			-1.9 ms


			2021-06-16 11:07:18.533864			-0.5 ms


			2021-06-16 12:07:20.337391			-0.6 ms


			2021-06-16 13:07:23.48423			0.3 ms


			2021-06-16 14:07:25.004529			1.3 ms


			2021-06-16 15:07:27.666143			3.4 ms


			2021-06-16 16:07:30.028224			1.5 ms


			2021-06-16 17:07:31.626735			-1.2 ms


			2021-06-16 18:07:34.156709			2.1 ms


			2021-06-16 19:07:37.618486			0.1 ms


			2021-06-16 20:07:39.842523			1.1 ms


			2021-06-16 21:07:41.725955			3.2 ms


			2021-06-16 22:07:45.548822			2.8 ms


			2021-06-16 23:07:48.50232			-0.9 ms


			2021-06-17 00:07:50.402213			-0.7 ms


			2021-06-17 01:07:52.383055			1.0 ms


			2021-06-17 02:07:55.284816			-0.2 ms


			2021-06-17 03:07:58.984326			-1.9 ms


			2021-06-17 04:08:00.625578			1.6 ms


			2021-06-17 05:08:02.723708			-0.8 ms


			2021-06-17 06:08:04.65759			-1.3 ms


			2021-06-17 07:08:06.985464			0.5 ms


			2021-06-17 08:08:09.21815			2.0 ms


			2021-06-17 09:08:10.976888			0.9 ms


			2021-06-17 10:08:15.67184			0.9 ms


			2021-06-17 11:08:17.265794			0.0 ms


			2021-06-17 12:08:19.252765			-1.7 ms


			2021-06-17 13:08:22.052512			-0.3 ms


			2021-06-17 14:08:24.078935			-0.4 ms


			2021-06-17 15:08:27.157491			0.3 ms


			2021-06-17 16:08:29.067767			-1.2 ms


			2021-06-17 17:08:30.858938			-0.7 ms


			2021-06-17 18:08:33.297293			-0.3 ms


			2021-06-17 19:08:35.122244			-1.2 ms


			2021-06-17 20:08:37.886235			0.1 ms


			2021-06-17 21:08:40.966131			3.4 ms


			2021-06-17 22:08:42.668641			1.4 ms


			2021-06-17 23:08:44.548571			0.7 ms


			2021-06-18 00:08:46.76936			2.6 ms


			2021-06-18 01:08:50.53906			0.4 ms


			2021-06-18 02:08:52.718421			-1.4 ms


			2021-06-18 03:08:54.911669			0.6 ms


			2021-06-18 04:08:58.286529			-2.0 ms


			2021-06-18 05:08:59.888043			-1.7 ms


			2021-06-18 06:09:02.235023			0.5 ms


			2021-06-18 07:09:04.373661			2.1 ms


			2021-06-18 08:09:07.7136			3.6 ms


			2021-06-18 09:09:10.28241			3.0 ms


			2021-06-18 10:09:12.475287			1.0 ms


			2021-06-18 11:09:15.74374			2.9 ms


			2021-06-18 12:09:18.323537			1.3 ms


			2021-06-18 13:09:21.167016			2.6 ms


			2021-06-18 14:09:22.657121			1.7 ms


			2021-06-18 15:09:25.882681			0.5 ms


			2021-06-18 16:09:28.426116			0.5 ms


			2021-06-18 17:09:30.57858			2.3 ms


			2021-06-18 18:09:32.181981			-0.1 ms


			2021-06-18 19:09:34.680936			2.3 ms


			2021-06-18 20:09:36.489588			1.6 ms


			2021-06-18 21:09:39.04947			0.1 ms


			2021-06-18 22:09:41.782358			0.6 ms


			2021-06-18 23:09:43.540442			1.6 ms


			2021-06-19 00:09:46.667021			-0.8 ms


			2021-06-19 01:09:48.782148			-1.0 ms


			2021-06-19 02:09:50.819946			-1.8 ms


			2021-06-19 03:09:53.884028			-0.7 ms


			2021-06-19 04:09:56.880762			0.3 ms


			2021-06-19 05:09:58.641784			0.3 ms


			2021-06-19 06:10:00.48547			0.3 ms


			2021-06-19 07:10:03.621544			-0.9 ms


			2021-06-19 08:10:06.239814			0.7 ms


			2021-06-19 09:10:08.22116			-0.4 ms


			2021-06-19 10:10:11.154809			0.8 ms


			2021-06-19 11:10:12.84265			1.4 ms


			2021-06-19 12:10:15.606079			3.5 ms


			2021-06-19 13:10:19.047842			4.4 ms


			2021-06-19 14:10:22.30121			1.4 ms


			2021-06-19 15:10:25.564041			0.9 ms


			2021-06-19 16:10:27.560521			2.0 ms


			2021-06-19 17:10:29.317459			1.0 ms


			2021-06-19 18:10:31.645583			0.6 ms


			2021-06-19 19:10:34.563648			0.5 ms


			2021-06-19 20:10:37.18263			2.7 ms


			2021-06-19 21:10:40.005999			1.0 ms


			2021-06-19 22:10:43.000398			3.2 ms


			2021-06-19 23:10:45.079296			1.4 ms


			2021-06-20 00:10:48.045139			1.2 ms


			2021-06-20 01:10:50.832642			2.1 ms


			2021-06-20 02:10:53.298726			0.3 ms


			2021-06-20 03:10:56.431229			3.5 ms


			2021-06-20 04:10:59.002292			1.4 ms


			2021-06-20 05:11:01.113047			1.9 ms


			2021-06-20 06:11:04.407444			0.9 ms


			2021-06-20 07:11:06.824873			2.4 ms


			2021-06-20 08:11:09.157874			-1.8 ms


			2021-06-20 09:11:11.548733			1.2 ms


			2021-06-20 10:11:14.692278			-1.0 ms


			2021-06-20 11:11:17.292003			-0.4 ms


			2021-06-20 12:11:19.918526			0.3 ms


			2021-06-20 13:11:21.609973			1.8 ms


			2021-06-20 14:12:53.627207			1.9 ms


			2021-06-20 15:12:56.242399			0.6 ms


			2021-06-20 16:12:58.471709			-0.1 ms


			2021-06-20 17:13:00.851757			1.6 ms


			2021-06-20 18:13:02.658339			0.6 ms


			2021-06-20 19:13:04.329998			1.3 ms


			2021-06-20 20:13:07.125666			0.2 ms


			2021-06-20 21:13:09.008493			2.6 ms


			2021-06-20 22:13:11.561425			0.1 ms


			2021-06-20 23:13:13.305364			1.3 ms


			2021-06-21 00:13:15.987817			-3.0 ms


			2021-06-21 01:13:18.147386			2.3 ms


			2021-06-21 02:13:20.695456			-2.0 ms


			2021-06-21 03:13:23.050592			-1.1 ms


			2021-06-21 04:13:25.506758			-1.2 ms


			2021-06-21 05:13:27.649837			0.8 ms


			2021-06-21 06:13:30.102264			-1.2 ms


			2021-06-21 07:13:32.119623			-0.9 ms


			2021-06-21 08:13:36.134852			0.0 ms


			2021-06-21 09:13:39.984903			-2.4 ms


			2021-06-21 10:13:41.936307			-2.0 ms


			2021-06-21 11:13:43.976072			-0.1 ms


			2021-06-21 12:13:46.70643			0.4 ms


			2021-06-21 13:13:48.502042			0.5 ms


			2021-06-21 14:13:50.656109			-0.3 ms


			2021-06-21 15:13:52.419118			-0.8 ms


			2021-06-21 16:13:54.136345			-1.1 ms


			2021-06-21 17:13:57.620866			1.8 ms


			2021-06-21 18:13:59.428017			2.2 ms


			2021-06-21 19:14:02.92831			-0.7 ms


			2021-06-21 20:14:04.779333			1.7 ms


			2021-06-21 21:14:08.331024			-1.3 ms


			2021-06-21 22:14:11.276086			0.9 ms


			2021-06-21 23:14:13.017396			2.5 ms


			2021-06-22 00:14:14.875118			-0.5 ms


			2021-06-22 01:14:17.746537			-0.6 ms


			2021-06-22 02:14:19.913193			-0.8 ms


			2021-06-22 03:14:23.80113			-0.5 ms


			2021-06-22 04:14:27.196464			3.0 ms


			2021-06-22 05:14:29.566589			-0.7 ms


			2021-06-22 06:14:31.719909			0.3 ms


			2021-06-22 07:14:35.451922			1.5 ms


			2021-06-22 08:14:38.025064			0.1 ms


			2021-06-22 09:14:40.67509			0.4 ms


			2021-06-22 10:14:43.140868			-0.5 ms


			2021-06-22 11:14:45.402366			0.6 ms


			2021-06-22 12:14:48.59791			0.1 ms


			2021-06-22 13:14:50.590013			-0.5 ms


			2021-06-22 14:14:53.859772			-0.2 ms


			2021-06-22 15:14:56.012223			-0.8 ms


			2021-06-22 16:15:00.004556			-1.7 ms


			2021-06-22 17:15:02.649228			1.5 ms


			2021-06-22 18:15:04.350253			0.2 ms


			2021-06-22 19:15:06.164505			4.4 ms


			2021-06-22 20:15:07.807402			2.2 ms


			2021-06-22 21:15:09.922202			5.0 ms


			2021-06-22 22:15:12.201407			2.6 ms


			2021-06-22 23:15:14.085607			-0.2 ms


			2021-06-23 00:15:16.00943			-0.8 ms


			2021-06-23 01:15:18.699223			0.1 ms


			2021-06-23 02:15:20.47858			1.9 ms


			2021-06-23 03:15:23.45608			1.7 ms


			2021-06-23 04:15:25.956946			-1.1 ms


			2021-06-23 05:15:27.810464			-3.9 ms


			2021-06-23 06:15:29.916653			1.7 ms


			2021-06-23 07:15:31.736192			0.4 ms


			2021-06-23 08:15:34.854894			0.9 ms


			2021-06-23 09:15:36.913954			0.5 ms


			2021-06-23 10:15:39.445313			-0.4 ms


			2021-06-23 11:15:41.487365			0.3 ms


			2021-06-23 12:15:43.440548			2.0 ms


			2021-06-23 13:15:45.952511			1.6 ms


			2021-06-23 14:15:47.747606			1.4 ms


			2021-06-23 15:15:50.241503			1.1 ms


			2021-06-23 16:15:51.797947			0.1 ms


			2021-06-23 17:15:53.398694			-0.3 ms


			2021-06-23 18:15:55.456015			0.0 ms


			2021-06-23 19:15:57.352731			1.3 ms


			2021-06-23 20:16:00.358554			0.0 ms


			2021-06-23 21:16:03.007235			1.2 ms


			2021-06-23 22:16:04.627168			1.0 ms


			2021-06-23 23:16:06.641258			1.1 ms


			2021-06-24 00:16:09.877857			0.7 ms


			2021-06-24 01:16:12.085485			0.1 ms


			2021-06-24 02:16:14.03736			-1.2 ms


			2021-06-24 03:16:15.91561			0.1 ms


			2021-06-24 04:16:19.726112			3.0 ms


			2021-06-24 05:16:21.935374			-0.7 ms


			2021-06-24 06:16:24.848154			-0.4 ms


			2021-06-24 07:16:28.630051			2.1 ms


			2021-06-24 08:16:30.755305			-0.6 ms


			2021-06-24 09:16:32.564724			0.5 ms


			2021-06-24 10:16:34.114656			2.4 ms


			2021-06-24 11:16:37.431969			3.7 ms


			2021-06-24 12:16:40.502763			4.2 ms


			2021-06-24 13:16:42.560707			0.6 ms


			2021-06-24 14:16:45.105597			-0.3 ms


			2021-06-24 15:16:47.199638			0.4 ms


			2021-06-24 16:16:49.299198			0.8 ms


			2021-06-24 17:16:52.249166			0.6 ms


			2021-06-24 18:16:55.91495			3.5 ms


			2021-06-24 19:16:59.048543			-1.2 ms


			2021-06-24 20:17:02.020095			1.2 ms


			2021-06-24 21:17:04.015926			0.9 ms


			2021-06-24 22:17:07.080371			0.6 ms


			2021-06-24 23:17:09.339282			-0.5 ms


			2021-06-25 00:17:12.06744			-1.5 ms


			2021-06-25 01:17:14.822222			-3.0 ms


			2021-06-25 02:17:16.38154			2.1 ms


			2021-06-25 03:17:19.831187			1.0 ms


			2021-06-25 04:17:22.53356			-2.5 ms


			2021-06-25 05:17:24.668316			-1.7 ms


			2021-06-25 06:17:26.899613			-1.8 ms


			2021-06-25 07:17:28.685358			1.1 ms


			2021-06-25 08:17:30.539461			1.4 ms


			2021-06-25 09:17:32.903064			2.9 ms


			2021-06-25 10:17:35.217377			0.6 ms


			2021-06-25 11:17:36.997387			3.3 ms


			2021-06-25 12:17:39.056027			1.9 ms


			2021-06-25 13:17:43.04641			2.6 ms


			2021-06-25 14:17:46.076767			3.0 ms


			2021-06-25 15:17:47.922313			-0.2 ms


			2021-06-25 16:17:50.311868			0.0 ms


			2021-06-25 17:17:52.125512			2.4 ms


			2021-06-25 18:17:54.22602			2.0 ms


			2021-06-25 19:17:55.938234			-1.5 ms


			2021-06-25 20:17:58.5797			-1.3 ms


			2021-06-25 21:18:01.564574			-1.1 ms


			2021-06-25 22:18:04.625648			-0.6 ms


			2021-06-25 23:18:06.84972			-0.3 ms


			2021-06-26 00:18:08.902681			1.8 ms


			2021-06-26 01:18:10.956979			1.0 ms


			2021-06-26 02:18:12.557191			-1.3 ms


			2021-06-26 03:18:14.728491			-1.3 ms


			2021-06-26 04:18:16.426927			1.6 ms


			2021-06-26 05:18:18.360392			1.2 ms


			2021-06-26 06:18:20.545747			0.6 ms


			2021-06-26 07:18:22.632211			-0.4 ms


			2021-06-26 08:18:24.917449			-0.1 ms


			2021-06-26 09:18:26.490957			1.7 ms


			2021-06-26 10:18:29.081784			0.4 ms


			2021-06-26 11:18:31.643076			3.6 ms


			2021-06-26 12:18:33.899567			1.0 ms


			2021-06-26 13:18:35.893649			2.6 ms


			2021-06-26 14:18:37.406741			2.0 ms


			2021-06-26 15:18:40.223226			3.2 ms


			2021-06-26 16:18:42.779566			1.7 ms


			2021-06-26 17:18:44.386333			1.8 ms


			2021-06-26 18:18:47.435623			1.1 ms


			2021-06-26 19:18:50.177552			4.1 ms


			2021-06-26 20:18:53.095212			3.5 ms


			2021-06-26 21:18:56.276943			3.6 ms


			2021-06-26 22:18:58.375977			3.0 ms


			2021-06-26 23:19:00.945202			0.2 ms


			2021-06-27 00:19:03.183514			-1.3 ms


			2021-06-27 01:19:05.607227			1.4 ms


			2021-06-27 02:19:07.27813			1.1 ms


			2021-06-27 03:19:09.19703			-1.3 ms


			2021-06-27 04:19:11.878944			1.6 ms


			2021-06-27 05:19:13.883384			0.4 ms


			2021-06-27 06:19:15.699497			-1.6 ms


			2021-06-27 07:19:18.418311			-1.1 ms


			2021-06-27 08:19:22.358355			-1.8 ms


			2021-06-27 09:19:24.758541			0.7 ms


			2021-06-27 10:19:27.207068			0.3 ms


			2021-06-27 11:19:30.771117			3.2 ms


			2021-06-27 12:19:32.990921			2.2 ms


			2021-06-27 13:19:35.043129			4.1 ms


			2021-06-27 14:19:37.430624			3.0 ms


			2021-06-27 15:19:39.236724			1.0 ms


			2021-06-27 16:19:40.990944			3.2 ms


			2021-06-27 17:19:43.302169			-0.3 ms


			2021-06-27 18:19:47.370991			-0.6 ms
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Evidence of Intent


Last updated: Fri 06 Mar 2020 14:08:40 UTC


1. Purpose


The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.


2. Screen captures


When a person signs a document using Scrive eSign a screen capture is executed on the person´s screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 


The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and Upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.


			Time			IP			Event


			2021-06-27 18:44:27.055 UTC			83.185.32.2			Elias Nyberg (EN) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.


			2021-06-27 18:44:39.212 UTC			83.185.32.2			Elias Nyberg (EN) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2021-06-10 11:47:35 UTC.










Evidence quality of Scrive e-signed documents


Latest updated: Fri 06 Mar 2020 14:08:40 UTC


Purpose of the document


Scrive eSign is a system for signing documents electronically. This document provides a brief introduction to Scrive eSign so that a holder of a Scrive e-signed document can easily explain such document in court. For in-depth documentation, start by reading the attachment Evidence Package Introduction.


Scrive eSign system


Scrive eSign is developed by Scrive AB and is designed to:


			Enable its users to define workflows for signing electronically


			Execute the signing workflow


			Record as many of the signatories’ actions as possible as log data


			Once all signatories have signed, produce a final digital evidence package of the electronically signed materials together with the log data and other supporting materials necessary to optimise the usefulness of the evidence (the “Evidence Package”)





E-signing workflow


This is how a document is signed through Scrive eSign:


			To start the signing process the user of Scrive eSign either a) defines the signing process in the administrative user interface and selects to start the process, b) starts from a template process in the administrative user interface or c) starts from a template process within a system that has integrated with Scrive.


			To access the signing workflow the counterpart(s) either a) receive an email or SMS with an invitation to sign electronically and a link to the e-signing user interface, b) receive a tablet with the e-signing user interface already opened or c) are redirected from a webpage or client application user interface to the e-signing user interface.


			To review the document the counterpart(s) view the e-signing user interface and a) read instructions at the top that they shall follow the green instruction arrows to complete the signing process, b) depending on the signing process settings enter or not enter extra information into the document such as text and signatures, checks in checkboxes and extra document appendices and c) scroll through all document pages to reach the button with the text “sign” placed below the last page of the document (the “Signing Button”).


			To sign the document the counterpart(s) presses the Signing Button and, depending on the signing process settings, either a) a popup appears where they are informed that by clicking the Signing Button at the bottom of the popup, they are signing the document and that Scrive eSign will register their signature or b) a popup appears where they are asked to select their type of e-legitimation and sign the document using their installed eID application. 


			The confirmation text that the document has been signed upon clicking the Signing Button, is automatically displayed to the counterpart(s) in a web user interface and b) sent to the counterpart(s) in an email including the Evidence Package.





Evidence Package


To understand how to generate quality evidence in a digital environment Scrive has studied several evidence container technologies such as the signed paper, the printed facsimile and the recorded voice. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferrable into digital formats.


As a result of our research Scrive eSign has been designed to produce an Evidence Package that reproduce the evidence qualities of the paper, while at the same time add new qualities enabled by new technology. A key feature of the Evidence Package is that it shall be self-documenting, meaning that the signed document in itself shall contain all evidence necessary to explain the transaction.
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1. Purpose


The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.


2. What is quality digital evidence?


Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.


We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.


2.1 Integrity


To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.


As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.


Question to ask:


How to emulate the integrity properties of the signed paper document in a digital evidence container?


						Signed paper document


			Digital evidence container





			Integrity


Can the evidence container be altered after its creation?


			A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.


			Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.








2.2 Accessibility


To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.


As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.


Question to ask:


How to make a digital evidence container as accessible as a signed paper document?


						Signed paper document


			Digital evidence container





			Tools


What tools are required to display the evidence?


			All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.


			All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.


Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.


Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.





			Cost


How costly can it be to access the evidence?


			For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.


			For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.





			Comprehensibility


How Is the evidence format understood?


			As a standard format all aspects thereof are common knowledge, readily available to anyone interested.


			There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.








2.3 Evidence of intent


Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.


As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.


Question to ask:


How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?


						Signed paper document


			Digital evidence container





			Output


Is the final output the same as what is viewed at the time of signing?


			The signing environment (the paper document) is the same as the final output (the signed paper document).


			The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.





			Comprehensibility


Is the signing environment easily comprehensible to the signatory? 


			To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.


			There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.








Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:


Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.


2.4 Evidence of identity


To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.


As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.


Question to ask:


How should the evidence of identity of the signing parties be captured and included into the evidence container?


						Signed paper document


			Digital evidence container





			Saving:


Is the evidence captured and included?


			Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.


			Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.





			Formats:


In what formats can evidence be captured and included?


			There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.


			New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.





			Accessibility:


How accessible is the evidence?


			The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.


			The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.








2.5 Evidence of time


To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.


As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.


Question to ask:


How to make sure that the evidence of time can be trusted to be correct?


						Signed paper document


			Digital evidence container





			Trust


Can the time be trusted? 


			The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.


			The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.





			Exactness


How exact can the time be?


			The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.


			Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.





			Accessibility


How accessible is the evidence?


			The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.


			The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.








2.6 Event history


To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.


As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.


Question to ask: 


How much event information should be collected and what should be included in the evidence container?


						Signed paper document


			Digital evidence container





			Ease of saving


How easy is it to capture and include related evidence?


			Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.


			Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.








2.7 Control


As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.


As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.


Question to ask:


How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?


						Signed paper document


			Digital evidence container





			Independence


How many of the Evidence Features are dependent on third parties to be useful?


			The paper naturally includes all Evidence Features.


			The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.








3. Scrive’s solution


3.1 Introduction


We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.


As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.


3.2 Summary


The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:


			Topic


			Question


			Evidence Package





			Integrity


			How to emulate the immutability of the signed paper document in a digital evidence container?


			Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.





			Accessibility


			How to make a digital evidence container as accessible as a signed paper document?


			Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.





			Evidence of Intent


			How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?


			Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.





			Evidence of Identity


			How should the evidence of identity of the signing parties be captured and included into the evidence container? 


			Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).





			Evidence of time


			How to make sure that the evidence of time can be trusted to be correct?


			Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.





			Event history


			How much event information to collect and what to include in the evidence container?


			Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).





			Control


			How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?


			Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.








4. Benchmarking the evidence quality of the Evidence Package


Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.


			Main criteria


			Subcriteria


			Signed paper document


			Evidence Package





			Integrity


			Mutability


How mutable is the evidence container?


			Not mutable.


			Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.





			Accessibility


			Tools


What tools are required to display the evidence?


			No tools required.


			The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.





						Cost


How costly can it be to access the evidence?


			The cost depends from country to country on the societal functions of the society and what they charge for document analysis.


			All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.





						Comprehensibility


How Is the evidence format understood?


			It is common knowledge available to anyone.


			The Evidence Documentation includes all explanations necessary.





			Evidence of Intent


			Output


Is the final output the same as what is viewed at the time of signing?


			Yes. Always.


			No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.





						Comprehensibility


Is the signing environment comprehensible to the Signatory?


			Yes. Always for any mentally capable adult.


			Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.





			Evidence of Identity


			Saving


Is the evidence captured and included?


			Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.


			Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.





						Formats


In what formats can evidence be captured and included?


			Limited possibilities.


			Unlimited possibilities.





						Accessibility


How accessible is the evidence?


			Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.


			All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.





			Evidence of time


			Trust


Can the time measurement be trusted?


			Yes.


			Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 





						Exactness


How exact can the time measurement be?


			Not very exact. The standard precision is per day. Chemical age determination is even less exact.


			It can be very exact. The time is measured with microsecond resolution.





						Accessibility


How accessible is the evidence?


			Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.


			Very accessible. All evidence of time is included in plain text in the Evidence Log.





			Event history


			Ease of saving


How easy is it to capture and include related evidence?


			Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.


			Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.





			Control


			Independence


How many of the Evidence Features are dependent on third parties to be useful?


			None. The signed paper document is a self contained evidence container format.


			None. The Evidence Package is a self contained evidence container format.
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1. Definitions


“Attachments” means attachments to the Main Document provided by the Author or Signatories.


“Author” means the person(s) that configure the Workflow Settings.


“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.


“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.


“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.


“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.


“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 


“Evidence Package” means the Evidence Material sealed with a digital signature.


“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.


“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.


“Initiator” means the person that initiates Workflow Execution.


“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.


“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.


“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.


“Party” or “Parties” means persons participating in the Workflow Execution.


“Role” means the Role of a Party during a Workflow Session.


“Scrive API” means the application programming interface of Scrive eSign.


“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.


“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.


“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.


“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.


“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.


“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.


“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.


“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.


“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.


“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.


“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.


2. Purpose 


The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.


3. Design the workflow (Author)


Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.


3.1 Add Parties


3.1.1 Simple Workflow Session


Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.


3.1.2 Mass-signing Workflow Session


To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.


3.1.3 Invitation order


Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.


3.1.4 Role


Define if the Party should be Signatory or Viewer.


3.1.5 Invitation method


Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.


			Email


			An email invitation is sent including a link to the Sign View.





			SMS


			An SMS is sent including a link to the Sign View.





			Email and SMS


			Both email and SMS delivery as described above.





			In-person


			No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.





			API


			No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.








3.1.6 Authentication to view


Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.


3.1.7 Authentication to sign


Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.


3.1.8 Confirmation method


Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.


3.2 Place fields


3.2.1 Main Document upload


Upload the Main Document. Only PDFs are accepted for upload. 


3.2.2 Main Document removal


Remove the Main Document.


3.2.3 Text field


Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.


3.2.4 Checkbox


Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.


3.2.5 Signature box


Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.


3.2.5 Radio buttons


Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.


3.3 Other settings


3.3.1 Add Attachment


The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.


3.3.2 Request Attachment


The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.


3.3.3 Main Document name


Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.


3.3.4 Workflow Session language


Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.


3.3.5 Due date


Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.


3.3.6 Automatic reminder


Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.


3.3.7 Personal invitation message


Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.


3.3.8 Personal confirmation message


Write a personal message that the Parties will receive via email when the document has been signed.


3.3.9 Edit Sign View UI


Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.


3.4 Save as template workflow


The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).


3.5 Settings available via API only


3.5.1 Set highlighting


It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 


3.5.2 Field editable by Signatory


It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.


4. Initiate the workflow (Initiator)


A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:


			start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or


			start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or


			start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.





4.1 Initiate Workflow Execution from Design View


After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.


			Initiator role


			Sign order


			Instruction in modal





			Signatory


			Sign first


			Prompts to sign first before inviting others





			Signatory


			Sign second or later


			Prompts to invite others





			Viewer


			-


			Prompts to invite others








4.2 Initiate Workflow Execution from Template Workflow


Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.


4.2.1 List of Template Workflows


By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.


4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution


By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.


			Author/Not Author


			Locked from editing


			In-person delivery


			Options for next step





			Author


			Yes/No


			Yes


			Option to a) edit Workflow Settings or b) initiate signing on the device directly.





			Author


			Yes/No


			No


			Option to a) edit Workflow Settings or b) send for signature directly.





			Not Author


			Yes


			Yes


			Option to initiate signing on the device directly.





			Not Author


			No


			Yes


			Option to a) edit Workflow Settings or b) initiate signing on the device directly.





			Not Author


			Yes


			No


			Option to send for signature directly.








5. Administer the Workflow Execution (User)


The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.


5.1 Progress history


The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.


			Progress status


			Explanation





			Initiated signing


			The Initiator initiated the signing process.





			Email sent


			The invitation to access Sign View was sent via email.





			SMS sent


			The invitation to access Sign View was sent via SMS.





			Undelivered


			The external email or SMS system has reported that it could not deliver the email or SMS.





			Delivered


			The external email or SMS system has reported that it has delivered the email or SMS.





			Email opened 


			The external email system has reported that the email has been opened.





			Accessed view to authenticate


			The party opened the view to verify their identity before viewing the document.





			Authentication success


			The Party verified their identity with [AUTHENTICATION METHOD] to access the document.





			Reviewed online


			Opened the document online.





			Signed


			The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.





			Rejected


			The button to reject signing was clicked in the final rejection section.





			Timed-out


			The due date for signing as set in the Workflow Settings passed and the document can’t be signed.





			Due date prolonged


			The Initiator prolonged the signing due date.





			Process cancelled


			The Initiator cancelled the signing process, the document can no longer be signed.





			Process edited


			The Workflow Process was edited in the Design View.





			Sealed


			Scrive eSign sealed the final PDF with a digital signature.





			Extended


			Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.








5.2 Withdraw invitation


To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.


5.3 Extend due date


If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.


5.4 Restart document


If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.


5.5 Start signing


If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.


5.6 Download document


If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.


5.7 Send reminder


To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.


5.8 Send document again


To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.


5.9 Change of authentication to view and authentication to sign methods


As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.


5.10 Bounce management


If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.


5.11 Review Attachments


Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.


5.12 Review evidence attachments


Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.


6. Follow the workflow (Party)


Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.


6.1 Overview of Workflow Execution


Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.


			Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 


			If set by the Author, the Signatory is asked to authenticate before they can proceed.


			Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.


			When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 


			Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;





			If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or


			If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or


			If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or


			If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.





			Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.





The following sections are more detailed descriptions of the features enabling the workflow in the summary above.


6.2 Accessing the Sign View


This is the workflow guiding the Parties to access the Sign Material in the Sign View.


6.2.1 Invitation message


Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.


6.2.2 List of Initiated Workflows


Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.


6.3 Authenticate to view


This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.


6.3.1 Authentication to view


The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.


6.4 Reviewing the Sign Material


This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.


6.4.1 Contact information


In the header the Initiators name and mobile (if available) is displayed for contact purposes.


6.4.2 Branded header


Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.


6.4.3 Other branded Sign View components


Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.


6.4.4 Signing header


This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.


6.4.5 Review instruction


Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.


6.4.6 Mandatory/optional explanation


Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.


6.4.7 Download PDF


Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.


6.4.8 Document display


PNGs of the Main Document are displayed in up to 1040 px width.


6.4.9 Guiding arrow


The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.


6.4.10 Text fields


There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.


6.4.11 Checkboxes


There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.


6.4.12 Radio buttons


There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.


6.4.13 Signature box


If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.


6.4.14 About you section


If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.


6.4.15 Attachments section


For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.


6.4.16 Requested attachments section


This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.


6.4.17 Signatories section


This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.


6.4.18 Reject or sign section


This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.


6.5 Rejecting to sign the Sign Material


This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.


6.5.1 Reject button


At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.


6.5.2 Rejection section


If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.


6.5.3 Rejection confirmation page


After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.


6.6 Signing the Sign Material


The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.


6.6.1 Signature Drawing Modal


After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 


6.6.2 PIN by SMS authentication and Signature Confirmation Section


If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.


6.6.3 Swedish BankID authentication and Signature Confirmation Section


If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 


6.6.4 Signature Confirmation Section


If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.


6.7 Receiving the confirmation after signing


This is the workflow guiding the Signatory after they have signed the Sign Material.


6.7.1 Signature Registration Section


After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.


6.7.2 Signature confirmation page


After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:


			a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.


			the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.


			the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.





6.7.3 Signature confirmation message


If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.


7. Evidence collection


During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.


7.1 Collecting missing Sign Material


At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:


			The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.


			The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 


			When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.





7.2 Producing the Transaction Logs


Scrive eSign executes the following activities to produce the Transaction Logs:


			Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution


			Record screenshots of the confirmation after the Signatories have signed through Scrive eSign


			Record system information of the Signatories’ client system


			Record system time of the Signatories’ activities in Scrive eSign





This section will explain the different procedures for recording the Transaction Logs as listed above.


7.2.1 Recording Signatories’ activities in Scrive eSign


Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.


			Sample event (as printed in the Evidence Log)


			Event explanation





			Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.


			See section 8.1.11.





			Scrive eSign sealed the final PDF with a digital signature.


			See section 8.1.10 and 8.1.12.





			Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.


			See sections 8.1.1 – 8.1.9 





			The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]



Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]


			See section 6.3.1.





			Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).


			See section 3.3.6.





			The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.


			See sections 5.2.





			The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].


			See section 5.9.





			The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].


			See section 5.10.





			The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  


			See section 5.10.





			Scrive eSign locked the document from further modifications by the parties.


			See section 7.1 step 3.





			The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.


			See sections 3.3.1 and 6.4.15.


[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".





			The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).


			See sections 3.3.2 and 6.4.16.





			Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.


			Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.





			Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.


			See sections 3.1.4 and 5.1.





			Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.


			See sections 3.1.4 and 5.1.





			Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>


			See sections 3.1.4, 3.3.7 and 5.1.





			Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.


			See section 5.1.





			Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.


			See section 5.1.





			Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.


			See section 5.1.





			The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.


			See section 4.





			The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.


			See section 5.3.





			The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>


			See section 6.5.2.





			Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>


			See sections 9.1.4 and 5.7.





			Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.


			In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.





			The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.


			See section 5.4.





			The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.


			See section 6.6.2.





			An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.


			See section 6.6.2.





			The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>


			See sections 3.3.2 and 6.4.16.





			The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.


			See sections 3.3.2 and 6.4.16.


[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".





			The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 


document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].


			See section 6.6.2.





			The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 



The text signed in the [AUTHENTICATION METHOD] client was:



$signed_text$


Data returned from the  [AUTHENTICATION METHOD]:


  


Name: [NAMED RETURNED]


ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]


Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]


			See section 6.6.3.





			The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.


			See section 6.7.1.





			The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.


			See section 3.3.5.





			The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 


Page     X           Y


1            0.123   0.420


			See sections 3.2.4 and 6.4.10.





			The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:


Page     X           Y


1            0.123   0.128


1            0.123   0.142


			See sections 3.2.5 and 6.4.12.





			The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:


Page     X           Y


1            0.123   0.420


			See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.





			The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 


Page     X           Y


1            0.123   0.420


			See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).





			The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.


			See section 6.3.1.





			The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.


			See section 6.2.1.





			Highlighting was added to page 3 while [NAME OF PERSON] was viewing.


			See sections 3.5.1 and 6.4.4. 





			Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.


			See sections 3.5.1 and 6.4.4. 








7.2.2 Generating images of the confirmation after Signatories signed


To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.


The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.


7.2.3 Recording Signatories’ system information


Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:


			IP address





7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity


At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  


			The time of Scrive eSign servers at the time of the Signatories’ activity 


			The time of the latest Clock Error Sample


			The clock error at the latest Clock Error Sample





7.3 Recording clock error


The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.


More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.


8. Evidence Package generation


8.1 Preparing the Evidence Package


Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:


			Prepare the Final PDF.


			Append the Verification Page as an additional page to the Final PDF.


			Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.


			Append the Evidence Quality Framework as an attachment inside the Final PDF.


			Append the Service Description as an attachment inside the Final PDF.


			Append the Evidence Log as an attachment inside the Final PDF.


			Append the Evidence of Time as an attachment inside the Final PDF.


			Append the Evidence of Intent as an attachment inside the Final PDF.


			Append the Digital Signature Documentation as an attachment inside the Final PDF.





Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:


			Seal the material in steps 1-9 with a digital signature.


			Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).





A detailed description of the steps 1-11 follows below.


8.1.1 Prepare a Final PDF (step 1)


The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.


8.1.2 Append the Verification Page (step 2)


The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:


			Transaction ID intended for support purposes.


			Information about the Main Document including name, number of pages and by whom it was submitted.


			Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.


			Information about the Initiator and each Signatory. 


			Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.


			A Scrive seal.





At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:


			The nature of the document (an Evidence Package issued by Scrive).


			That additional documentation about the Evidence Package can be found in the Attachments.


			Where to verify the integrity of the document (https://www.scrive.com/verify).





The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.


8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)


The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 


8.1.4 Append the Evidence Quality Framework (step 4)


The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.


8.1.5 Append the Service Description (step 5)


The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:


			A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.


			While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 


			Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 





The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.


8.1.6 Append the Evidence Log (step 6)


The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.


The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 


8.1.7 Append the Evidence of Time (step 7)


The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.


The purpose of the Evidence of Time is to explain how Scrive eSign measures time and


provide a mathematical algorithm by which it is possible to calculate the probability of


the error of the time stamps recorded by Scrive eSign.


8.1.8 Append the Evidence of Intent (step 8)


The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.


The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.


8.1.9 Append the Digital Signature Documentation (step 9)


The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.


The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:


			Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.


			If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.


			Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.





8.1.10 Append the Digital Signature (step 10)


When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).


The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.


8.1.11 Append the Keyless Digital Signature (step 11)


Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.


The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.


8.1.12 PAdES digital signature (optional to Steps 10 and 11)


The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 


			A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 


			An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 


			A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 





9. Document administration


Scrive eSign has a basic document management system. This system is described in this section.


9.1 Document list


9.1.1 List view


Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).


9.1.2 Learn more and manage workflow


By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.


9.1.3 Mass-withdraw invitations


To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.


9.1.4 Send mass-reminder


To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.


9.1.5 Delete


To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.


9.1.6 Filter and search


Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.


9.1.7 Download all documents


Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.


9.1.8 Download metadata as CSV


By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.


9.2 Template Workflow editing list


9.2.1 List view


Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.


9.2.2 Filter and search


Search the list of Template Workflows with free text search.


9.2.3 Delete


To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.


9.2.4 Share


To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.


9.3 Trash list


9.3.1 List view


Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.


9.3.2 Filter and search


Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.


9.3.3 Restore


To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.


9.4 Auto-deletion of documents and personal data


This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.


10. Account administration


10.1 Organisation administration


Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.


10.1.1 Organisation details


In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.


10.1.2 White-label branding


There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 


10.2 User administration


10.2.1 User privileges


There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.


			Privilege


			Explanation





			Edit company details


			Can edit the details of the organisation’s Scrive eSign account.





			Add user


			Can add users to the organisation’s Scrive eSign account.





			Remove user


			Can remove users from the organisation’s Scrive eSign account.





			White-label branding


			Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.





			Access all documents


			Can access all documents of all Users in the organisation’s Scrive account.





			Manage all documents


			Can manage all documents of all Users in the organisation’s Scrive account.








10.2.2 User management


In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.
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1. Purpose


The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 


2. Overview


2.1 Digital Signatures


Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.


Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.


2.2 Cryptographic Hash Functions


There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.


These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.


In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.


2.3 Key-based digital signatures


In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.


Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.


2.4 Keyless digital signatures for durability


Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.


An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.


Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:


[image: Icon_02.png]





By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.


Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.


The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.


2.5 Verifiable timestamps using keyless signatures


The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.


The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)
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Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).


(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)


The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.


3. How to Verify the Evidence Package


The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.


3.1 Extracting the Signature


The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.


A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.


More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.


The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.


3.2 Parsing the Signature


The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.


The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].


A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.


The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:


                          TimeSignature ::= SEQUENCE {


                            location HashChain,


                            history HashChain,


                            publishedData PublishedData,


                            pkSignature [0] SignatureInfo OPTIONAL,


                            pubReference [1] SET OF OCTET STRING OPTIONAL


                          }


                          PublishedData ::= SEQUENCE {


                            publicationIdentifier INTEGER,


                            publicationImprint DataImprint


                          }


Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.


The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).


The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).


3.3 Checking the Document


To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.


The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.


3.4 Checking the Signature


To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.


The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.


The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].


For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:


			compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;


			if the direction indicator (the second byte) in the record is 0:


			compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);


			if the direction indicator (the second byte) in the record is 1:


			compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);


			if the direction indicator (the second byte) is something else:


			abort with an error "invalid signature";


			the value of y is the input for the next step.





Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.


3.5 Checking the Publication


To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.


The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).


The PublishedData structure is formatted into human-comparable form as follows:


			the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;


			a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;


			the result of the previous step is encoded in base 32 [BASE, section 6];


			the result of the previous step may be broken into groups of 6 or 8 characters by dashes.





The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).


3.6 Conclusion


Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.


The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).


4. Hash Functions


The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.


			Algorithm Name


			Guardtime ID


			Hash Value Size


			Algorithm Specification





			SHA-1


			0


			20


			SHA, section 6.1





			SHA-224


			3


			28


			SHA, section 6.3





			SHA-256


			1


			32


			SHA, section 6.2





			SHA-384


			4


			48


			SHA, section 6.5





			SHA-512


			5


			64


			SHA, section 6.4





			RIPEMD-160


			2


			20


			RIPE, section 7








5. Extracting the Signing Time


The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:


			set h to 0 and p to the value of the publicationIdentifier field;


			for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:





			if p is 0: abort with an error "invalid signature";


			set x to the highest power of 2 that does not exceed p;


			if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;


			if the direction indicator (the second byte) in the record is 1: set p to x-1;


			if the direction indicator (the second byte) is something else: abort with an error "invalid signature";





			if p is not 0: abort with an error "invalid signature";





The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.


6. Extending the TimeSignature


For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.


The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.


The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.


The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).


More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.
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For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).


To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:


			The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);


			The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);


			The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);


			The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;


			The TimeSignature structure (section Parsing the Signature) has to be updated with new values:





			The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;


			The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;


			The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.





Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.


The header consists of 12 fields totaling 65 bytes:


			8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');


			4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;


			4-byte integer: version number; must be 0x00000001 (in file byte order);


			8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;


			8-byte integer: file creation time as POSIX time;


			8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;


			4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;


			4-byte integer: calendar record length; the length of each record in the calendar node section of the file;


			1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);


			1 byte: flags; must be 0x01;


			14 bytes: reserved for future; all bytes must be 0x00;


			1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.





The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:


			4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);


			8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;


			1 byte: the 1-byte hash algorithm code for the hash function used in this node;


			variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).





Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.


The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:


			4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;


			variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);


			1 byte: CRC8 checksum of all preceding bytes in the record.





Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.


The last record in the file is the cryptographic checksum of the whole file:


			4-byte integer: fixed value 0xffffffff;


			variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);


			1 byte: CRC8 checksum of all preceding bytes in the record.





The calendar database files are named following the pattern


    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin


where the fields have the following meaning:


			filename prefix, always hashdb;


			POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);


			year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;


			hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;


			filename suffix, always bin.





7. References


[PDF]


Document management — Portable document format — Part 1: PDF 1.7


ISO 32000-1:2008, International Organization for Standardization, 2008


[TSP]


Internet X.509 Public Key Infrastructure: Time-Stamp Protocol (TSP)


RFC 3161, Internet Engineering Task Force, 2001


[CMS]


Cryptographic Message Syntax


RFC 2630, Internet Engineering Task Force, 1999


[ASN]


Information technology — Abstract Syntax Notation One (ASN.1): Specification of basic notation


ITU-T X.680, International Telecommunication Union, 2002


[DER]


Information technology — ASN.1 encoding rules: Specification of Basic Encoding Rules (BER), Canonical Encoding Rules (CER) and Distinguished Encoding Rules (DER)


ITU-T X.690, International Telecommunication Union, 2002


[BASE]


The Base16, Base32, and Base64 Data Encodings


RFC 4648, Internet Engineering Task Force, 2006


[SHA]


Secure Hash Standard (SHS)


FIPS 180-4, National Institute of Standards and Technology, 2012


[RIPE]


Information technology — Security techniques — Hash-functions — Part 3: Dedicated hash-functions


ISO/IEC 10118-3:2004, International Organization for Standardization, 2004


[POSIX]


Standard for Information Technology — Portable Operating System Interface (POSIX)


IEEE 1003.1-2008, The Institute of Electrical & Electronics Engineers, 2008


[CRC]


Error-correcting procedures for DCEs using asynchronous-to-synchronous conversion


ITU-T V.42, International Telecommunication Union, 2002




Evidence Log


Last updated: Fri 06 Mar 2020 14:08:40 UTC


1. Purpose


The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 


2. Evidence Log Components


This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:


			What occurred


			Who initiated the event


			The time of the event


			The clock error of the time of the event


			The time at which the latest Clock Error Sample was collected





Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.


			Time			CES			IP address and User-Agent			Event


			2021-06-27 18:44:20.690426 UTC ±13 ms			2021-06-27 18:19:47.370991 UTC			
      83.185.32.2
      
        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.36
      
    			
      
        The initiator Elias Nyberg (EN) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_EN, c) set the signing due date to 2021-09-25 21:59:59 UTC, d) set the time zone to Europe/Stockholm and e) initiated the signing workflow.
      

    


			2021-06-27 18:44:22.731656 UTC ±13 ms			2021-06-27 18:19:47.370991 UTC			
      83.185.32.2
      
        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.36
      
    			
      
        The party Elias Nyberg (EN) opened the document in Scrive eSign’s online interface to sign documents.
      

    


			2021-06-27 18:44:33.405206 UTC ±13 ms			2021-06-27 18:19:47.370991 UTC			
      
      
        
      
    			
      
        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Elias Nyberg (EN) was delivered.
      

    


			2021-06-27 18:44:39.4856 UTC ±13 ms			2021-06-27 18:19:47.370991 UTC			
      83.185.32.2
      
        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.36
      
    			
      
        The signatory Elias Nyberg (EN) signed in the signature box “signature 1”.
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The box’s placement in the Main Document:			Page			X			Y


			6			0.117			0.492





 
      

    


			2021-06-27 18:44:39.4856 UTC ±13 ms			2021-06-27 18:19:47.370991 UTC			
      83.185.32.2
      
        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.36
      
    			
      
        The signatory Elias Nyberg (EN) signed the document.
      

    


			2021-06-27 18:44:39.4856 UTC ±13 ms			2021-06-27 18:19:47.370991 UTC			
      
      
        
      
    			
      
        Scrive eSign locked the document from further modifications by the parties.
      

    
















Verksamhetsberättelse för 2020


Året i korthet
Föreningens verksamhet har under 2020 till nära 100% bestått av projektet Det syns inte. Den
speciella situation som uppstått i och med Coronapandemin har gjort det svårt att driva nya
projekt av kulturell karaktär.


Under tidig höst, när smittspridningsläget var något bättre, hölls en öppen AW för personer som
är intresserade av föreningens verksamhet. Syftet var dels socialt, att ses och stärka banden
mellan människor med intresse att bidra, och att få idéer till framtida verksamhet. Flera nya
initiativ diskuterades på plats. Då smittspridningsläget senare under hösten återigen blev sämre
fanns tyvärr inte möjlighet att följa upp de idéer som kom. Den tidigare tanke som funnits kring
ett projekt med integrationssyfte är inte heller något som arbetats med aktivt.


Projektet Det syns inte har genomfört sitt andra år med Arvsfondsfinansiering (strikt talat går
verksamhetsåren 1 sep - 31 aug) . Planen för 2020 var bl.a. att genomföra en omfattande
riksturné samt spela på Parkteatern i Stockholm. Innan pandemins utbrott hann vi genomföra
fyra föreställningar i Skellefteå. Föreställningarna i Örebro, Sundsvall och Stockholm fick tyvärr
ställas in.


Arvsfonden gav projektet mandat att hitta andra, pandemianpassade sätt att nå samma mål.
Efter att ha ställt in all scenverksamhet vändes fokus därför till att börja arbeta i nya format som
kan spridas digitalt. Vi lanserade en podcast, där vi kombinerar intervjuer med ledande experter
med musik, sketcher och ungdomars röster. Vi har färdigställt och distribuerat en mobilapp med
översiktlig information om hjärnans grundbehov, ett självskattningstest och anpassade tips. Vi
har arbetat med kommunikativa material, bland annat en föräldraguide som nått ut till drygt
40 000 personer.


1


Transaktion 09222115557449334948 Signerat EN, AG, AN







Utöver detta genomförde projektet en omvärldsanalys för att se vilket typ av koncept som skulle
kunna ge en liknande effekt som föreställningen - det vill säga kombinera dramatiserade
gestaltningar med vetenskaplig information och tips, och därmed starta nya dialoger och sprida
kunskap om mentalt välmående hos en stor mängd ungdomar och deras nära vuxna. Vi
intervjuade bl.a. lärare, ungdomar och utbildningsförag, och inventerade vad som finns
tillgängligt i övrigt. Beslutet blev att påbörja arbetet med ett koncept som bygger på projektets
edutainment-filosofi och kombinerar kortfilm med inspelade experter, samt diskussionfrågor och
experiment. Målet är ett antal moduler om centrala teman kopplat till psykiskt mående, som ska
kunna köras i klassrum med elever i högstadiet och gymnasiet, eller i andra liknande
sammanhang. Arbetet har påbörjats under 2020 och kommer tas vidare under 2021.


Underskrifter


För Styrelsen:


Ordförande Annika Neckman Anni Grosse Elias Nyberg
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Projektet Det syns inte i detalj


Genomförande och måluppfyllnad
Projektet Det syns inte har efter 2020 hittills nått 20 000
personer i det fysiska rummet. Kvantitativt betyder det att vi
nått fler än de 19 300 personer som var det uppsatta mål för
projektets två första år. Trots en global pandemi med
nedstängning av större fysiska sammankomster, likt de som
har utgjort projektets huvudsakliga verksamhet, ligger
projektet i fas med det kvantitativa måluppfyllnaden. Fram
tills restriktionerna infördes (mars 2020) har projektets
målgrupp och representanter för dessa såsom
lärare/utbildningspersonal, elevhälsa, socialtjänst, vård och
habilitering, föräldrar tagit del av kunskapshöjande insatser som verkar för att upplysa och bryta stigman
inom ämnet psykisk ohälsa, projektets huvudsakliga syfte. Dessa aktiviteter har under första halvan av
projektperioden bestått av musikalföreställningar, Edutainment-föreläsningar och interaktiva workshops.


Under år 2 var målsättningen att nå ett större antal barn/ungdomar samt en större geografisk nationell
spridning. Det syns inte genomförde fysiska projektaktiviteter i Skellefteå, region Skåne, Göteborg samt
flera platser i ABC-området med ett deltagande målgruppsantal om ca
4 600 personer.  Mot bakgrund av den extraordinära läget med hårda restriktioner för fysiska
sammankomster, beslutade projektet, i samråd med partners och representanter för målgruppen, att skjuta
på de resterande för projektperioden planerade IRL-aktiviteter i Sundsvall och Örebro samt
Storstockholmsområdet. 11 föreställningar och därtill ett tiotal bokade Edutainment-föreläsningar samt en
rad mindre workshops för skolor sattes på paus. Dessa aktiviteter uppskattas, utöver de för året 4 600
faktiskt nådda personerna, ha engagerat ytterligare ca 12 500 fysiska deltagare med en total om 17 100
personer. Intressant feedback kring metodens effekt är sakkunniga personer aktiva inom vårdrelaterade
divisioner för ungdomshälsa har uttryckt att metoden gestaltningstekniker, av utmaningar, problem och
tankar som målgruppen oftast tampas med, medför att diskussionerna och förändringsarbetet igång
avsevärt snabbare. Med en emotionell insikt om sitt eget känslomässiga situation är det betydligt lättare
att ta till sig kunskapen som leder till “hjälp-till-självhjälp”.


Hade den ordinarie planen kunnat genomföras hade projektet nått ett uppskattat antal om 36% högre än de
målsatta 12 600 personerna för projektperioden. Tack vare det stora antalet personer som nåddes under
projektår 1 har projektet, trots pandemin mött 4 % fler deltagare i det fysiska rummet än målsatt. Detta
indikerar att projektets syfte och budskap är en angelägen fråga som speglar en problematik i samhället
som unga och företrädare för unga söker lösningar på. Givet det nya läget anpassade projektledningen
raskt verksamheten och påbörjade förberedelsen av ett skifte från aktiviteter i det fysiska rummet till
digitala aktiviteter. Andra hälften av projektperioden kan därför sammanfattas till strategisk planeringsfas
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och strukturering av produktion och lansering av digitalt material. (Beskrivs mer genomgående under
Metod och Aktiviteter)


Nedan digitala satsningar har utvecklats, producerats och lanserats. Spridning till målgruppen är påbörjad
men då vi behövt fokusera främst på strategi och produktion kommer de kommunikativa insatserna främst
ligga i nästa projektperiod.


Det syns inte - Podden, 5 släppta avsnitt. I arbetet ligger konceptframtagning, manusförfattande,
inspelning och produktion, samtliga element är gjorda “in-house” av projektpersonalen själva. Tidig
feedback på podden har varit god, bl a. har Abrahamsbergsskolan i Bromma (även sett föreställningen Det
syns inte) på eget initiativ valt att använda podden i undervisningen för alla sina elever.


Pedagogiskt video-material. Tack vare ett mindre anslag från Folkhälsomyndigheten påbörjade vi under
projektperioden digitalisering av de vetenskapliga budskapen i videobaserade klipp för spridning till
målgruppen via huvudsakligen skolor. Tanken är att vidareutveckla dessa under 2021.
Digitala guider. Under projektperioden har vi många gånger fått frågan om vi inte kan ta fram en
evidensbaserade rekommendationer kring skärmanvändning kopplat till mentalt välmående. Under senare
delen av projektperioden påbörjades skapandet av en guide för föräldrar som önskar vägledning och
guidning hur man tar upp frågorna tillsammans med sina barn. Vi har även fått frågan från Svenska
skolläkarföreningen att ta fram liknande guide för skolläkare. Spridningen av denna guide genomfördes
straxt efter projektperiodens slut och ingår egentligen inte i denna rapportering men förberedelsearbetet
gjordes inom denna period. Guiden skickades via våra partnerorganisationer till uppskattningsvis 30 000
unika mailadresser och nådde ytterligare 15 000 personer via delningar på sociala medier.
Digital distribution av projektets budskap och lösningar. Vi uppskattar att vi under projektperioden
digitalt har nått ut med projektets budskap och lösningar till uppskattningsvis 100 000 personer som
antingen består av målgrupp eller representanter för målgruppen. Dels via våra sociala mediekonton och
våra projektpartners inlägg och delningar. Marknadsföring och spridning av våra digitala kanaler kommer
att intensifieras under projektår 3. Projektets huvudsakliga aktiviteter med föreställningar och sceniska
föreläsning har fortskridit under första hälften av projektperioden fram till pandemins inverkan i
samhället. Budskapsinnehåll och sceniska nummer har löpande uppdaterats för att projektet ska ha
möjlighet att fortsatt vara angelägna för målgruppen med hänsyn till både representation och pågående
teknik- och samhällsutveckling. Under projektperiodens första hälft var projektet i behov av en
omorganisering och planering av ytterligare föreställningar tack vare den beviljade tilläggsansökan. En
intensiv förberedelsefas inför stundande Sverigeturné skedde under hösten 2019. Produktionsrelaterade
arbetsuppgifter såsom, sälj och marknadsföring, bokning av teaterlokaler, tillsättning av delvis ny
ensemble, omskrivning av föreställningen med nya nummer, uppdaterat manus samt repetitioner inför
föreställningarna, planering, bokning och förberedelser för resa och uppehälle har utförts. Vår
Edutainment-metod bättrades på genom att projektets evidensbaserade kunskapsdelar digitaliserades i
video med animationer för att sedan integreras i den sceniska föreställningen. Detta material kan användas
i olika former framöver och gör även metoden både skalbar och mindre sårbar. Utveckling av digitalt
material tidigarelades pga Covid-19 från projektår 3 till projektår 2 projektet. Därtill blir satsningen vida
mer omfattande  och gedigen än det som var planerat för i ursprungsplanen. För att se till att satsningen
hamnar “rätt” hos målgruppen samt att barn och ungdomar är styrande kring innehåll och kärnfrågor
genomförde projektet en omvärldsanalys tillsammans med partnerorganisationer och nyckelpersoner.
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Följande digitala aktiviteter har initierats och utvecklats under projektperioden:


Det syns inte - Appen: En första version är framtagen. Utgångspunkten för appen är informationen från
projektets högt efterfrågade folder “Jag älskar min hjärna” Därför har projektet påbörjat arbetet med en
app för iPhone och Android. Appen innehåller summerad information om hjärnans grundbehov samt en
självskattningsfunktion där ungdomar, genom att svara på frågor, själva kan se hur de ligger till avseende
skyddande faktorer för psykisk hälsa, samt tips om hur man konkret kan ändra sin vardag för att öka
chansen till mentalt välbefinnande. Tipsen är framtagna tillsammans ett ungdomsråd arrangerat
tillsammans med Mind.


Det syns inte - Lärarhandledningen: En prototyp framtagen för utvärdering tillsammans med lärare.
Lektionsupplägg som utgår från poddavsnitt och gör det lätt för lärare att föra samtal med sin sina elever
om viktiga teman. Målgruppens röst har hörts bl.a. genom att låta teman och innehåll styras utifrån en
enkätundersökning av vanor hos 1 900 elever. SVEA samt lärare har deltagit som bollblank.


Gör-det-själv-kit för musikalen Det syns inte: I projektplanen ligger att tillgängliggöra musikalen med
texter, noter, musik och musikbakgrunder m.m. gratis för att skolor själva kunna sätta upp musikalen Det
syns inte. Starten för detta delprojekt har vi tidigarelagt och under sommaren har vi spelat in
musikbakgrunder och sång. Flera skolor har hört av sig till oss om just denna möjlighet vilket indikerar på
skolans generella angelägenhet att hitta nya lösningar för psykisk ohälsa.


Videobaserat pedagogiskt material: De vetenskapliga delarna med hjärnforskare Sissela Nutley har
spelats in för pedagogiska filmklipp och digitala animationer som förstärker projektets budskap i digital
form, både i våra sceniska framträdanden men även för användning i digitala kanaler. Detta material har
använts i våra sceniska framföranden. Planen framöver är att detta framtagna material ska verka som en
bas för framtagningen av den digitala budskapsplattformen för en större digital spridning av projektet.
Flera av aktiviteterna (Podd, Digitala guider, m.m) beskrivs under rubriken “Genomförande”.


Projektet har under projektperioden fortskridit med dialoger med primärmålgruppen och med
representanter för densamma. I den ingick bl.a. målgruppsdialoger genom vår partner SVEA, möten med
förlag (Liber utbildning, Bonner, Boksnok), dialog med aktiva lärare på grundskola och gymnasium och
en genomgång av tillgängliga material för ungdomar om mentalt välmående på svenska. I “Bilaga 1 -
Aktiviteter år 2” presenteras Det syns intes fysiska events mer i detalj.


Sceniska framträdanden: Produktionen av de sceniska aktiviteterna har fungerat mycket väl.
Coronapandemin har sedan början mars 2020 stöpt om projektets huvudsakliga verksamhet med
målgruppsaktiviteter i fysiska rum. Det har inneburit en minskad regional spridning samt reducering i
fysisk målgruppsdelaktighet och interaktion med ett antal uppskattat till ca 11 750 personer. Den
forcerade omställningen har inneburit att projektets etablering av långsiktiga partnerskap, vilka planerats
att vidareutvecklas under projektår 2, blivit inbromsad. ”Word of mouth” är en viktig parameter för
spridning inom sektorer som har barn, ungdomar och elever som verksamhetsområde. Projektledningen
har däremot fått utrymme att genomföra en ordentlig omvärldsbevakning och utveckla en strategi för och
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lansering av en större digital satsning. Projektets huvudsakliga och beprövat effektiva metodik är en
ledstjärna även för den digitala strategin och här ser vi att Edutainment är en effektivt sätt även för det
digitala uttrycket. Projektet har tidigare rönt medial uppmärksamhet (DN, SVT, TV4, SvD, Sveriges
Radio m.fl) och här har vi märkt en markant skillnad när det kommer till intervjuer och omskrivningar.


Övriga digitala aktiviteter: Genom våra partners har redan etablerade kanaler kunna användas för digital
budskapsspridning. Därtill har kostnadsfri marknadsföring i lokala kanaler såsom Natur & Kulturs
nyhetsbrev till nästan 20 000 lärare runt om i Sverige genomförts. Andra exempel är Stiftelsen Sparks
föräldrablogg, organisationen Minds sociala medier-konton, Det syns intes sociala medier samt
Skolläkarföreningens nyhetsbrev till alla Skolläkare i Sverige som företräder ungdomar. Målgruppen har
även deltagit i utformningen av projektets nya digitala material. Exempelvis för Det syns inte - Appen har
en ungdomspanel som organiserades i samarbete med organisationen Mind gett inspel till tipsen och
rekommendationerna. Projektet har satt ihop en särskild testgrupp med ungdomar som gett feedback på en
pilotversion. Tidigare enkätundersökningen av 1 900 ungdomars vanor och hälsa har också lett till
prioriteringar av funktioner och innehåll.


Samarbetspartners
SVEA - Sveriges Elevråd
Roll: Primär projektpart med aktivt deltagande bland elevråd med bred geografisk demografisk och
representation. Elevrådsrepresentanter har medverkat i Arts & Hearts Edutainments-workshops,
fokusgruppssamtal med både analoga fysiska träffar såväl som digitala (via Zoom). SVEA med sina
elevråd har deltagit i enkäter om (visa exempel på frågor och svar) som influerat hur Arts & Hearts
utformat innehåll i sceniskt och digitalt material (podd, studiematerial, app). En viktig kanal för ungas
röster och representation in i projektet.


Mind
Roll: Samarbetet med Mind ger bas för spridning av projektets budskap och metoder till
primärmålgruppen. Mind har spridit “Det syns inte - Föräldraguiden” som togs fram under sommaren i
sina kanaler. Projektets metodutvecklare Sissela Nutley har under vid sidan av projektet varit med och
tagit fram en rapport för Minds räkning som kartlagt forskningen om psykisk ohälsa hos unga kopplat till
digitala medier. Rapporten adderar innehåll och evidens till projektets metod för kunskapsspridning samt
ger trovärdighet, kunskap och kontaktytor att fortsätta sprida budskapen om ungas psykiska mående i en
alltmer digitaliserad vardag.


Fryshuset
Roll: Sprider material. Sissela Nutley har deltagit i Fryshusets podd och fört fram Det syns inte budskap
inom Fryshusets organisation och målgrupper.


Karolinska Institutet
Roll: Aktiv dialogpart som bidrar ideellt med sin tid och ger projektet möjlighet att stämma av det
vetenskapliga materialet mot de senaste rönen på forskningsområdet.


Svenska Skolläkarföreningen | Svenska Skolläkarförbundet
Roll: Sprider material och utgör en plattform för samarbete med elevhälsan. Sissela Nutley deltar i deras
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initiativ “Nationell Kraftsamling för Psykisk Hälsa” med insikter från arbetet med Det syns inte.


Capgemini Sverige AB
Roll: Samarbete kring utveckling av Det syns inte - appen. Organisationen har även påbörjat ett intern
process för ett kunskapslyft hos unga anställda inom de ämnen som vårt projekt belyser. Bidrar in-kind
med arbetsinsatser.


Prinsparets stiftelse
Roll: Sprider vårt budskap i sina nätverk, en kanal för ungas röster.


Stiftelsen Motus Vitae
Roll:Sprider vårt budskap till sitt nätverk med skolkontakter.


Stiftelsen Make Love Great Again
Roll: Sprider vårt budskap till sitt nätverk med skolkontakter.


Kommunikativa aktiviteter
Sammanfattas till dialoger, möten, samtal och mail direkt med skolor och organisationer som företräder
ungdomar. Projektet har kommunicerat löpande via hemsida, sociala medier, annonser, inlägg avsedda för
olika delar av samhället. Generellt har det under projektperioden varit en större utmaning att digitalt nå
primärmålgruppen direkt utan projektpartners kanaler även fast vi märkt en ökning av unga följare i våra
kanaler, samt ser vi efter att ha besökt Skellefteå med vår föreställning en tillströmning av följare därifrån.
Projektet har tex ännu ingen stor följarbas bland ungdomar via de kanaler där ungdomar befinner sig,
youtube, Snapchat, TikTok m.fl. Mot bakgrund av att projektet under våren ställt om sin
huvudverksamhet ligger i planen att identifiera strategier för en starkare direktkontakt med
primärmålgruppen. Tankar om samarbete med influencers, etablerade stora konton ligger för hantering.
Planen är att i takt med att projektet etablerar sin digitala satsning mot skolor och företrädare för
ungdomar kommer antal digitala följare och direkta interaktioner med målgruppen att öka.


Målgruppens delaktighet är prioriterad för projektet. Genom aktiviteter i det fysiska rummet, workshops,
fokusgruppssamtal (fysiska och online) samt enkäter har ungdomars åsikter samlats in kring vilka
livsstilsfrågor; sociala medier, upplevd ensamhet, datorspelande och mentalt mående, vilka tagits hänsyn
till i vår metod. Baserat på detta har de budskap som föreställningen och de aktiviteter knutna till den
formats för att landa väl hos målgruppen. Fokusgrupper har främst genomförts med  SVEA, både fysiska
och online. Projektet har även fått feedback att skolor, som projektet samarbetat med, börjat använda
projektets budskap i undervisningen för förbättra både kompetens och undervisningsmetod. Likaså har
flera av de unga i ensemblen spontant blivit kontaktade av ungdomar som deltagit i våra aktiviteter och
önskat fortsätta dialogen och dela med sig av sina tankar om identitet, normer och deras mentala mående.
Det stärker metodens bärkraft och fortsatta relevans.


Pandemin har minst sagt satt käppar i hjulet för projektets etablering som aktör inom live-events och
live-Edutainment-aktiviteter, där vi tidigare mött en stor efterfrågan. Projektets ursprungliga huvudsakliga
verksamhet har tvingas sättas på paus, vilket givetvis haft verkan på etableringstakten. Däremot har
projektet ökat sina chanser för överlevnad på den digitala arenan och allteftersom en hållbar etablering
sker på området tror vi även att efterfrågan på live-aktiviteterna kan öka. Verksamheten som digital aktör
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tror vi egentligen kan skapa ännu bättre förutsättningar för överlevnad när det kommer till att projektets
budskap och metod kan fortsätta leva och verka efter det att projekt avslutas som just detta projekt. Dels
genom att det digitala materialet är konstant tillgängligt och kan nå ut demografiskt och geografiskt
bredare, dels genom att vi nu upparbetar en evidensbaserad plattform för moderna lösningar för ungas
ökade mentala hälsa. Denna plattform har möjligheter att etablera både intressanta samarbetsformer som
kan ha positiv samhällseffekt såväl som chans för fortsatt finansiering. I detta ser vi möjligheter till
utökade anslag såväl som tjänsteerbjudanden som kommuner, regioner, skolor och allmänhet kan vara
beredda att betala för. Projektets har en bred bas genom de redan pågående samarbeten med
partnerorganisationer såsom SVEA, Mind, Prinsparets Stiftelse, Fryshuset, SVR m.fl., vilka vi önskar
utveckla vidare. Genom löpande lanseringar av digitala lösningar skapas trafik och efterfrågan för det som
Det syns inte erbjuder vilket stärker överlevnaden.


I och med den coronarelaterade verksamhetsförändringen har flera av våra aktiviteter varit publikt
kommunicerande till sin natur såsom exempelvis podden.


Maillistor: Vi har en maillista med personer som stöttat Arts & Hearts tidigare genom att komma på
någon av våra föreställningar och de får även ta del av de mailutskick vi gör för att informera om
projektet. Våra medlemmar får även ta del av vår verksamhetsberättelse via mail. Utöver det har vi även
ett nyhetsbrev som framförallt våra skolkontakter tar del av och som går att anmäla sig till via vår
hemsida.


Sociala medier: Vi har en hög aktivitet på sociala medier (Facebook, Instagram och LinkedIn) där våra
följare får ta del av de löpande aktiviteterna som projektet har såsom musikalrepetitioner, eller statistik
om psykisk ohälsa, tips på verktyg att hantera problem osv. Vi gjorde även en Julkalender med dagliga
råd kring vårt egna mentala mående. Vi har också producerat kortare videos med frågor från barn och
unga som vi kallar “Fråga Experten” med korta förklaringar om hjärnan och vårt mående som publiceras i
våra sociala mediekanaler.


Medialt: Projektet har utöver den tidigare stora genomslagskraften i olika medier (Nyhetsmorgon, Malou
efter Tio, SR P4, SVT) fortsatt att generera intresse via olika större poddar (bland annat
Framgångspodden), genom att lyftas i olika publikationer (artiklar i DN, Mind och Gothias tidsskrifter
och böcker såsom Värsta bästa hälsan (Bonnier, 2020). Sissela har också deltagit i Fryshusets podd Mitt
uppkopplade liv tillsammans med ungdomar och svarat på frågor om sociala medier, datorspelande och
kopplingen till ens mentala mående.


Hemsida: Via hemsidan hittar man information både om spelschema, workshops, samt material för att
arbeta med frågorna på distans (videofilmer, lärarhandledning och även direkt till ungdomar genom det
digitala materialet) samt länkar till podd, appen och andra resurser.


Nätverkande: Det syns inte har varit representerade vid runda bordet samtal om frågorna kring psykisk
ohälsa kopplat till ungas användande av digitala medier med aktörer från Skolverket, BRIS, Mind, Statens
medieråd, Internetstiftelsen, Dataspelsakuten, Porrfri Barndom, Time well spent-rörelsen, polisen samt
aktörer från näringslivet med flera.
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Förändringar utifrån Corona
Coroapandemin innebär att Det syns inte fått göra betydande uppdateringar i projektplanen för år 3 i
relation till det som presenterades i projektets ansökan och tilläggsansökan. Huvuddelen av den tidigare
planerade verksamheten år 2 och 3 skulle ske i det fysiska rummet, vilket omöjliggjorts under våren och
hösten 2020. Pandemin har medfört att projektet nådde enbart 4 600 personer jämfört med de målsatta 12
600 personer för perioden. 5 föreställningar och ett tiotal Edutainment-föreläsningar genomfördes under
projektperioden. Hade pandemin inte inträffat uppskattas projektet ha kunnat genomföra ytterligare 11
planerade föreställningar  med integrerad föreläsning och ca 15-20 Edutainment-föreläsningar och
Workshops. Dessa aktiviteter hade medfört att projektet hade nått 17 100 personer i det fysiska rummet.
Målsatt enligt planen var att genomföra 14 föreställningar och 28 workshops under projektår 2. Från
projektår 1 lärde vi oss att många skolor önskar integrera workshop-delen i föreställningen vilket var
planerat även för denna projektperiod varför antalet Workshops hade blivit något lägre än planerat.
Intäktsmässigt har projektet därför landat på ca 150 000 kr lägre intäkter än plan vilket indikerar att
Coronapandemin medfört ett rejält hack i det upparbetade maskineriet.  Intäkterna är ursprungligen
baserade på subventionerade biljett- och gageintäkter. Intäktsdifferensen kommenteras mer utförligt i den
ekonomiska redogörelsen men tydligt är att projektet därför behöver utveckla en annan “affärsmodell” för
intäkter men framförallt förändra verksamheten för att säkerställa effekten av projektet. Vi väljer att
fokusera på devisen att “det inte finns något ont som inte har något gott med sig”. En stor fördel med
denna verksamhetsomställning är att den riktning som nu ligger ger möjligheter för en mer omfattande
spridning och implementering av projektets syfte och metod som har möjlighet att bli än mer bestående
genom skapande av varaktigt digitalt material. Med en tidigareläggning av denna produktion ger
möjlighet för tydligare etablering och upparbetning av samarbeten kring det digitala materialet. Planen är
att intäkten säkras genom subventionerade avgifter för det material projektet erbjuder till skolor och andra
representanter för målgruppen. Psykiska besvär har tyvärr heller inte minskat under pandemin, snarare
tvärtom enligt Folkhälsomyndigheten , vilket innebär ett ännu större behov av att arbeta förebyggande för1


att förbättra motståndskraft och mentalt välmående bland unga. Principerna för detta arbete presenteras
under Projektplan år 3.


1 Folkhälsomyndigheten, Påverkar covid-19-pandemin befolkningens psykiska hälsa?, 20 augusti 2020
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1. Definitions


“Attachments” means attachments to the Main Document provided by the Author or Signatories.


“Author” means the person(s) that configure the Workflow Settings.


“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.


“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.


“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.


“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.


“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 


“Evidence Package” means the Evidence Material sealed with a digital signature.


“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.


“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.


“Initiator” means the person that initiates Workflow Execution.


“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.


“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.


“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.


“Party” or “Parties” means persons participating in the Workflow Execution.


“Role” means the Role of a Party during a Workflow Session.


“Scrive API” means the application programming interface of Scrive eSign.


“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.


“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.


“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.


“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.


“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.


“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.


“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.


“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.


“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.


“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.


“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.


2. Purpose 


The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.


3. Design the workflow (Author)


Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.


3.1 Add Parties


3.1.1 Simple Workflow Session


Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.


3.1.2 Mass-signing Workflow Session


To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.


3.1.3 Invitation order


Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.


3.1.4 Role


Define if the Party should be Signatory or Viewer.


3.1.5 Invitation method


Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.


			Email


			An email invitation is sent including a link to the Sign View.





			SMS


			An SMS is sent including a link to the Sign View.





			Email and SMS


			Both email and SMS delivery as described above.





			In-person


			No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.





			API


			No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.








3.1.6 Authentication to view


Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.


3.1.7 Authentication to sign


Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.


3.1.8 Confirmation method


Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.


3.2 Place fields


3.2.1 Main Document upload


Upload the Main Document. Only PDFs are accepted for upload. 


3.2.2 Main Document removal


Remove the Main Document.


3.2.3 Text field


Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.


3.2.4 Checkbox


Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.


3.2.5 Signature box


Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.


3.2.5 Radio buttons


Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.


3.3 Other settings


3.3.1 Add Attachment


The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.


3.3.2 Request Attachment


The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.


3.3.3 Main Document name


Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.


3.3.4 Workflow Session language


Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.


3.3.5 Due date


Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.


3.3.6 Automatic reminder


Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.


3.3.7 Personal invitation message


Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.


3.3.8 Personal confirmation message


Write a personal message that the Parties will receive via email when the document has been signed.


3.3.9 Edit Sign View UI


Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.


3.4 Save as template workflow


The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).


3.5 Settings available via API only


3.5.1 Set highlighting


It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 


3.5.2 Field editable by Signatory


It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.


4. Initiate the workflow (Initiator)


A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:


			start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or


			start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or


			start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.





4.1 Initiate Workflow Execution from Design View


After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.


			Initiator role


			Sign order


			Instruction in modal





			Signatory


			Sign first


			Prompts to sign first before inviting others





			Signatory


			Sign second or later


			Prompts to invite others





			Viewer


			-


			Prompts to invite others








4.2 Initiate Workflow Execution from Template Workflow


Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.


4.2.1 List of Template Workflows


By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.


4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution


By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.


			Author/Not Author


			Locked from editing


			In-person delivery


			Options for next step





			Author


			Yes/No


			Yes


			Option to a) edit Workflow Settings or b) initiate signing on the device directly.





			Author


			Yes/No


			No


			Option to a) edit Workflow Settings or b) send for signature directly.





			Not Author


			Yes


			Yes


			Option to initiate signing on the device directly.





			Not Author


			No


			Yes


			Option to a) edit Workflow Settings or b) initiate signing on the device directly.





			Not Author


			Yes


			No


			Option to send for signature directly.








5. Administer the Workflow Execution (User)


The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.


5.1 Progress history


The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.


			Progress status


			Explanation





			Initiated signing


			The Initiator initiated the signing process.





			Email sent


			The invitation to access Sign View was sent via email.





			SMS sent


			The invitation to access Sign View was sent via SMS.





			Undelivered


			The external email or SMS system has reported that it could not deliver the email or SMS.





			Delivered


			The external email or SMS system has reported that it has delivered the email or SMS.





			Email opened 


			The external email system has reported that the email has been opened.





			Accessed view to authenticate


			The party opened the view to verify their identity before viewing the document.





			Authentication success


			The Party verified their identity with [AUTHENTICATION METHOD] to access the document.





			Reviewed online


			Opened the document online.





			Signed


			The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.





			Rejected


			The button to reject signing was clicked in the final rejection section.





			Timed-out


			The due date for signing as set in the Workflow Settings passed and the document can’t be signed.





			Due date prolonged


			The Initiator prolonged the signing due date.





			Process cancelled


			The Initiator cancelled the signing process, the document can no longer be signed.





			Process edited


			The Workflow Process was edited in the Design View.





			Sealed


			Scrive eSign sealed the final PDF with a digital signature.





			Extended


			Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.








5.2 Withdraw invitation


To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.


5.3 Extend due date


If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.


5.4 Restart document


If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.


5.5 Start signing


If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.


5.6 Download document


If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.


5.7 Send reminder


To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.


5.8 Send document again


To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.


5.9 Change of authentication to view and authentication to sign methods


As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.


5.10 Bounce management


If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.


5.11 Review Attachments


Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.


5.12 Review evidence attachments


Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.


6. Follow the workflow (Party)


Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.


6.1 Overview of Workflow Execution


Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.


			Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 


			If set by the Author, the Signatory is asked to authenticate before they can proceed.


			Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.


			When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 


			Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;





			If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or


			If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or


			If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or


			If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.





			Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.





The following sections are more detailed descriptions of the features enabling the workflow in the summary above.


6.2 Accessing the Sign View


This is the workflow guiding the Parties to access the Sign Material in the Sign View.


6.2.1 Invitation message


Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.


6.2.2 List of Initiated Workflows


Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.


6.3 Authenticate to view


This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.


6.3.1 Authentication to view


The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.


6.4 Reviewing the Sign Material


This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.


6.4.1 Contact information


In the header the Initiators name and mobile (if available) is displayed for contact purposes.


6.4.2 Branded header


Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.


6.4.3 Other branded Sign View components


Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.


6.4.4 Signing header


This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.


6.4.5 Review instruction


Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.


6.4.6 Mandatory/optional explanation


Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.


6.4.7 Download PDF


Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.


6.4.8 Document display


PNGs of the Main Document are displayed in up to 1040 px width.


6.4.9 Guiding arrow


The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.


6.4.10 Text fields


There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.


6.4.11 Checkboxes


There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.


6.4.12 Radio buttons


There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.


6.4.13 Signature box


If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.


6.4.14 About you section


If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.


6.4.15 Attachments section


For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.


6.4.16 Requested attachments section


This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.


6.4.17 Signatories section


This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.


6.4.18 Reject or sign section


This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.


6.5 Rejecting to sign the Sign Material


This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.


6.5.1 Reject button


At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.


6.5.2 Rejection section


If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.


6.5.3 Rejection confirmation page


After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.


6.6 Signing the Sign Material


The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.


6.6.1 Signature Drawing Modal


After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 


6.6.2 PIN by SMS authentication and Signature Confirmation Section


If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.


6.6.3 Swedish BankID authentication and Signature Confirmation Section


If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 


6.6.4 Signature Confirmation Section


If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.


6.7 Receiving the confirmation after signing


This is the workflow guiding the Signatory after they have signed the Sign Material.


6.7.1 Signature Registration Section


After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.


6.7.2 Signature confirmation page


After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:


			a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.


			the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.


			the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.





6.7.3 Signature confirmation message


If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.


7. Evidence collection


During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.


7.1 Collecting missing Sign Material


At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:


			The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.


			The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 


			When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.





7.2 Producing the Transaction Logs


Scrive eSign executes the following activities to produce the Transaction Logs:


			Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution


			Record screenshots of the confirmation after the Signatories have signed through Scrive eSign


			Record system information of the Signatories’ client system


			Record system time of the Signatories’ activities in Scrive eSign





This section will explain the different procedures for recording the Transaction Logs as listed above.


7.2.1 Recording Signatories’ activities in Scrive eSign


Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.


			Sample event (as printed in the Evidence Log)


			Event explanation





			Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.


			See section 8.1.11.





			Scrive eSign sealed the final PDF with a digital signature.


			See section 8.1.10 and 8.1.12.





			Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.


			See sections 8.1.1 – 8.1.9 





			The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]



Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]


			See section 6.3.1.





			Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).


			See section 3.3.6.





			The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.


			See sections 5.2.





			The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].


			See section 5.9.





			The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].


			See section 5.10.





			The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  


			See section 5.10.





			Scrive eSign locked the document from further modifications by the parties.


			See section 7.1 step 3.





			The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.


			See sections 3.3.1 and 6.4.15.


[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".





			The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).


			See sections 3.3.2 and 6.4.16.





			Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.


			Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.





			Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.


			See sections 3.1.4 and 5.1.





			Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.


			See sections 3.1.4 and 5.1.





			Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>


			See sections 3.1.4, 3.3.7 and 5.1.





			Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.


			See section 5.1.





			Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.


			See section 5.1.





			Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.


			See section 5.1.





			The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.


			See section 4.





			The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.


			See section 5.3.





			The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>


			See section 6.5.2.





			Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>


			See sections 9.1.4 and 5.7.





			Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.


			In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.





			The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.


			See section 5.4.





			The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.


			See section 6.6.2.





			An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.


			See section 6.6.2.





			The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>


			See sections 3.3.2 and 6.4.16.





			The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.


			See sections 3.3.2 and 6.4.16.


[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".





			The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 


document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].


			See section 6.6.2.





			The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 



The text signed in the [AUTHENTICATION METHOD] client was:



$signed_text$


Data returned from the  [AUTHENTICATION METHOD]:


  


Name: [NAMED RETURNED]


ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]


Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]


			See section 6.6.3.





			The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.


			See section 6.7.1.





			The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.


			See section 3.3.5.





			The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 


Page     X           Y


1            0.123   0.420


			See sections 3.2.4 and 6.4.10.





			The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:


Page     X           Y


1            0.123   0.128


1            0.123   0.142


			See sections 3.2.5 and 6.4.12.





			The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:


Page     X           Y


1            0.123   0.420


			See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.





			The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 


Page     X           Y


1            0.123   0.420


			See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).





			The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.


			See section 6.3.1.





			The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.


			See section 6.2.1.





			Highlighting was added to page 3 while [NAME OF PERSON] was viewing.


			See sections 3.5.1 and 6.4.4. 





			Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.


			See sections 3.5.1 and 6.4.4. 








7.2.2 Generating images of the confirmation after Signatories signed


To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.


The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.


7.2.3 Recording Signatories’ system information


Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:


			IP address





7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity


At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  


			The time of Scrive eSign servers at the time of the Signatories’ activity 


			The time of the latest Clock Error Sample


			The clock error at the latest Clock Error Sample





7.3 Recording clock error


The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.


More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.


8. Evidence Package generation


8.1 Preparing the Evidence Package


Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:


			Prepare the Final PDF.


			Append the Verification Page as an additional page to the Final PDF.


			Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.


			Append the Evidence Quality Framework as an attachment inside the Final PDF.


			Append the Service Description as an attachment inside the Final PDF.


			Append the Evidence Log as an attachment inside the Final PDF.


			Append the Evidence of Time as an attachment inside the Final PDF.


			Append the Evidence of Intent as an attachment inside the Final PDF.


			Append the Digital Signature Documentation as an attachment inside the Final PDF.





Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:


			Seal the material in steps 1-9 with a digital signature.


			Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).





A detailed description of the steps 1-11 follows below.


8.1.1 Prepare a Final PDF (step 1)


The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.


8.1.2 Append the Verification Page (step 2)


The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:


			Transaction ID intended for support purposes.


			Information about the Main Document including name, number of pages and by whom it was submitted.


			Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.


			Information about the Initiator and each Signatory. 


			Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.


			A Scrive seal.





At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:


			The nature of the document (an Evidence Package issued by Scrive).


			That additional documentation about the Evidence Package can be found in the Attachments.


			Where to verify the integrity of the document (https://www.scrive.com/verify).





The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.


8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)


The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 


8.1.4 Append the Evidence Quality Framework (step 4)


The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.


8.1.5 Append the Service Description (step 5)


The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:


			A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.


			While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 


			Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 





The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.


8.1.6 Append the Evidence Log (step 6)


The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.


The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 


8.1.7 Append the Evidence of Time (step 7)


The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.


The purpose of the Evidence of Time is to explain how Scrive eSign measures time and


provide a mathematical algorithm by which it is possible to calculate the probability of


the error of the time stamps recorded by Scrive eSign.


8.1.8 Append the Evidence of Intent (step 8)


The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.


The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.


8.1.9 Append the Digital Signature Documentation (step 9)


The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.


The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:


			Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.


			If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.


			Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.





8.1.10 Append the Digital Signature (step 10)


When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).


The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.


8.1.11 Append the Keyless Digital Signature (step 11)


Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.


The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.


8.1.12 PAdES digital signature (optional to Steps 10 and 11)


The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 


			A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 


			An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 


			A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 





9. Document administration


Scrive eSign has a basic document management system. This system is described in this section.


9.1 Document list


9.1.1 List view


Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).


9.1.2 Learn more and manage workflow


By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.


9.1.3 Mass-withdraw invitations


To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.


9.1.4 Send mass-reminder


To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.


9.1.5 Delete


To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.


9.1.6 Filter and search


Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.


9.1.7 Download all documents


Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.


9.1.8 Download metadata as CSV


By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.


9.2 Template Workflow editing list


9.2.1 List view


Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.


9.2.2 Filter and search


Search the list of Template Workflows with free text search.


9.2.3 Delete


To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.


9.2.4 Share


To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.


9.3 Trash list


9.3.1 List view


Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.


9.3.2 Filter and search


Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.


9.3.3 Restore


To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.


9.4 Auto-deletion of documents and personal data


This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.


10. Account administration


10.1 Organisation administration


Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.


10.1.1 Organisation details


In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.


10.1.2 White-label branding


There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 


10.2 User administration


10.2.1 User privileges


There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.


			Privilege


			Explanation





			Edit company details


			Can edit the details of the organisation’s Scrive eSign account.





			Add user


			Can add users to the organisation’s Scrive eSign account.





			Remove user


			Can remove users from the organisation’s Scrive eSign account.





			White-label branding


			Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.





			Access all documents


			Can access all documents of all Users in the organisation’s Scrive account.





			Manage all documents


			Can manage all documents of all Users in the organisation’s Scrive account.








10.2.2 User management


In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.
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1. Purpose


The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 


2. Overview


2.1 Digital Signatures


Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.


Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.


2.2 Cryptographic Hash Functions


There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.


These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.


In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.


2.3 Key-based digital signatures


In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.


Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.


2.4 Keyless digital signatures for durability


Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.


An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.


Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:
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By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.


Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.


The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.


2.5 Verifiable timestamps using keyless signatures


The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.


The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)
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Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).


(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)


The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.


3. How to Verify the Evidence Package


The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.


3.1 Extracting the Signature


The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.


A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.


More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.


The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.


3.2 Parsing the Signature


The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.


The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].


A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.


The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:


                          TimeSignature ::= SEQUENCE {


                            location HashChain,


                            history HashChain,


                            publishedData PublishedData,


                            pkSignature [0] SignatureInfo OPTIONAL,


                            pubReference [1] SET OF OCTET STRING OPTIONAL


                          }


                          PublishedData ::= SEQUENCE {


                            publicationIdentifier INTEGER,


                            publicationImprint DataImprint


                          }


Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.


The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).


The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).


3.3 Checking the Document


To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.


The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.


3.4 Checking the Signature


To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.


The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.


The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].


For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:


			compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;


			if the direction indicator (the second byte) in the record is 0:


			compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);


			if the direction indicator (the second byte) in the record is 1:


			compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);


			if the direction indicator (the second byte) is something else:


			abort with an error "invalid signature";


			the value of y is the input for the next step.





Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.


3.5 Checking the Publication


To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.


The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).


The PublishedData structure is formatted into human-comparable form as follows:


			the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;


			a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;


			the result of the previous step is encoded in base 32 [BASE, section 6];


			the result of the previous step may be broken into groups of 6 or 8 characters by dashes.





The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).


3.6 Conclusion


Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.


The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).


4. Hash Functions


The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.


			Algorithm Name


			Guardtime ID


			Hash Value Size


			Algorithm Specification





			SHA-1


			0


			20


			SHA, section 6.1





			SHA-224


			3


			28


			SHA, section 6.3





			SHA-256


			1


			32


			SHA, section 6.2





			SHA-384


			4


			48


			SHA, section 6.5





			SHA-512


			5


			64


			SHA, section 6.4





			RIPEMD-160


			2


			20


			RIPE, section 7








5. Extracting the Signing Time


The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:


			set h to 0 and p to the value of the publicationIdentifier field;


			for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:





			if p is 0: abort with an error "invalid signature";


			set x to the highest power of 2 that does not exceed p;


			if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;


			if the direction indicator (the second byte) in the record is 1: set p to x-1;


			if the direction indicator (the second byte) is something else: abort with an error "invalid signature";





			if p is not 0: abort with an error "invalid signature";





The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.


6. Extending the TimeSignature


For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.


The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.


The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.


The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).


More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.


[image: 3bis.png]





For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).


To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:


			The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);


			The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);


			The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);


			The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;


			The TimeSignature structure (section Parsing the Signature) has to be updated with new values:





			The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;


			The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;


			The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.





Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.


The header consists of 12 fields totaling 65 bytes:


			8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');


			4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;


			4-byte integer: version number; must be 0x00000001 (in file byte order);


			8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;


			8-byte integer: file creation time as POSIX time;


			8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;


			4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;


			4-byte integer: calendar record length; the length of each record in the calendar node section of the file;


			1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);


			1 byte: flags; must be 0x01;


			14 bytes: reserved for future; all bytes must be 0x00;


			1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.





The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:


			4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);


			8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;


			1 byte: the 1-byte hash algorithm code for the hash function used in this node;


			variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).





Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.


The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:


			4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;


			variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);


			1 byte: CRC8 checksum of all preceding bytes in the record.





Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.


The last record in the file is the cryptographic checksum of the whole file:


			4-byte integer: fixed value 0xffffffff;


			variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);


			1 byte: CRC8 checksum of all preceding bytes in the record.





The calendar database files are named following the pattern


    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin


where the fields have the following meaning:


			filename prefix, always hashdb;


			POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);


			year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;


			hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;


			filename suffix, always bin.
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1. Purpose


The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 


2. Evidence Log Components


This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:


			What occurred


			Who initiated the event


			The time of the event


			The clock error of the time of the event


			The time at which the latest Clock Error Sample was collected





Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.


			Time			CES			IP address and User-Agent			Event


			2021-06-27 18:39:46.944515 UTC ±11 ms			2021-06-27 18:19:47.370991 UTC			
      83.185.32.2
      
        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.36
      
    			
      
        The initiator Elias Nyberg (EN) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_SV, c) set the signing due date to 2021-06-30 21:59:59 UTC, d) set the time zone to Europe/Stockholm and e) initiated the signing workflow.
      

    


			2021-06-27 18:39:46.944515 UTC ±11 ms			2021-06-27 18:19:47.370991 UTC			
      
      
        
      
    			
      
        Scrive eSign sent an invitation to sign the document via email (anni@artsandhearts.se) to Anni Grosse (AG). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 
The invitation contained the following message: 
 Tjena! Här kommer en verksamhetsberättelse där jag hoppas på eder signatur   :)
      

    


			2021-06-27 18:39:46.944515 UTC ±11 ms			2021-06-27 18:19:47.370991 UTC			
      
      
        
      
    			
      
        Scrive eSign sent an invitation to sign the document via email (annika.neckman@gmail.com) to Annika Neckman (AN). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 
The invitation contained the following message: 
 Tjena! Här kommer en verksamhetsberättelse där jag hoppas på eder signatur   :)
      

    


			2021-06-27 18:39:50.826322 UTC ±11 ms			2021-06-27 18:19:47.370991 UTC			
      83.185.32.2
      
        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.36
      
    			
      
        The party Elias Nyberg (EN) opened the document in Scrive eSign’s online interface to sign documents.
      

    


			2021-06-27 18:39:51.700375 UTC ±11 ms			2021-06-27 18:19:47.370991 UTC			
      
      
        
      
    			
      
        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Elias Nyberg (EN) was delivered.
      

    


			2021-06-27 18:39:57.7319 UTC ±11 ms			2021-06-27 18:19:47.370991 UTC			
      
      
        
      
    			
      
        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Anni Grosse (AG) was delivered.
      

    


			2021-06-27 18:39:57.747166 UTC ±11 ms			2021-06-27 18:19:47.370991 UTC			
      
      
        
      
    			
      
        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Annika Neckman (AN) was delivered.
      

    


			2021-06-27 18:40:23.178852 UTC ±11 ms			2021-06-27 18:19:47.370991 UTC			
      83.185.32.2
      
        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.36
      
    			
      
        The signatory Elias Nyberg (EN) signed in the signature box “signature 3”.
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			2021-06-27 18:40:23.178852 UTC ±11 ms			2021-06-27 18:19:47.370991 UTC			
      83.185.32.2
      
        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.36
      
    			
      
        The signatory Elias Nyberg (EN) signed the document.
      

    


			2021-06-27 19:16:01.831184 UTC ±29 ms			2021-06-27 18:19:47.370991 UTC			
      
      
        
      
    			
      
        Scrive eSign’s external email delivery system reported that the invitation sent to anni@artsandhearts.se was opened.
      

    


			2021-06-28 09:30:07.20222 UTC ±5 ms			2021-06-28 09:20:20.750075 UTC			
      188.149.159.111
      
        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.36
      
    			
      
        The party Anni Grosse (AG) opened the document in Scrive eSign’s online interface to sign documents.
      

    


			2021-06-28 09:30:16.651403 UTC ±5 ms			2021-06-28 09:20:20.750075 UTC			
      
      
        
      
    			
      
        Scrive eSign’s external email delivery system reported that the invitation sent to anni@artsandhearts.se was opened.
      

    


			2021-06-28 09:32:25.932136 UTC ±6 ms			2021-06-28 09:20:20.750075 UTC			
      188.149.159.111
      
        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.36
      
    			
      
        The signatory Anni Grosse (AG) signed in the signature box “signature 2”.
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			2021-06-28 09:32:25.932136 UTC ±6 ms			2021-06-28 09:20:20.750075 UTC			
      188.149.159.111
      
        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.36
      
    			
      
        The signatory Anni Grosse (AG) signed the document.
      

    


			2021-06-28 21:00:13.837608 UTC ±21 ms			2021-06-28 20:20:46.86141 UTC			
      217.209.196.213
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.101 Safari/537.36
      
    			
      
        The party Annika Neckman (AN) opened the document in Scrive eSign’s online interface to sign documents.
      

    


			2021-06-28 21:00:19.654439 UTC ±21 ms			2021-06-28 20:20:46.86141 UTC			
      
      
        
      
    			
      
        Scrive eSign’s external email delivery system reported that the invitation sent to annika.neckman@gmail.com was opened.
      

    


			2021-06-28 21:09:13.34874 UTC ±26 ms			2021-06-28 20:20:46.86141 UTC			
      217.209.196.213
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.101 Safari/537.36
      
    			
      
        The signatory Annika Neckman (AN) signed in the signature box “signature 1”.
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			2021-06-28 21:09:13.34874 UTC ±26 ms			2021-06-28 20:20:46.86141 UTC			
      217.209.196.213
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.101 Safari/537.36
      
    			
      
        The signatory Annika Neckman (AN) signed the document.
      

    


			2021-06-28 21:09:13.34874 UTC ±26 ms			2021-06-28 20:20:46.86141 UTC			
      
      
        
      
    			
      
        Scrive eSign locked the document from further modifications by the parties.
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1. Purpose


The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.


2. Time measurement process


This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.


2.1 The hypervisor


Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.


2.2 Time synchronisation


Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.


3. Configuration of hardware and services


This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.


3.1 Boot Time


The guest virtual machine behavior for the database server is as follows:


			On boot the virtual machine guest clock is set from the VM host


			ntp-date is run once from an init script


			ntpd is then run from another init script, which runs continuously





The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.


3.2 NTP Configuration


Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:


			ntp1.sth.netnod.se


			ntp2.sth.netnod.se


			ntp1.gbg.netnod.se


			ntp2.gbg.netnod.se


			ntp1.mmo.netnod.se


			ntp2.mmo.netnod.se





3.3 Monitoring


Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.


3.4 Time scale


The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.


4. Calculation of the probability of the clock error


This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.


4.1 Clock error samples


Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.


4.2 Clock error algorithm


The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.


			Let [image: 1.png]


 be a set of the clock error samples (in seconds). Let [image: 2.png]


, [image: 3.png]


.


			Let [image: 4.png]


 be the random variable representing the clock error with parameters estimated using data set [image: CodeCogsEqn.png]


.


			Let [image: 7.png]
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 be the the empirical distribution function.


			Let [image: 9.png]


 be the size of discretized value space, [image: 10.png]


. Let [image: 11.png]


 be the discretized value space, [image: 12.png]


 be the set of data points representing empirical distribution function, [image: 13.png]


 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.


			Plot the data in [image: 14.png]


 and [image: 15.png]


 to assess the accuracy of the estimation.


			[image: 16.png]


 is the estimated probability that the clock error is smaller than [image: 17.png]


 seconds.





4.3 Clock error samples and evidence of normal distribution


The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.
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4.4 Input parameters


Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:


			mean: 0.73 ms


			standard deviation: 1.71 ms





4.5 Probability of the clock error


By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:


			|e| < 2.5 ms: ≈81.996%


			|e| < 5 ms: ≈99.332%


			|e| < 10 ms: ≈100.000%





5. Clock Error Samples


The following are the clock error samples collected between 2021-05-18 04:37:10.968357 UTC and 2021-06-28 20:20:46.86141 UTC:


			Time collected			Clock offset


			2021-05-18 04:37:10.968357			1.0 ms


			2021-05-18 05:37:13.960926			3.6 ms


			2021-05-18 06:37:15.965055			2.8 ms


			2021-05-18 07:37:18.071759			1.8 ms


			2021-05-18 08:37:21.473635			2.4 ms


			2021-05-18 09:37:23.478339			3.0 ms


			2021-05-18 10:37:26.582174			-0.1 ms


			2021-05-18 11:37:29.011576			1.4 ms


			2021-05-18 12:37:30.956295			-1.8 ms


			2021-05-18 13:37:34.147162			0.6 ms


			2021-05-18 14:37:36.542661			3.3 ms


			2021-05-18 15:37:38.24881			2.6 ms


			2021-05-18 16:37:41.016544			1.1 ms


			2021-05-18 17:37:43.779459			-1.4 ms


			2021-05-18 18:37:46.599679			-1.4 ms


			2021-05-18 19:37:49.46247			-0.2 ms


			2021-05-18 20:37:51.623302			0.6 ms


			2021-05-18 21:37:53.44836			0.0 ms


			2021-05-18 22:37:55.864436			-0.6 ms


			2021-05-18 23:37:58.343241			-2.3 ms


			2021-05-19 00:38:01.129215			1.9 ms


			2021-05-19 01:38:02.976244			0.0 ms


			2021-05-19 02:38:05.042435			0.1 ms


			2021-05-19 03:38:08.235783			-1.2 ms


			2021-05-19 04:38:09.695268			0.2 ms


			2021-05-19 05:38:13.419965			-0.2 ms


			2021-05-19 06:38:15.619736			1.4 ms


			2021-05-19 07:38:19.144534			1.7 ms


			2021-05-19 08:38:21.224935			-0.5 ms


			2021-05-19 09:38:23.197895			2.4 ms


			2021-05-19 10:38:25.931234			0.5 ms


			2021-05-19 11:38:27.997295			2.7 ms


			2021-05-19 12:38:30.088809			-1.3 ms


			2021-05-19 13:38:32.519934			-3.7 ms


			2021-05-19 14:38:35.071906			2.1 ms


			2021-05-19 15:38:36.747334			0.6 ms


			2021-05-19 16:38:39.604701			1.3 ms


			2021-05-19 17:38:42.131502			1.4 ms


			2021-05-19 18:38:44.567232			0.8 ms


			2021-05-19 19:38:46.25974			2.4 ms


			2021-05-19 20:38:49.381015			3.5 ms


			2021-05-19 21:38:51.910962			2.2 ms


			2021-05-19 22:38:53.498123			0.5 ms


			2021-05-19 23:38:56.048663			-2.7 ms


			2021-05-20 00:38:57.821133			-2.7 ms


			2021-05-20 01:39:01.460313			-1.0 ms


			2021-05-20 02:39:03.871135			-1.8 ms


			2021-05-20 03:39:08.488872			3.6 ms


			2021-05-20 04:39:10.349077			3.8 ms


			2021-05-20 05:39:13.19822			0.8 ms


			2021-05-20 06:39:16.474471			2.5 ms


			2021-05-20 07:39:19.267736			4.3 ms


			2021-05-20 08:39:21.049124			0.4 ms


			2021-05-20 09:39:22.794838			1.0 ms


			2021-05-20 10:39:25.882961			0.6 ms


			2021-05-20 11:39:27.569981			0.0 ms


			2021-05-20 12:39:30.445038			-0.3 ms


			2021-05-20 13:39:32.528687			1.9 ms


			2021-05-20 14:39:34.357418			0.6 ms


			2021-05-20 15:39:36.701448			3.1 ms


			2021-05-20 16:39:39.080358			0.2 ms


			2021-05-20 17:39:42.193505			2.7 ms


			2021-05-20 18:39:45.166718			1.3 ms


			2021-05-20 19:39:47.445637			0.4 ms


			2021-05-20 20:39:49.586221			3.9 ms


			2021-05-20 21:39:53.068309			2.6 ms


			2021-05-20 22:39:55.755584			-0.4 ms


			2021-05-20 23:39:57.72871			-1.6 ms


			2021-05-21 00:40:00.390856			-0.6 ms


			2021-05-21 01:40:02.866298			-1.4 ms


			2021-05-21 02:40:04.34932			-0.6 ms


			2021-05-21 03:40:06.413567			2.4 ms


			2021-05-21 04:40:08.258323			-0.1 ms


			2021-05-21 05:40:10.289623			0.0 ms


			2021-05-21 06:40:13.005742			0.1 ms


			2021-05-21 07:40:14.714373			0.1 ms


			2021-05-21 08:40:18.257919			2.7 ms


			2021-05-21 09:40:20.087586			1.5 ms


			2021-05-21 10:40:22.464251			-0.2 ms


			2021-05-21 11:40:25.331019			-1.9 ms


			2021-05-21 12:40:27.639029			-3.6 ms


			2021-05-21 13:40:30.228494			-0.4 ms


			2021-05-21 14:40:32.31038			0.1 ms


			2021-05-21 15:40:33.952763			2.5 ms


			2021-05-21 16:40:37.112634			0.9 ms


			2021-05-21 17:40:40.332779			1.1 ms


			2021-05-21 18:40:42.719944			-1.8 ms


			2021-05-21 19:40:44.63812			2.8 ms


			2021-05-21 20:41:02.747312			1.3 ms


			2021-05-21 21:41:15.507165			2.1 ms


			2021-05-21 22:41:43.474556			2.3 ms


			2021-05-21 23:42:45.529728			-0.3 ms


			2021-05-22 00:42:47.47037			-1.5 ms


			2021-05-22 01:42:49.782661			-2.8 ms


			2021-05-22 02:42:52.20029			0.7 ms


			2021-05-22 03:42:55.641886			-0.9 ms


			2021-05-22 04:42:57.745787			0.9 ms


			2021-05-22 05:42:59.648406			-1.2 ms


			2021-05-22 06:43:02.515517			-0.3 ms


			2021-05-22 07:43:04.676517			0.3 ms


			2021-05-22 08:43:08.671607			3.7 ms


			2021-05-22 09:43:10.65495			0.9 ms


			2021-05-22 10:43:12.590747			-1.2 ms


			2021-05-22 11:43:15.136681			2.0 ms


			2021-05-22 12:43:17.874068			2.8 ms


			2021-05-22 13:43:19.518527			0.5 ms


			2021-05-22 14:43:21.993421			1.7 ms


			2021-05-22 15:43:24.997696			0.2 ms


			2021-05-22 16:43:27.687211			2.3 ms


			2021-05-22 17:43:30.997025			-0.9 ms


			2021-05-22 18:43:32.87036			1.9 ms


			2021-05-22 19:43:35.16486			-0.6 ms


			2021-05-22 20:43:38.579735			2.0 ms


			2021-05-22 21:43:41.50479			0.5 ms


			2021-05-22 22:43:43.394897			-2.2 ms


			2021-05-22 23:43:45.797194			1.0 ms


			2021-05-23 00:43:48.02492			0.1 ms


			2021-05-23 01:43:49.953655			-0.4 ms


			2021-05-23 02:43:53.330548			-0.9 ms


			2021-05-23 03:43:54.971218			2.3 ms


			2021-05-23 04:43:57.358908			0.8 ms


			2021-05-23 05:44:00.561889			-0.2 ms


			2021-05-23 06:44:02.28956			-0.3 ms


			2021-05-23 07:44:05.478655			0.3 ms


			2021-05-23 08:44:07.151931			2.5 ms


			2021-05-23 09:44:09.40044			0.7 ms


			2021-05-23 10:44:11.764208			0.7 ms


			2021-05-23 11:44:14.346504			1.5 ms


			2021-05-23 12:44:16.909476			0.7 ms


			2021-05-23 13:44:18.650525			1.2 ms


			2021-05-23 14:44:21.696599			0.1 ms


			2021-05-23 15:44:23.97656			0.7 ms


			2021-05-23 16:44:26.127804			1.0 ms


			2021-05-23 17:44:27.852912			2.7 ms


			2021-05-23 18:44:31.33752			1.0 ms


			2021-05-23 19:44:33.415657			-1.1 ms


			2021-05-23 20:44:35.391436			0.5 ms


			2021-05-23 21:44:37.82339			1.5 ms


			2021-05-23 22:44:40.290846			0.9 ms


			2021-05-23 23:44:43.939754			-0.4 ms


			2021-05-24 00:44:47.508149			1.0 ms


			2021-05-24 01:44:49.776936			2.6 ms


			2021-05-24 02:44:52.536271			2.1 ms


			2021-05-24 03:44:55.786936			1.0 ms


			2021-05-24 04:44:57.714346			0.5 ms


			2021-05-24 05:44:59.140253			0.0 ms


			2021-05-24 06:45:02.292847			0.6 ms


			2021-05-24 07:45:04.158941			2.4 ms


			2021-05-24 08:45:05.827003			3.7 ms


			2021-05-24 09:45:07.631353			2.6 ms


			2021-05-24 10:45:10.383433			0.9 ms


			2021-05-24 11:45:14.373269			2.5 ms


			2021-05-24 12:45:16.570181			1.9 ms


			2021-05-24 13:45:20.064361			-0.4 ms


			2021-05-24 14:45:23.407791			0.4 ms


			2021-05-24 15:45:25.810101			0.3 ms


			2021-05-24 16:45:28.349527			0.4 ms


			2021-05-24 17:45:30.015535			-0.2 ms


			2021-05-24 18:45:32.547315			1.2 ms


			2021-05-24 19:45:35.060328			-0.1 ms


			2021-05-24 20:45:37.457301			2.1 ms


			2021-05-24 21:45:39.517189			-0.2 ms


			2021-05-24 22:45:41.284832			2.2 ms


			2021-05-24 23:45:43.077005			1.4 ms


			2021-05-25 00:45:44.905152			1.5 ms


			2021-05-25 01:45:47.206362			2.1 ms


			2021-05-25 02:45:49.040789			0.4 ms


			2021-05-25 03:45:51.355665			3.0 ms


			2021-05-25 04:45:53.656223			0.2 ms


			2021-05-25 05:45:56.581602			2.5 ms


			2021-05-25 06:45:58.250524			3.4 ms


			2021-05-25 07:46:00.539323			1.9 ms


			2021-05-25 08:46:02.486345			-0.7 ms


			2021-05-25 09:46:05.182133			-1.0 ms


			2021-05-25 10:46:07.849586			-0.1 ms


			2021-05-25 11:46:10.720498			-0.2 ms


			2021-05-25 12:46:13.293218			-1.0 ms


			2021-05-25 13:46:15.246318			2.8 ms


			2021-05-25 14:46:18.074975			0.6 ms


			2021-05-25 15:46:20.067319			1.1 ms


			2021-05-25 16:46:22.313576			3.4 ms


			2021-05-25 17:46:24.877227			2.8 ms


			2021-05-25 18:46:26.566576			1.9 ms


			2021-05-25 19:46:29.60373			3.4 ms


			2021-05-25 20:46:32.129286			3.4 ms


			2021-05-25 21:46:34.135727			3.0 ms


			2021-05-25 22:46:35.923137			-0.5 ms


			2021-05-25 23:46:38.778962			0.5 ms


			2021-05-26 00:46:40.777634			-2.2 ms


			2021-05-26 01:46:43.549428			-0.8 ms


			2021-05-26 02:46:45.373337			-0.6 ms


			2021-05-26 03:46:47.254118			2.5 ms


			2021-05-26 04:46:49.725819			0.6 ms


			2021-05-26 05:46:51.124689			1.3 ms


			2021-05-26 06:46:53.510237			1.1 ms


			2021-05-26 07:46:56.176771			5.1 ms


			2021-05-26 08:46:58.315941			0.9 ms


			2021-05-26 09:47:00.746173			2.2 ms


			2021-05-26 10:47:03.151082			-0.1 ms


			2021-05-26 11:47:05.301355			0.2 ms


			2021-05-26 12:47:07.289115			-0.6 ms


			2021-05-26 13:47:10.698605			-5.5 ms


			2021-05-26 14:47:13.404587			1.1 ms


			2021-05-26 15:47:15.271443			2.4 ms


			2021-05-26 16:47:18.215513			0.1 ms


			2021-05-26 17:47:19.928333			3.2 ms


			2021-05-26 18:47:22.363497			-1.1 ms


			2021-05-26 19:47:25.111958			-1.1 ms


			2021-05-26 20:47:27.566454			1.6 ms


			2021-05-26 21:47:30.10478			1.6 ms


			2021-05-26 22:47:31.923665			1.6 ms


			2021-05-26 23:47:35.119964			2.4 ms


			2021-05-27 00:47:37.093659			-0.1 ms


			2021-05-27 01:47:40.020927			3.2 ms


			2021-05-27 02:47:43.228463			-1.8 ms


			2021-05-27 03:47:46.620454			-1.9 ms


			2021-05-27 04:47:49.454908			1.0 ms


			2021-05-27 05:47:52.555362			1.4 ms


			2021-05-27 06:47:56.459696			5.7 ms


			2021-05-27 07:47:58.561426			2.7 ms


			2021-05-27 08:48:00.587984			4.0 ms


			2021-05-27 09:48:03.471972			2.3 ms


			2021-05-27 10:48:05.180494			1.7 ms


			2021-05-27 11:48:07.969251			1.2 ms


			2021-05-27 12:48:11.752693			-2.8 ms


			2021-05-27 13:48:13.59999			0.5 ms


			2021-05-27 14:48:16.17915			-1.7 ms


			2021-05-27 15:48:19.050936			1.4 ms


			2021-05-27 16:48:21.682147			4.4 ms


			2021-05-27 17:48:23.400834			1.9 ms


			2021-05-27 18:48:25.627317			-1.4 ms


			2021-05-27 19:48:27.6769			2.3 ms


			2021-05-27 20:48:29.441264			2.2 ms


			2021-05-27 21:48:31.444314			1.4 ms


			2021-05-27 22:48:33.806155			1.6 ms


			2021-05-27 23:48:36.502574			0.9 ms


			2021-05-28 00:48:38.640582			-0.2 ms


			2021-05-28 01:48:40.825734			0.1 ms


			2021-05-28 02:48:43.185173			1.7 ms


			2021-05-28 03:48:45.395898			1.2 ms


			2021-05-28 04:48:47.768319			0.4 ms


			2021-05-28 05:48:50.573579			2.4 ms


			2021-05-28 06:48:54.07357			0.3 ms


			2021-05-28 07:48:56.173693			0.5 ms


			2021-05-28 08:48:58.071969			-0.8 ms


			2021-05-28 09:49:00.209624			1.0 ms


			2021-05-28 10:49:02.853091			2.4 ms


			2021-05-28 11:49:04.998965			-1.0 ms


			2021-05-28 12:49:07.053481			-0.8 ms


			2021-05-28 13:49:09.439281			-1.5 ms


			2021-05-28 14:49:12.05171			1.3 ms


			2021-05-28 15:49:15.825183			1.2 ms


			2021-05-28 16:49:19.442393			0.6 ms


			2021-05-28 17:49:20.891			1.1 ms


			2021-05-28 18:49:23.656586			0.3 ms


			2021-05-28 19:49:26.339908			2.6 ms


			2021-05-28 20:49:28.448799			1.0 ms


			2021-05-28 21:49:30.492619			1.4 ms


			2021-05-28 22:49:33.826813			-0.5 ms


			2021-05-28 23:49:35.943691			-0.7 ms


			2021-05-29 00:49:37.985391			2.1 ms


			2021-05-29 01:49:40.900366			-3.2 ms


			2021-05-29 02:49:44.362764			-1.2 ms


			2021-05-29 03:49:46.243532			1.5 ms


			2021-05-29 04:49:48.893983			5.1 ms


			2021-05-29 05:49:50.853309			-0.1 ms


			2021-05-29 06:49:52.675193			5.2 ms


			2021-05-29 07:49:54.375032			-1.5 ms


			2021-05-29 08:49:56.832368			3.9 ms


			2021-05-29 09:49:59.922865			1.2 ms


			2021-05-29 10:50:01.371876			4.4 ms


			2021-05-29 11:50:03.908198			3.5 ms


			2021-05-29 12:50:06.139627			-0.1 ms


			2021-05-29 13:50:08.189464			1.3 ms


			2021-05-29 14:50:11.386354			2.9 ms


			2021-05-29 15:50:14.200237			1.4 ms


			2021-05-29 16:50:15.961018			-0.3 ms


			2021-05-29 17:50:19.121484			-1.4 ms


			2021-05-29 18:50:21.852067			-2.0 ms


			2021-05-29 19:50:25.376327			-0.8 ms


			2021-05-29 20:50:27.559273			0.3 ms


			2021-05-29 21:50:30.114115			-0.1 ms


			2021-05-29 22:50:32.216378			-0.3 ms


			2021-05-29 23:50:33.900443			-0.5 ms


			2021-05-30 00:50:36.646193			-2.1 ms


			2021-05-30 01:50:38.507188			-2.3 ms


			2021-05-30 02:50:40.98793			2.1 ms


			2021-05-30 03:50:42.871112			-0.7 ms


			2021-05-30 04:50:45.580136			-0.8 ms


			2021-05-30 05:50:47.666796			-0.4 ms


			2021-05-30 06:50:50.364842			1.7 ms


			2021-05-30 07:50:53.767242			0.1 ms


			2021-05-30 08:50:56.416882			3.5 ms


			2021-05-30 09:50:59.978383			3.5 ms


			2021-05-30 10:51:02.449947			-0.3 ms


			2021-05-30 11:51:05.00724			3.8 ms


			2021-05-30 12:51:07.129692			0.1 ms


			2021-05-30 13:51:09.868209			2.0 ms


			2021-05-30 14:51:13.089256			-0.1 ms


			2021-05-30 15:51:14.828954			0.8 ms


			2021-05-30 16:51:17.15261			1.7 ms


			2021-05-30 17:51:19.298521			1.3 ms


			2021-05-30 18:51:22.323081			2.9 ms


			2021-05-30 19:51:25.513774			-0.8 ms


			2021-05-30 20:51:27.445511			-0.5 ms


			2021-05-30 21:51:29.986399			1.0 ms


			2021-05-30 22:51:31.439756			2.3 ms


			2021-05-30 23:51:33.632125			3.6 ms


			2021-05-31 00:51:35.858691			2.4 ms


			2021-05-31 01:51:38.507627			2.2 ms


			2021-05-31 02:51:40.702588			0.3 ms


			2021-05-31 03:51:42.976404			3.0 ms


			2021-05-31 04:51:44.964941			0.8 ms


			2021-05-31 05:51:47.183644			1.1 ms


			2021-05-31 06:51:49.165981			-1.4 ms


			2021-05-31 07:51:51.157664			0.6 ms


			2021-05-31 08:51:53.328119			1.1 ms


			2021-05-31 09:51:55.686209			1.5 ms


			2021-05-31 10:51:58.301283			-1.6 ms


			2021-05-31 11:52:00.4231			-0.7 ms


			2021-05-31 12:52:02.32876			-0.6 ms


			2021-05-31 13:52:05.329668			0.0 ms


			2021-05-31 14:52:07.898524			-1.7 ms


			2021-05-31 15:52:09.411635			1.6 ms


			2021-05-31 16:52:12.568888			1.4 ms


			2021-05-31 17:52:14.629364			-0.7 ms


			2021-05-31 18:52:16.526467			-0.1 ms


			2021-05-31 19:52:18.623645			-1.1 ms


			2021-05-31 20:52:20.775281			2.6 ms


			2021-05-31 21:52:24.16257			3.1 ms


			2021-05-31 22:52:27.371691			0.8 ms


			2021-05-31 23:52:29.217244			-0.6 ms


			2021-06-01 00:52:31.601909			0.6 ms


			2021-06-01 01:52:34.231287			-0.1 ms


			2021-06-01 02:52:37.120192			2.3 ms


			2021-06-01 03:52:38.754077			3.4 ms


			2021-06-01 04:52:41.34876			-1.0 ms


			2021-06-01 05:52:42.881464			0.9 ms


			2021-06-01 06:52:44.707673			-0.5 ms


			2021-06-01 07:52:47.05683			0.2 ms


			2021-06-01 08:52:50.16287			0.2 ms


			2021-06-01 09:52:52.068478			-0.3 ms


			2021-06-01 10:52:56.18391			2.0 ms


			2021-06-01 11:52:58.809807			2.8 ms


			2021-06-01 12:53:00.843408			-0.8 ms


			2021-06-01 13:53:03.009781			1.2 ms


			2021-06-01 14:53:04.902579			-0.4 ms


			2021-06-01 15:53:07.704299			-0.8 ms


			2021-06-01 16:53:09.761279			1.4 ms


			2021-06-01 17:53:11.900591			0.0 ms


			2021-06-01 18:53:13.833018			0.9 ms


			2021-06-01 19:53:17.705799			0.6 ms


			2021-06-01 20:53:19.4917			1.1 ms


			2021-06-01 21:53:21.200995			1.5 ms


			2021-06-01 22:53:23.351811			1.9 ms


			2021-06-01 23:53:26.612502			1.5 ms


			2021-06-02 00:53:28.51993			-2.1 ms


			2021-06-02 01:53:30.311655			-0.2 ms


			2021-06-02 02:53:33.130858			-0.6 ms


			2021-06-02 03:53:36.027216			-0.5 ms


			2021-06-02 04:53:38.359936			1.8 ms


			2021-06-02 05:53:40.260868			1.4 ms


			2021-06-02 06:53:43.247511			-1.9 ms


			2021-06-02 07:53:45.024095			-0.5 ms


			2021-06-02 08:53:47.626504			-0.5 ms


			2021-06-02 09:53:49.598937			-0.2 ms


			2021-06-02 10:53:51.456307			-3.1 ms


			2021-06-02 11:53:54.206305			-2.4 ms


			2021-06-02 12:53:57.097015			-2.0 ms


			2021-06-02 13:53:58.793438			-0.4 ms


			2021-06-02 14:54:00.835198			0.4 ms


			2021-06-02 15:54:02.712335			1.1 ms


			2021-06-02 16:54:04.702759			-0.4 ms


			2021-06-02 17:54:07.540593			1.7 ms


			2021-06-02 18:54:11.473579			2.7 ms


			2021-06-02 19:54:13.252949			-0.7 ms


			2021-06-02 20:54:14.852357			2.1 ms


			2021-06-02 21:54:17.09759			2.4 ms


			2021-06-02 22:54:19.013202			0.8 ms


			2021-06-02 23:54:21.070326			-0.4 ms


			2021-06-03 00:54:22.666579			-1.4 ms


			2021-06-03 01:54:24.417482			0.1 ms


			2021-06-03 02:54:26.802175			-1.4 ms


			2021-06-03 03:54:28.501837			-1.3 ms


			2021-06-03 04:54:30.883188			1.5 ms


			2021-06-03 05:54:32.992508			0.0 ms


			2021-06-03 06:54:36.10854			3.1 ms


			2021-06-03 07:54:39.010733			-0.2 ms


			2021-06-03 08:54:41.38149			1.0 ms


			2021-06-03 09:54:43.18385			0.6 ms


			2021-06-03 10:54:45.532989			-0.7 ms


			2021-06-03 11:54:47.547636			-1.1 ms


			2021-06-03 12:54:49.751735			-2.6 ms


			2021-06-03 13:54:53.947349			-1.1 ms


			2021-06-03 14:54:56.271655			-1.3 ms


			2021-06-03 15:54:59.006298			-0.2 ms


			2021-06-03 16:55:01.820524			0.2 ms


			2021-06-03 17:55:03.666334			-1.9 ms


			2021-06-03 18:55:05.716913			-1.2 ms


			2021-06-03 19:55:08.016793			2.8 ms


			2021-06-03 20:55:10.010674			2.9 ms


			2021-06-03 21:55:12.091156			3.1 ms


			2021-06-03 22:55:14.101892			-1.9 ms


			2021-06-03 23:55:15.697782			-3.8 ms


			2021-06-04 00:55:17.988531			-2.0 ms


			2021-06-04 01:55:20.850776			-0.6 ms


			2021-06-04 02:55:23.313816			1.1 ms


			2021-06-04 03:55:26.537989			1.3 ms


			2021-06-04 04:55:28.919184			2.9 ms


			2021-06-04 05:55:30.717377			1.3 ms


			2021-06-04 06:55:34.124513			0.1 ms


			2021-06-04 07:55:37.064316			0.8 ms


			2021-06-04 08:55:40.750204			0.9 ms


			2021-06-04 09:55:43.386838			-0.3 ms


			2021-06-04 10:55:46.23479			3.0 ms


			2021-06-04 11:55:48.090693			3.4 ms


			2021-06-04 12:55:50.434017			3.5 ms


			2021-06-04 13:55:52.591152			1.0 ms


			2021-06-04 14:55:54.555112			4.7 ms


			2021-06-04 15:55:56.495471			4.2 ms


			2021-06-04 16:55:59.882902			0.5 ms


			2021-06-04 17:56:02.821513			-0.1 ms


			2021-06-04 18:56:04.301317			1.4 ms


			2021-06-04 19:56:06.115829			2.7 ms


			2021-06-04 20:56:09.019237			1.8 ms


			2021-06-04 21:56:11.031716			0.5 ms


			2021-06-04 22:56:12.877997			2.4 ms


			2021-06-04 23:56:15.991326			3.5 ms


			2021-06-05 00:56:18.329472			1.0 ms


			2021-06-05 01:56:20.063154			1.8 ms


			2021-06-05 02:56:22.100922			1.6 ms


			2021-06-05 03:56:24.111756			-1.4 ms


			2021-06-05 04:56:25.799716			0.0 ms


			2021-06-05 05:56:28.942507			-1.8 ms


			2021-06-05 06:56:30.9088			-1.4 ms


			2021-06-05 07:56:32.655514			1.9 ms


			2021-06-05 08:56:35.357228			0.1 ms


			2021-06-05 09:56:37.954364			-0.3 ms


			2021-06-05 10:56:39.842416			1.1 ms


			2021-06-05 11:56:41.726788			2.5 ms


			2021-06-05 12:56:43.53584			1.9 ms


			2021-06-05 13:56:45.757306			4.4 ms


			2021-06-05 14:56:47.800644			3.2 ms


			2021-06-05 15:56:49.679917			3.2 ms


			2021-06-05 16:56:51.259536			1.2 ms


			2021-06-05 17:56:53.458873			0.5 ms


			2021-06-05 18:56:55.791071			3.2 ms


			2021-06-05 19:56:58.664076			0.2 ms


			2021-06-05 20:57:00.662168			2.8 ms


			2021-06-05 21:57:03.379933			1.6 ms


			2021-06-05 22:57:06.000293			1.4 ms


			2021-06-05 23:57:07.716535			0.5 ms


			2021-06-06 00:57:10.145159			0.4 ms


			2021-06-06 01:57:12.605243			-2.4 ms


			2021-06-06 02:57:14.258353			-1.9 ms


			2021-06-06 03:57:17.7295			-2.9 ms


			2021-06-06 04:57:19.495345			-0.4 ms


			2021-06-06 05:57:21.722614			1.3 ms


			2021-06-06 06:57:23.687372			1.7 ms


			2021-06-06 07:57:27.017947			-1.0 ms


			2021-06-06 08:57:29.29678			-1.2 ms


			2021-06-06 09:57:31.84757			-0.1 ms


			2021-06-06 10:57:33.633496			0.5 ms


			2021-06-06 11:57:36.774098			3.5 ms


			2021-06-06 12:57:39.930144			1.5 ms


			2021-06-06 13:57:41.732225			4.3 ms


			2021-06-06 14:57:44.061476			3.3 ms


			2021-06-06 15:57:46.754481			3.4 ms


			2021-06-06 16:57:48.865415			0.6 ms


			2021-06-06 17:57:50.831435			-0.5 ms


			2021-06-06 18:57:53.005928			2.4 ms


			2021-06-06 19:57:56.850742			-0.8 ms


			2021-06-06 20:57:59.281653			0.4 ms


			2021-06-06 21:58:01.346346			2.9 ms


			2021-06-06 22:58:04.14418			2.4 ms


			2021-06-06 23:58:06.439861			2.2 ms


			2021-06-07 00:58:08.417017			1.1 ms


			2021-06-07 01:58:11.334408			0.4 ms


			2021-06-07 02:58:13.597883			1.1 ms


			2021-06-07 03:58:16.047449			-2.4 ms


			2021-06-07 04:58:19.432006			-1.8 ms


			2021-06-07 05:58:22.411383			1.0 ms


			2021-06-07 06:58:24.08156			-2.4 ms


			2021-06-07 07:58:27.461557			0.3 ms


			2021-06-07 08:58:29.874498			-1.2 ms


			2021-06-07 09:58:31.633757			-0.2 ms


			2021-06-07 10:58:34.879728			0.6 ms


			2021-06-07 11:58:36.783852			1.4 ms


			2021-06-07 12:58:39.325155			0.1 ms


			2021-06-07 13:58:41.478453			-0.5 ms


			2021-06-07 14:58:43.836651			2.2 ms


			2021-06-07 15:58:46.620072			2.2 ms


			2021-06-07 16:58:49.02455			-1.8 ms


			2021-06-07 17:58:51.667366			-1.3 ms


			2021-06-07 18:58:53.47324			0.5 ms


			2021-06-07 19:58:55.235627			-0.1 ms


			2021-06-07 20:58:56.971939			-0.1 ms


			2021-06-07 21:58:59.81058			3.8 ms


			2021-06-07 22:59:02.35547			3.4 ms


			2021-06-07 23:59:05.056781			1.3 ms


			2021-06-08 00:59:07.474642			0.8 ms


			2021-06-08 01:59:10.90876			3.5 ms


			2021-06-08 02:59:13.440952			-3.0 ms


			2021-06-08 03:59:16.068736			-4.6 ms


			2021-06-08 04:59:18.666402			1.4 ms


			2021-06-08 05:59:20.797331			-0.8 ms


			2021-06-08 06:59:24.076569			1.0 ms


			2021-06-08 07:59:26.133383			4.0 ms


			2021-06-08 08:59:28.84157			0.3 ms


			2021-06-08 09:59:32.284978			2.3 ms


			2021-06-08 10:59:34.171307			2.1 ms


			2021-06-08 11:59:37.332334			0.2 ms


			2021-06-08 12:59:40.251691			-0.1 ms


			2021-06-08 13:59:42.616168			0.9 ms


			2021-06-08 14:59:45.724698			-0.3 ms


			2021-06-08 15:59:47.595846			-0.5 ms


			2021-06-08 16:59:49.795653			-2.1 ms


			2021-06-08 17:59:51.812465			0.3 ms


			2021-06-08 18:59:53.969014			3.3 ms


			2021-06-08 19:59:57.287241			-0.7 ms


			2021-06-08 21:00:00.279371			-1.9 ms


			2021-06-08 22:00:02.583717			-0.2 ms


			2021-06-08 23:00:04.594857			0.3 ms


			2021-06-09 00:00:07.0158			3.2 ms


			2021-06-09 01:00:08.685177			3.1 ms


			2021-06-09 02:00:10.356817			3.7 ms


			2021-06-09 03:00:13.37587			1.8 ms


			2021-06-09 04:00:15.21114			3.6 ms


			2021-06-09 05:00:18.052635			2.6 ms


			2021-06-09 06:00:21.746854			3.3 ms


			2021-06-09 07:00:23.219755			2.5 ms


			2021-06-09 08:00:25.732766			0.4 ms


			2021-06-09 09:00:28.434247			2.1 ms


			2021-06-09 10:00:30.821831			1.2 ms


			2021-06-09 11:00:34.770625			3.0 ms


			2021-06-09 12:00:36.864729			2.2 ms


			2021-06-09 13:00:38.95194			0.4 ms


			2021-06-09 14:00:40.837019			1.6 ms


			2021-06-09 15:00:43.422403			-0.6 ms


			2021-06-09 16:00:46.465733			-1.8 ms


			2021-06-09 17:00:49.216676			0.4 ms


			2021-06-09 18:00:51.641608			-0.9 ms


			2021-06-09 19:00:54.912158			0.2 ms


			2021-06-09 20:00:56.772543			2.4 ms


			2021-06-09 21:00:59.20124			-1.3 ms


			2021-06-09 22:01:03.271582			-1.0 ms


			2021-06-09 23:01:05.091179			-0.4 ms


			2021-06-10 00:01:08.35552			0.1 ms


			2021-06-10 01:01:10.802135			0.3 ms


			2021-06-10 02:01:13.650769			2.9 ms


			2021-06-10 03:01:16.685509			1.8 ms


			2021-06-10 04:01:18.701135			-1.0 ms


			2021-06-10 05:01:21.001407			-1.6 ms


			2021-06-10 06:01:22.821155			-1.5 ms


			2021-06-10 07:01:26.1671			0.5 ms


			2021-06-10 08:01:27.836209			3.1 ms


			2021-06-10 09:01:30.832512			2.4 ms


			2021-06-10 10:01:33.248247			3.4 ms


			2021-06-10 11:01:34.880765			0.1 ms


			2021-06-10 12:01:37.4299			-0.2 ms


			2021-06-10 13:01:40.523161			2.2 ms


			2021-06-10 14:01:42.48308			2.9 ms


			2021-06-10 15:01:44.278475			2.1 ms


			2021-06-10 16:01:47.227342			-0.5 ms


			2021-06-10 17:01:50.84235			0.7 ms


			2021-06-10 18:01:53.976705			0.8 ms


			2021-06-10 19:01:55.990509			1.5 ms


			2021-06-10 20:01:58.429128			1.0 ms


			2021-06-10 21:02:00.006256			0.6 ms


			2021-06-10 22:02:01.682892			2.4 ms


			2021-06-10 23:02:04.174443			-0.6 ms


			2021-06-11 00:02:06.869398			1.3 ms


			2021-06-11 01:02:09.823109			0.6 ms


			2021-06-11 02:02:13.340988			0.4 ms


			2021-06-11 03:02:15.667748			2.3 ms


			2021-06-11 04:02:17.640167			-0.7 ms


			2021-06-11 05:02:19.458546			2.4 ms


			2021-06-11 06:02:21.95447			2.0 ms


			2021-06-11 07:02:23.794062			2.0 ms


			2021-06-11 08:02:25.949833			-0.8 ms


			2021-06-11 09:02:28.659261			0.3 ms


			2021-06-11 10:02:30.727454			1.6 ms


			2021-06-11 11:02:34.98015			1.0 ms


			2021-06-11 12:02:37.204786			0.2 ms


			2021-06-11 13:02:39.192098			-0.4 ms


			2021-06-11 14:02:41.48115			-0.4 ms


			2021-06-11 15:02:43.53534			2.7 ms


			2021-06-11 16:02:45.12037			2.3 ms


			2021-06-11 17:02:47.503319			-0.1 ms


			2021-06-11 18:02:49.73095			1.5 ms


			2021-06-11 19:02:52.148546			-0.8 ms


			2021-06-11 20:02:54.506845			3.3 ms


			2021-06-11 21:02:57.284199			0.1 ms


			2021-06-11 22:03:00.366687			-0.9 ms


			2021-06-11 23:03:02.682806			0.9 ms


			2021-06-12 00:03:04.877018			-0.2 ms


			2021-06-12 01:03:08.173109			3.7 ms


			2021-06-12 02:03:10.079587			-1.3 ms


			2021-06-12 03:03:12.278683			-1.3 ms


			2021-06-12 04:03:14.981			-0.7 ms


			2021-06-12 05:03:17.302315			0.9 ms


			2021-06-12 06:03:19.124946			-1.9 ms


			2021-06-12 07:03:21.203112			-2.1 ms


			2021-06-12 08:03:23.191102			-0.1 ms


			2021-06-12 09:03:25.785828			0.0 ms


			2021-06-12 10:03:28.43338			-2.0 ms


			2021-06-12 11:03:30.356707			2.8 ms


			2021-06-12 12:03:33.185999			4.6 ms


			2021-06-12 13:03:35.741016			5.9 ms


			2021-06-12 14:03:37.596384			4.3 ms


			2021-06-12 15:03:40.487957			4.1 ms


			2021-06-12 16:03:42.268714			3.7 ms


			2021-06-12 17:03:44.47015			-0.5 ms


			2021-06-12 18:03:46.399304			1.8 ms


			2021-06-12 19:03:49.135462			2.4 ms


			2021-06-12 20:03:51.664225			0.3 ms


			2021-06-12 21:03:54.379823			-0.9 ms


			2021-06-12 22:03:56.649145			-0.5 ms


			2021-06-12 23:03:58.485303			2.5 ms


			2021-06-13 00:04:00.726506			-0.8 ms


			2021-06-13 01:04:02.940152			-1.2 ms


			2021-06-13 02:04:05.034358			-0.1 ms


			2021-06-13 03:04:06.755825			3.1 ms


			2021-06-13 04:04:09.056531			2.3 ms


			2021-06-13 05:04:10.82232			1.4 ms


			2021-06-13 06:04:12.713197			0.4 ms


			2021-06-13 07:04:14.831446			0.1 ms


			2021-06-13 08:04:17.046974			0.2 ms


			2021-06-13 09:04:19.714292			1.1 ms


			2021-06-13 10:04:21.348003			1.5 ms


			2021-06-13 11:04:23.134661			2.0 ms


			2021-06-13 12:04:24.906889			0.4 ms


			2021-06-13 13:04:26.555107			0.9 ms


			2021-06-13 14:04:28.965251			3.3 ms


			2021-06-13 15:04:32.044035			1.1 ms


			2021-06-13 16:04:34.665748			1.8 ms


			2021-06-13 17:04:36.475993			0.1 ms


			2021-06-13 18:04:38.12804			-1.1 ms


			2021-06-13 19:04:40.29113			-0.5 ms


			2021-06-13 20:04:42.947618			-1.3 ms


			2021-06-13 21:04:44.523207			-1.3 ms


			2021-06-13 22:04:46.875743			-1.4 ms


			2021-06-13 23:04:48.555095			2.8 ms


			2021-06-14 00:04:50.667839			2.5 ms


			2021-06-14 01:04:52.700308			2.4 ms


			2021-06-14 02:04:55.343023			-0.1 ms


			2021-06-14 03:04:57.548348			2.1 ms


			2021-06-14 04:05:00.338412			-0.5 ms


			2021-06-14 05:05:02.955619			-0.3 ms


			2021-06-14 06:05:05.340019			1.8 ms


			2021-06-14 07:05:06.98692			0.9 ms


			2021-06-14 08:05:08.82317			-0.7 ms


			2021-06-14 09:05:11.446333			3.0 ms


			2021-06-14 10:05:17.026963			1.4 ms


			2021-06-14 11:05:19.603291			2.1 ms


			2021-06-14 12:05:22.7313			2.4 ms


			2021-06-14 13:05:25.011289			0.4 ms


			2021-06-14 14:05:27.24621			4.2 ms


			2021-06-14 15:05:30.871396			3.8 ms


			2021-06-14 16:05:33.592314			1.5 ms


			2021-06-14 17:05:35.706732			2.9 ms


			2021-06-14 18:05:37.562784			0.3 ms


			2021-06-14 19:05:39.539229			0.0 ms


			2021-06-14 20:05:40.965169			2.3 ms


			2021-06-14 21:05:43.506256			2.4 ms


			2021-06-14 22:05:46.688818			-0.6 ms


			2021-06-14 23:05:48.529552			0.4 ms


			2021-06-15 00:05:50.320663			-0.4 ms


			2021-06-15 01:05:52.183891			0.1 ms


			2021-06-15 02:05:54.495561			-0.2 ms


			2021-06-15 03:05:56.18218			0.1 ms


			2021-06-15 04:05:58.591583			-0.2 ms


			2021-06-15 05:06:00.684139			0.1 ms


			2021-06-15 06:06:02.488542			-1.9 ms


			2021-06-15 07:06:05.014125			-3.5 ms


			2021-06-15 08:06:08.598521			2.4 ms


			2021-06-15 09:06:11.544704			-1.1 ms


			2021-06-15 10:06:14.55446			0.5 ms


			2021-06-15 11:06:16.780612			1.5 ms


			2021-06-15 12:06:19.98182			0.4 ms


			2021-06-15 13:06:22.925005			1.8 ms


			2021-06-15 14:06:25.081353			0.6 ms


			2021-06-15 15:06:27.511819			3.1 ms


			2021-06-15 16:06:30.684417			4.7 ms


			2021-06-15 17:06:33.476166			1.4 ms


			2021-06-15 18:06:36.21287			0.1 ms


			2021-06-15 19:06:38.128907			5.1 ms


			2021-06-15 20:06:39.859773			0.5 ms


			2021-06-15 21:06:42.239422			1.5 ms


			2021-06-15 22:06:43.964105			3.1 ms


			2021-06-15 23:06:46.184075			-0.6 ms


			2021-06-16 00:06:49.417166			3.5 ms


			2021-06-16 01:06:52.132468			3.1 ms


			2021-06-16 02:06:55.89802			0.4 ms


			2021-06-16 03:06:58.823572			-1.2 ms


			2021-06-16 04:07:01.349074			0.0 ms


			2021-06-16 05:07:03.238471			-0.4 ms


			2021-06-16 06:07:05.677987			-0.7 ms


			2021-06-16 07:07:08.514552			0.4 ms


			2021-06-16 08:07:10.867908			-1.6 ms


			2021-06-16 09:07:12.861776			-2.3 ms


			2021-06-16 10:07:16.212948			-1.9 ms


			2021-06-16 11:07:18.533864			-0.5 ms


			2021-06-16 12:07:20.337391			-0.6 ms


			2021-06-16 13:07:23.48423			0.3 ms


			2021-06-16 14:07:25.004529			1.3 ms


			2021-06-16 15:07:27.666143			3.4 ms


			2021-06-16 16:07:30.028224			1.5 ms


			2021-06-16 17:07:31.626735			-1.2 ms


			2021-06-16 18:07:34.156709			2.1 ms


			2021-06-16 19:07:37.618486			0.1 ms


			2021-06-16 20:07:39.842523			1.1 ms


			2021-06-16 21:07:41.725955			3.2 ms


			2021-06-16 22:07:45.548822			2.8 ms


			2021-06-16 23:07:48.50232			-0.9 ms


			2021-06-17 00:07:50.402213			-0.7 ms


			2021-06-17 01:07:52.383055			1.0 ms


			2021-06-17 02:07:55.284816			-0.2 ms


			2021-06-17 03:07:58.984326			-1.9 ms


			2021-06-17 04:08:00.625578			1.6 ms


			2021-06-17 05:08:02.723708			-0.8 ms


			2021-06-17 06:08:04.65759			-1.3 ms


			2021-06-17 07:08:06.985464			0.5 ms


			2021-06-17 08:08:09.21815			2.0 ms


			2021-06-17 09:08:10.976888			0.9 ms


			2021-06-17 10:08:15.67184			0.9 ms


			2021-06-17 11:08:17.265794			0.0 ms


			2021-06-17 12:08:19.252765			-1.7 ms


			2021-06-17 13:08:22.052512			-0.3 ms


			2021-06-17 14:08:24.078935			-0.4 ms


			2021-06-17 15:08:27.157491			0.3 ms


			2021-06-17 16:08:29.067767			-1.2 ms


			2021-06-17 17:08:30.858938			-0.7 ms


			2021-06-17 18:08:33.297293			-0.3 ms


			2021-06-17 19:08:35.122244			-1.2 ms


			2021-06-17 20:08:37.886235			0.1 ms


			2021-06-17 21:08:40.966131			3.4 ms


			2021-06-17 22:08:42.668641			1.4 ms


			2021-06-17 23:08:44.548571			0.7 ms


			2021-06-18 00:08:46.76936			2.6 ms


			2021-06-18 01:08:50.53906			0.4 ms


			2021-06-18 02:08:52.718421			-1.4 ms


			2021-06-18 03:08:54.911669			0.6 ms


			2021-06-18 04:08:58.286529			-2.0 ms


			2021-06-18 05:08:59.888043			-1.7 ms


			2021-06-18 06:09:02.235023			0.5 ms


			2021-06-18 07:09:04.373661			2.1 ms


			2021-06-18 08:09:07.7136			3.6 ms


			2021-06-18 09:09:10.28241			3.0 ms


			2021-06-18 10:09:12.475287			1.0 ms


			2021-06-18 11:09:15.74374			2.9 ms


			2021-06-18 12:09:18.323537			1.3 ms


			2021-06-18 13:09:21.167016			2.6 ms


			2021-06-18 14:09:22.657121			1.7 ms


			2021-06-18 15:09:25.882681			0.5 ms


			2021-06-18 16:09:28.426116			0.5 ms


			2021-06-18 17:09:30.57858			2.3 ms


			2021-06-18 18:09:32.181981			-0.1 ms


			2021-06-18 19:09:34.680936			2.3 ms


			2021-06-18 20:09:36.489588			1.6 ms


			2021-06-18 21:09:39.04947			0.1 ms


			2021-06-18 22:09:41.782358			0.6 ms


			2021-06-18 23:09:43.540442			1.6 ms


			2021-06-19 00:09:46.667021			-0.8 ms


			2021-06-19 01:09:48.782148			-1.0 ms


			2021-06-19 02:09:50.819946			-1.8 ms


			2021-06-19 03:09:53.884028			-0.7 ms


			2021-06-19 04:09:56.880762			0.3 ms


			2021-06-19 05:09:58.641784			0.3 ms


			2021-06-19 06:10:00.48547			0.3 ms


			2021-06-19 07:10:03.621544			-0.9 ms


			2021-06-19 08:10:06.239814			0.7 ms


			2021-06-19 09:10:08.22116			-0.4 ms


			2021-06-19 10:10:11.154809			0.8 ms


			2021-06-19 11:10:12.84265			1.4 ms


			2021-06-19 12:10:15.606079			3.5 ms


			2021-06-19 13:10:19.047842			4.4 ms


			2021-06-19 14:10:22.30121			1.4 ms


			2021-06-19 15:10:25.564041			0.9 ms


			2021-06-19 16:10:27.560521			2.0 ms


			2021-06-19 17:10:29.317459			1.0 ms


			2021-06-19 18:10:31.645583			0.6 ms


			2021-06-19 19:10:34.563648			0.5 ms


			2021-06-19 20:10:37.18263			2.7 ms


			2021-06-19 21:10:40.005999			1.0 ms


			2021-06-19 22:10:43.000398			3.2 ms


			2021-06-19 23:10:45.079296			1.4 ms


			2021-06-20 00:10:48.045139			1.2 ms


			2021-06-20 01:10:50.832642			2.1 ms


			2021-06-20 02:10:53.298726			0.3 ms


			2021-06-20 03:10:56.431229			3.5 ms


			2021-06-20 04:10:59.002292			1.4 ms


			2021-06-20 05:11:01.113047			1.9 ms


			2021-06-20 06:11:04.407444			0.9 ms


			2021-06-20 07:11:06.824873			2.4 ms


			2021-06-20 08:11:09.157874			-1.8 ms


			2021-06-20 09:11:11.548733			1.2 ms


			2021-06-20 10:11:14.692278			-1.0 ms


			2021-06-20 11:11:17.292003			-0.4 ms


			2021-06-20 12:11:19.918526			0.3 ms


			2021-06-20 13:11:21.609973			1.8 ms


			2021-06-20 14:12:53.627207			1.9 ms


			2021-06-20 15:12:56.242399			0.6 ms


			2021-06-20 16:12:58.471709			-0.1 ms


			2021-06-20 17:13:00.851757			1.6 ms


			2021-06-20 18:13:02.658339			0.6 ms


			2021-06-20 19:13:04.329998			1.3 ms


			2021-06-20 20:13:07.125666			0.2 ms


			2021-06-20 21:13:09.008493			2.6 ms


			2021-06-20 22:13:11.561425			0.1 ms


			2021-06-20 23:13:13.305364			1.3 ms


			2021-06-21 00:13:15.987817			-3.0 ms


			2021-06-21 01:13:18.147386			2.3 ms


			2021-06-21 02:13:20.695456			-2.0 ms


			2021-06-21 03:13:23.050592			-1.1 ms


			2021-06-21 04:13:25.506758			-1.2 ms


			2021-06-21 05:13:27.649837			0.8 ms


			2021-06-21 06:13:30.102264			-1.2 ms


			2021-06-21 07:13:32.119623			-0.9 ms


			2021-06-21 08:13:36.134852			0.0 ms


			2021-06-21 09:13:39.984903			-2.4 ms


			2021-06-21 10:13:41.936307			-2.0 ms


			2021-06-21 11:13:43.976072			-0.1 ms


			2021-06-21 12:13:46.70643			0.4 ms


			2021-06-21 13:13:48.502042			0.5 ms


			2021-06-21 14:13:50.656109			-0.3 ms


			2021-06-21 15:13:52.419118			-0.8 ms


			2021-06-21 16:13:54.136345			-1.1 ms


			2021-06-21 17:13:57.620866			1.8 ms


			2021-06-21 18:13:59.428017			2.2 ms


			2021-06-21 19:14:02.92831			-0.7 ms


			2021-06-21 20:14:04.779333			1.7 ms


			2021-06-21 21:14:08.331024			-1.3 ms


			2021-06-21 22:14:11.276086			0.9 ms


			2021-06-21 23:14:13.017396			2.5 ms


			2021-06-22 00:14:14.875118			-0.5 ms


			2021-06-22 01:14:17.746537			-0.6 ms


			2021-06-22 02:14:19.913193			-0.8 ms


			2021-06-22 03:14:23.80113			-0.5 ms


			2021-06-22 04:14:27.196464			3.0 ms


			2021-06-22 05:14:29.566589			-0.7 ms


			2021-06-22 06:14:31.719909			0.3 ms


			2021-06-22 07:14:35.451922			1.5 ms


			2021-06-22 08:14:38.025064			0.1 ms


			2021-06-22 09:14:40.67509			0.4 ms


			2021-06-22 10:14:43.140868			-0.5 ms


			2021-06-22 11:14:45.402366			0.6 ms


			2021-06-22 12:14:48.59791			0.1 ms


			2021-06-22 13:14:50.590013			-0.5 ms


			2021-06-22 14:14:53.859772			-0.2 ms


			2021-06-22 15:14:56.012223			-0.8 ms


			2021-06-22 16:15:00.004556			-1.7 ms


			2021-06-22 17:15:02.649228			1.5 ms


			2021-06-22 18:15:04.350253			0.2 ms


			2021-06-22 19:15:06.164505			4.4 ms


			2021-06-22 20:15:07.807402			2.2 ms


			2021-06-22 21:15:09.922202			5.0 ms


			2021-06-22 22:15:12.201407			2.6 ms


			2021-06-22 23:15:14.085607			-0.2 ms


			2021-06-23 00:15:16.00943			-0.8 ms


			2021-06-23 01:15:18.699223			0.1 ms


			2021-06-23 02:15:20.47858			1.9 ms


			2021-06-23 03:15:23.45608			1.7 ms


			2021-06-23 04:15:25.956946			-1.1 ms


			2021-06-23 05:15:27.810464			-3.9 ms


			2021-06-23 06:15:29.916653			1.7 ms


			2021-06-23 07:15:31.736192			0.4 ms


			2021-06-23 08:15:34.854894			0.9 ms


			2021-06-23 09:15:36.913954			0.5 ms


			2021-06-23 10:15:39.445313			-0.4 ms


			2021-06-23 11:15:41.487365			0.3 ms


			2021-06-23 12:15:43.440548			2.0 ms


			2021-06-23 13:15:45.952511			1.6 ms


			2021-06-23 14:15:47.747606			1.4 ms


			2021-06-23 15:15:50.241503			1.1 ms


			2021-06-23 16:15:51.797947			0.1 ms


			2021-06-23 17:15:53.398694			-0.3 ms


			2021-06-23 18:15:55.456015			0.0 ms


			2021-06-23 19:15:57.352731			1.3 ms


			2021-06-23 20:16:00.358554			0.0 ms


			2021-06-23 21:16:03.007235			1.2 ms


			2021-06-23 22:16:04.627168			1.0 ms


			2021-06-23 23:16:06.641258			1.1 ms


			2021-06-24 00:16:09.877857			0.7 ms


			2021-06-24 01:16:12.085485			0.1 ms


			2021-06-24 02:16:14.03736			-1.2 ms


			2021-06-24 03:16:15.91561			0.1 ms


			2021-06-24 04:16:19.726112			3.0 ms


			2021-06-24 05:16:21.935374			-0.7 ms


			2021-06-24 06:16:24.848154			-0.4 ms


			2021-06-24 07:16:28.630051			2.1 ms


			2021-06-24 08:16:30.755305			-0.6 ms


			2021-06-24 09:16:32.564724			0.5 ms


			2021-06-24 10:16:34.114656			2.4 ms


			2021-06-24 11:16:37.431969			3.7 ms


			2021-06-24 12:16:40.502763			4.2 ms


			2021-06-24 13:16:42.560707			0.6 ms


			2021-06-24 14:16:45.105597			-0.3 ms


			2021-06-24 15:16:47.199638			0.4 ms


			2021-06-24 16:16:49.299198			0.8 ms


			2021-06-24 17:16:52.249166			0.6 ms


			2021-06-24 18:16:55.91495			3.5 ms


			2021-06-24 19:16:59.048543			-1.2 ms


			2021-06-24 20:17:02.020095			1.2 ms


			2021-06-24 21:17:04.015926			0.9 ms


			2021-06-24 22:17:07.080371			0.6 ms


			2021-06-24 23:17:09.339282			-0.5 ms


			2021-06-25 00:17:12.06744			-1.5 ms


			2021-06-25 01:17:14.822222			-3.0 ms


			2021-06-25 02:17:16.38154			2.1 ms


			2021-06-25 03:17:19.831187			1.0 ms


			2021-06-25 04:17:22.53356			-2.5 ms


			2021-06-25 05:17:24.668316			-1.7 ms


			2021-06-25 06:17:26.899613			-1.8 ms


			2021-06-25 07:17:28.685358			1.1 ms


			2021-06-25 08:17:30.539461			1.4 ms


			2021-06-25 09:17:32.903064			2.9 ms


			2021-06-25 10:17:35.217377			0.6 ms


			2021-06-25 11:17:36.997387			3.3 ms


			2021-06-25 12:17:39.056027			1.9 ms


			2021-06-25 13:17:43.04641			2.6 ms


			2021-06-25 14:17:46.076767			3.0 ms


			2021-06-25 15:17:47.922313			-0.2 ms


			2021-06-25 16:17:50.311868			0.0 ms


			2021-06-25 17:17:52.125512			2.4 ms


			2021-06-25 18:17:54.22602			2.0 ms


			2021-06-25 19:17:55.938234			-1.5 ms


			2021-06-25 20:17:58.5797			-1.3 ms


			2021-06-25 21:18:01.564574			-1.1 ms


			2021-06-25 22:18:04.625648			-0.6 ms


			2021-06-25 23:18:06.84972			-0.3 ms


			2021-06-26 00:18:08.902681			1.8 ms


			2021-06-26 01:18:10.956979			1.0 ms


			2021-06-26 02:18:12.557191			-1.3 ms


			2021-06-26 03:18:14.728491			-1.3 ms


			2021-06-26 04:18:16.426927			1.6 ms


			2021-06-26 05:18:18.360392			1.2 ms


			2021-06-26 06:18:20.545747			0.6 ms


			2021-06-26 07:18:22.632211			-0.4 ms


			2021-06-26 08:18:24.917449			-0.1 ms


			2021-06-26 09:18:26.490957			1.7 ms


			2021-06-26 10:18:29.081784			0.4 ms


			2021-06-26 11:18:31.643076			3.6 ms


			2021-06-26 12:18:33.899567			1.0 ms


			2021-06-26 13:18:35.893649			2.6 ms


			2021-06-26 14:18:37.406741			2.0 ms


			2021-06-26 15:18:40.223226			3.2 ms


			2021-06-26 16:18:42.779566			1.7 ms


			2021-06-26 17:18:44.386333			1.8 ms


			2021-06-26 18:18:47.435623			1.1 ms


			2021-06-26 19:18:50.177552			4.1 ms


			2021-06-26 20:18:53.095212			3.5 ms


			2021-06-26 21:18:56.276943			3.6 ms


			2021-06-26 22:18:58.375977			3.0 ms


			2021-06-26 23:19:00.945202			0.2 ms


			2021-06-27 00:19:03.183514			-1.3 ms


			2021-06-27 01:19:05.607227			1.4 ms


			2021-06-27 02:19:07.27813			1.1 ms


			2021-06-27 03:19:09.19703			-1.3 ms


			2021-06-27 04:19:11.878944			1.6 ms


			2021-06-27 05:19:13.883384			0.4 ms


			2021-06-27 06:19:15.699497			-1.6 ms


			2021-06-27 07:19:18.418311			-1.1 ms


			2021-06-27 08:19:22.358355			-1.8 ms


			2021-06-27 09:19:24.758541			0.7 ms


			2021-06-27 10:19:27.207068			0.3 ms


			2021-06-27 11:19:30.771117			3.2 ms


			2021-06-27 12:19:32.990921			2.2 ms


			2021-06-27 13:19:35.043129			4.1 ms


			2021-06-27 14:19:37.430624			3.0 ms


			2021-06-27 15:19:39.236724			1.0 ms


			2021-06-27 16:19:40.990944			3.2 ms


			2021-06-27 17:19:43.302169			-0.3 ms


			2021-06-27 18:19:47.370991			-0.6 ms


			2021-06-27 19:19:49.230944			0.1 ms


			2021-06-27 20:19:51.118564			1.3 ms


			2021-06-27 21:19:52.913455			0.1 ms


			2021-06-27 22:19:54.852052			-0.4 ms


			2021-06-27 23:19:56.714827			1.1 ms


			2021-06-28 00:19:58.39766			2.0 ms


			2021-06-28 01:20:01.18856			2.0 ms


			2021-06-28 02:20:03.354811			-0.3 ms


			2021-06-28 03:20:05.235048			-0.8 ms


			2021-06-28 04:20:08.568518			1.9 ms


			2021-06-28 05:20:10.537899			0.7 ms


			2021-06-28 06:20:12.755015			-0.9 ms


			2021-06-28 07:20:15.282617			-1.9 ms


			2021-06-28 08:20:18.272573			1.4 ms


			2021-06-28 09:20:20.750075			-0.3 ms


			2021-06-28 10:20:25.181016			1.6 ms


			2021-06-28 11:20:27.473101			3.4 ms


			2021-06-28 12:20:29.674471			3.2 ms


			2021-06-28 13:20:31.83207			2.4 ms


			2021-06-28 14:20:33.941218			-3.2 ms


			2021-06-28 15:20:35.862063			1.7 ms


			2021-06-28 16:20:37.726764			-1.1 ms


			2021-06-28 17:20:40.580041			-0.8 ms


			2021-06-28 18:20:42.246876			-1.1 ms


			2021-06-28 19:20:45.146708			-1.1 ms


			2021-06-28 20:20:46.86141			1.2 ms
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Evidence of Intent


Last updated: Fri 06 Mar 2020 14:08:40 UTC


1. Purpose


The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.


2. Screen captures


When a person signs a document using Scrive eSign a screen capture is executed on the person´s screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 


The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and Upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.


			Time			IP			Event


			2021-06-27 18:40:13.23 UTC			83.185.32.2			Elias Nyberg (EN) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.


			2021-06-27 18:40:22.343 UTC			83.185.32.2			Elias Nyberg (EN) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2021-06-10 11:47:35 UTC.


			2021-06-28 09:30:12.251 UTC			188.149.159.111			Anni Grosse (AG) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.


			2021-06-28 09:32:25.705 UTC			188.149.159.111			Anni Grosse (AG) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2021-06-10 11:47:35 UTC.


			2021-06-28 21:00:39.413 UTC			217.209.196.213			Annika Neckman (AN) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.


			2021-06-28 21:09:35.28 UTC			217.209.196.213			Annika Neckman (AN) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2021-06-10 11:47:35 UTC.










Evidence quality of Scrive e-signed documents


Latest updated: Fri 06 Mar 2020 14:08:40 UTC


Purpose of the document


Scrive eSign is a system for signing documents electronically. This document provides a brief introduction to Scrive eSign so that a holder of a Scrive e-signed document can easily explain such document in court. For in-depth documentation, start by reading the attachment Evidence Package Introduction.


Scrive eSign system


Scrive eSign is developed by Scrive AB and is designed to:


			Enable its users to define workflows for signing electronically


			Execute the signing workflow


			Record as many of the signatories’ actions as possible as log data


			Once all signatories have signed, produce a final digital evidence package of the electronically signed materials together with the log data and other supporting materials necessary to optimise the usefulness of the evidence (the “Evidence Package”)





E-signing workflow


This is how a document is signed through Scrive eSign:


			To start the signing process the user of Scrive eSign either a) defines the signing process in the administrative user interface and selects to start the process, b) starts from a template process in the administrative user interface or c) starts from a template process within a system that has integrated with Scrive.


			To access the signing workflow the counterpart(s) either a) receive an email or SMS with an invitation to sign electronically and a link to the e-signing user interface, b) receive a tablet with the e-signing user interface already opened or c) are redirected from a webpage or client application user interface to the e-signing user interface.


			To review the document the counterpart(s) view the e-signing user interface and a) read instructions at the top that they shall follow the green instruction arrows to complete the signing process, b) depending on the signing process settings enter or not enter extra information into the document such as text and signatures, checks in checkboxes and extra document appendices and c) scroll through all document pages to reach the button with the text “sign” placed below the last page of the document (the “Signing Button”).


			To sign the document the counterpart(s) presses the Signing Button and, depending on the signing process settings, either a) a popup appears where they are informed that by clicking the Signing Button at the bottom of the popup, they are signing the document and that Scrive eSign will register their signature or b) a popup appears where they are asked to select their type of e-legitimation and sign the document using their installed eID application. 


			The confirmation text that the document has been signed upon clicking the Signing Button, is automatically displayed to the counterpart(s) in a web user interface and b) sent to the counterpart(s) in an email including the Evidence Package.





Evidence Package


To understand how to generate quality evidence in a digital environment Scrive has studied several evidence container technologies such as the signed paper, the printed facsimile and the recorded voice. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferrable into digital formats.


As a result of our research Scrive eSign has been designed to produce an Evidence Package that reproduce the evidence qualities of the paper, while at the same time add new qualities enabled by new technology. A key feature of the Evidence Package is that it shall be self-documenting, meaning that the signed document in itself shall contain all evidence necessary to explain the transaction.




Evidence Quality Framework


Last updated: Fri 06 Mar 2020 14:08:40 UTC 
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1. Purpose


The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.


2. What is quality digital evidence?


Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.


We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.


2.1 Integrity


To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.


As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.


Question to ask:


How to emulate the integrity properties of the signed paper document in a digital evidence container?


						Signed paper document


			Digital evidence container





			Integrity


Can the evidence container be altered after its creation?


			A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.


			Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.








2.2 Accessibility


To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.


As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.


Question to ask:


How to make a digital evidence container as accessible as a signed paper document?


						Signed paper document


			Digital evidence container





			Tools


What tools are required to display the evidence?


			All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.


			All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.


Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.


Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.





			Cost


How costly can it be to access the evidence?


			For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.


			For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.





			Comprehensibility


How Is the evidence format understood?


			As a standard format all aspects thereof are common knowledge, readily available to anyone interested.


			There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.








2.3 Evidence of intent


Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.


As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.


Question to ask:


How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?


						Signed paper document


			Digital evidence container





			Output


Is the final output the same as what is viewed at the time of signing?


			The signing environment (the paper document) is the same as the final output (the signed paper document).


			The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.





			Comprehensibility


Is the signing environment easily comprehensible to the signatory? 


			To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.


			There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.








Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:


Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.


2.4 Evidence of identity


To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.


As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.


Question to ask:


How should the evidence of identity of the signing parties be captured and included into the evidence container?


						Signed paper document


			Digital evidence container





			Saving:


Is the evidence captured and included?


			Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.


			Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.





			Formats:


In what formats can evidence be captured and included?


			There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.


			New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.





			Accessibility:


How accessible is the evidence?


			The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.


			The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.








2.5 Evidence of time


To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.


As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.


Question to ask:


How to make sure that the evidence of time can be trusted to be correct?


						Signed paper document


			Digital evidence container





			Trust


Can the time be trusted? 


			The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.


			The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.





			Exactness


How exact can the time be?


			The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.


			Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.





			Accessibility


How accessible is the evidence?


			The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.


			The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.








2.6 Event history


To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.


As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.


Question to ask: 


How much event information should be collected and what should be included in the evidence container?


						Signed paper document


			Digital evidence container





			Ease of saving


How easy is it to capture and include related evidence?


			Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.


			Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.








2.7 Control


As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.


As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.


Question to ask:


How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?


						Signed paper document


			Digital evidence container





			Independence


How many of the Evidence Features are dependent on third parties to be useful?


			The paper naturally includes all Evidence Features.


			The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.








3. Scrive’s solution


3.1 Introduction


We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.


As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.


3.2 Summary


The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:


			Topic


			Question


			Evidence Package





			Integrity


			How to emulate the immutability of the signed paper document in a digital evidence container?


			Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.





			Accessibility


			How to make a digital evidence container as accessible as a signed paper document?


			Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.





			Evidence of Intent


			How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?


			Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.





			Evidence of Identity


			How should the evidence of identity of the signing parties be captured and included into the evidence container? 


			Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).





			Evidence of time


			How to make sure that the evidence of time can be trusted to be correct?


			Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.





			Event history


			How much event information to collect and what to include in the evidence container?


			Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).





			Control


			How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?


			Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.








4. Benchmarking the evidence quality of the Evidence Package


Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.


			Main criteria


			Subcriteria


			Signed paper document


			Evidence Package





			Integrity


			Mutability


How mutable is the evidence container?


			Not mutable.


			Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.





			Accessibility


			Tools


What tools are required to display the evidence?


			No tools required.


			The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.





						Cost


How costly can it be to access the evidence?


			The cost depends from country to country on the societal functions of the society and what they charge for document analysis.


			All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.





						Comprehensibility


How Is the evidence format understood?


			It is common knowledge available to anyone.


			The Evidence Documentation includes all explanations necessary.





			Evidence of Intent


			Output


Is the final output the same as what is viewed at the time of signing?


			Yes. Always.


			No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.





						Comprehensibility


Is the signing environment comprehensible to the Signatory?


			Yes. Always for any mentally capable adult.


			Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.





			Evidence of Identity


			Saving


Is the evidence captured and included?


			Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.


			Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.





						Formats


In what formats can evidence be captured and included?


			Limited possibilities.


			Unlimited possibilities.





						Accessibility


How accessible is the evidence?


			Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.


			All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.





			Evidence of time


			Trust


Can the time measurement be trusted?


			Yes.


			Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 





						Exactness


How exact can the time measurement be?


			Not very exact. The standard precision is per day. Chemical age determination is even less exact.


			It can be very exact. The time is measured with microsecond resolution.





						Accessibility


How accessible is the evidence?


			Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.


			Very accessible. All evidence of time is included in plain text in the Evidence Log.





			Event history


			Ease of saving


How easy is it to capture and include related evidence?


			Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.


			Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.





			Control


			Independence


How many of the Evidence Features are dependent on third parties to be useful?


			None. The signed paper document is a self contained evidence container format.


			None. The Evidence Package is a self contained evidence container format.



































































































Verksamhetsberättelse för 2020

Året i korthet
Föreningens verksamhet har under 2020 till nära 100% bestått av projektet Det syns inte. Den
speciella situation som uppstått i och med Coronapandemin har gjort det svårt att driva nya
projekt av kulturell karaktär.

Under tidig höst, när smittspridningsläget var något bättre, hölls en öppen AW för personer som
är intresserade av föreningens verksamhet. Syftet var dels socialt, att ses och stärka banden
mellan människor med intresse att bidra, och att få idéer till framtida verksamhet. Flera nya
initiativ diskuterades på plats. Då smittspridningsläget senare under hösten återigen blev sämre
fanns tyvärr inte möjlighet att följa upp de idéer som kom. Den tidigare tanke som funnits kring
ett projekt med integrationssyfte är inte heller något som arbetats med aktivt.

Projektet Det syns inte har genomfört sitt andra år med Arvsfondsfinansiering (strikt talat går
verksamhetsåren 1 sep - 31 aug) . Planen för 2020 var bl.a. att genomföra en omfattande
riksturné samt spela på Parkteatern i Stockholm. Innan pandemins utbrott hann vi genomföra
fyra föreställningar i Skellefteå. Föreställningarna i Örebro, Sundsvall och Stockholm fick tyvärr
ställas in.

Arvsfonden gav projektet mandat att hitta andra, pandemianpassade sätt att nå samma mål.
Efter att ha ställt in all scenverksamhet vändes fokus därför till att börja arbeta i nya format som
kan spridas digitalt. Vi lanserade en podcast, där vi kombinerar intervjuer med ledande experter
med musik, sketcher och ungdomars röster. Vi har färdigställt och distribuerat en mobilapp med
översiktlig information om hjärnans grundbehov, ett självskattningstest och anpassade tips. Vi
har arbetat med kommunikativa material, bland annat en föräldraguide som nått ut till drygt
40 000 personer.
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Utöver detta genomförde projektet en omvärldsanalys för att se vilket typ av koncept som skulle
kunna ge en liknande effekt som föreställningen - det vill säga kombinera dramatiserade
gestaltningar med vetenskaplig information och tips, och därmed starta nya dialoger och sprida
kunskap om mentalt välmående hos en stor mängd ungdomar och deras nära vuxna. Vi
intervjuade bl.a. lärare, ungdomar och utbildningsförag, och inventerade vad som finns
tillgängligt i övrigt. Beslutet blev att påbörja arbetet med ett koncept som bygger på projektets
edutainment-filosofi och kombinerar kortfilm med inspelade experter, samt diskussionfrågor och
experiment. Målet är ett antal moduler om centrala teman kopplat till psykiskt mående, som ska
kunna köras i klassrum med elever i högstadiet och gymnasiet, eller i andra liknande
sammanhang. Arbetet har påbörjats under 2020 och kommer tas vidare under 2021.

Underskrifter

För Styrelsen:

Ordförande Annika Neckman Anni Grosse Elias Nyberg
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Projektet Det syns inte i detalj

Genomförande och måluppfyllnad
Projektet Det syns inte har efter 2020 hittills nått 20 000
personer i det fysiska rummet. Kvantitativt betyder det att vi
nått fler än de 19 300 personer som var det uppsatta mål för
projektets två första år. Trots en global pandemi med
nedstängning av större fysiska sammankomster, likt de som
har utgjort projektets huvudsakliga verksamhet, ligger
projektet i fas med det kvantitativa måluppfyllnaden. Fram
tills restriktionerna infördes (mars 2020) har projektets
målgrupp och representanter för dessa såsom
lärare/utbildningspersonal, elevhälsa, socialtjänst, vård och
habilitering, föräldrar tagit del av kunskapshöjande insatser som verkar för att upplysa och bryta stigman
inom ämnet psykisk ohälsa, projektets huvudsakliga syfte. Dessa aktiviteter har under första halvan av
projektperioden bestått av musikalföreställningar, Edutainment-föreläsningar och interaktiva workshops.

Under år 2 var målsättningen att nå ett större antal barn/ungdomar samt en större geografisk nationell
spridning. Det syns inte genomförde fysiska projektaktiviteter i Skellefteå, region Skåne, Göteborg samt
flera platser i ABC-området med ett deltagande målgruppsantal om ca
4 600 personer.  Mot bakgrund av den extraordinära läget med hårda restriktioner för fysiska
sammankomster, beslutade projektet, i samråd med partners och representanter för målgruppen, att skjuta
på de resterande för projektperioden planerade IRL-aktiviteter i Sundsvall och Örebro samt
Storstockholmsområdet. 11 föreställningar och därtill ett tiotal bokade Edutainment-föreläsningar samt en
rad mindre workshops för skolor sattes på paus. Dessa aktiviteter uppskattas, utöver de för året 4 600
faktiskt nådda personerna, ha engagerat ytterligare ca 12 500 fysiska deltagare med en total om 17 100
personer. Intressant feedback kring metodens effekt är sakkunniga personer aktiva inom vårdrelaterade
divisioner för ungdomshälsa har uttryckt att metoden gestaltningstekniker, av utmaningar, problem och
tankar som målgruppen oftast tampas med, medför att diskussionerna och förändringsarbetet igång
avsevärt snabbare. Med en emotionell insikt om sitt eget känslomässiga situation är det betydligt lättare
att ta till sig kunskapen som leder till “hjälp-till-självhjälp”.

Hade den ordinarie planen kunnat genomföras hade projektet nått ett uppskattat antal om 36% högre än de
målsatta 12 600 personerna för projektperioden. Tack vare det stora antalet personer som nåddes under
projektår 1 har projektet, trots pandemin mött 4 % fler deltagare i det fysiska rummet än målsatt. Detta
indikerar att projektets syfte och budskap är en angelägen fråga som speglar en problematik i samhället
som unga och företrädare för unga söker lösningar på. Givet det nya läget anpassade projektledningen
raskt verksamheten och påbörjade förberedelsen av ett skifte från aktiviteter i det fysiska rummet till
digitala aktiviteter. Andra hälften av projektperioden kan därför sammanfattas till strategisk planeringsfas
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och strukturering av produktion och lansering av digitalt material. (Beskrivs mer genomgående under
Metod och Aktiviteter)

Nedan digitala satsningar har utvecklats, producerats och lanserats. Spridning till målgruppen är påbörjad
men då vi behövt fokusera främst på strategi och produktion kommer de kommunikativa insatserna främst
ligga i nästa projektperiod.

Det syns inte - Podden, 5 släppta avsnitt. I arbetet ligger konceptframtagning, manusförfattande,
inspelning och produktion, samtliga element är gjorda “in-house” av projektpersonalen själva. Tidig
feedback på podden har varit god, bl a. har Abrahamsbergsskolan i Bromma (även sett föreställningen Det
syns inte) på eget initiativ valt att använda podden i undervisningen för alla sina elever.

Pedagogiskt video-material. Tack vare ett mindre anslag från Folkhälsomyndigheten påbörjade vi under
projektperioden digitalisering av de vetenskapliga budskapen i videobaserade klipp för spridning till
målgruppen via huvudsakligen skolor. Tanken är att vidareutveckla dessa under 2021.
Digitala guider. Under projektperioden har vi många gånger fått frågan om vi inte kan ta fram en
evidensbaserade rekommendationer kring skärmanvändning kopplat till mentalt välmående. Under senare
delen av projektperioden påbörjades skapandet av en guide för föräldrar som önskar vägledning och
guidning hur man tar upp frågorna tillsammans med sina barn. Vi har även fått frågan från Svenska
skolläkarföreningen att ta fram liknande guide för skolläkare. Spridningen av denna guide genomfördes
straxt efter projektperiodens slut och ingår egentligen inte i denna rapportering men förberedelsearbetet
gjordes inom denna period. Guiden skickades via våra partnerorganisationer till uppskattningsvis 30 000
unika mailadresser och nådde ytterligare 15 000 personer via delningar på sociala medier.
Digital distribution av projektets budskap och lösningar. Vi uppskattar att vi under projektperioden
digitalt har nått ut med projektets budskap och lösningar till uppskattningsvis 100 000 personer som
antingen består av målgrupp eller representanter för målgruppen. Dels via våra sociala mediekonton och
våra projektpartners inlägg och delningar. Marknadsföring och spridning av våra digitala kanaler kommer
att intensifieras under projektår 3. Projektets huvudsakliga aktiviteter med föreställningar och sceniska
föreläsning har fortskridit under första hälften av projektperioden fram till pandemins inverkan i
samhället. Budskapsinnehåll och sceniska nummer har löpande uppdaterats för att projektet ska ha
möjlighet att fortsatt vara angelägna för målgruppen med hänsyn till både representation och pågående
teknik- och samhällsutveckling. Under projektperiodens första hälft var projektet i behov av en
omorganisering och planering av ytterligare föreställningar tack vare den beviljade tilläggsansökan. En
intensiv förberedelsefas inför stundande Sverigeturné skedde under hösten 2019. Produktionsrelaterade
arbetsuppgifter såsom, sälj och marknadsföring, bokning av teaterlokaler, tillsättning av delvis ny
ensemble, omskrivning av föreställningen med nya nummer, uppdaterat manus samt repetitioner inför
föreställningarna, planering, bokning och förberedelser för resa och uppehälle har utförts. Vår
Edutainment-metod bättrades på genom att projektets evidensbaserade kunskapsdelar digitaliserades i
video med animationer för att sedan integreras i den sceniska föreställningen. Detta material kan användas
i olika former framöver och gör även metoden både skalbar och mindre sårbar. Utveckling av digitalt
material tidigarelades pga Covid-19 från projektår 3 till projektår 2 projektet. Därtill blir satsningen vida
mer omfattande  och gedigen än det som var planerat för i ursprungsplanen. För att se till att satsningen
hamnar “rätt” hos målgruppen samt att barn och ungdomar är styrande kring innehåll och kärnfrågor
genomförde projektet en omvärldsanalys tillsammans med partnerorganisationer och nyckelpersoner.
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Följande digitala aktiviteter har initierats och utvecklats under projektperioden:

Det syns inte - Appen: En första version är framtagen. Utgångspunkten för appen är informationen från
projektets högt efterfrågade folder “Jag älskar min hjärna” Därför har projektet påbörjat arbetet med en
app för iPhone och Android. Appen innehåller summerad information om hjärnans grundbehov samt en
självskattningsfunktion där ungdomar, genom att svara på frågor, själva kan se hur de ligger till avseende
skyddande faktorer för psykisk hälsa, samt tips om hur man konkret kan ändra sin vardag för att öka
chansen till mentalt välbefinnande. Tipsen är framtagna tillsammans ett ungdomsråd arrangerat
tillsammans med Mind.

Det syns inte - Lärarhandledningen: En prototyp framtagen för utvärdering tillsammans med lärare.
Lektionsupplägg som utgår från poddavsnitt och gör det lätt för lärare att föra samtal med sin sina elever
om viktiga teman. Målgruppens röst har hörts bl.a. genom att låta teman och innehåll styras utifrån en
enkätundersökning av vanor hos 1 900 elever. SVEA samt lärare har deltagit som bollblank.

Gör-det-själv-kit för musikalen Det syns inte: I projektplanen ligger att tillgängliggöra musikalen med
texter, noter, musik och musikbakgrunder m.m. gratis för att skolor själva kunna sätta upp musikalen Det
syns inte. Starten för detta delprojekt har vi tidigarelagt och under sommaren har vi spelat in
musikbakgrunder och sång. Flera skolor har hört av sig till oss om just denna möjlighet vilket indikerar på
skolans generella angelägenhet att hitta nya lösningar för psykisk ohälsa.

Videobaserat pedagogiskt material: De vetenskapliga delarna med hjärnforskare Sissela Nutley har
spelats in för pedagogiska filmklipp och digitala animationer som förstärker projektets budskap i digital
form, både i våra sceniska framträdanden men även för användning i digitala kanaler. Detta material har
använts i våra sceniska framföranden. Planen framöver är att detta framtagna material ska verka som en
bas för framtagningen av den digitala budskapsplattformen för en större digital spridning av projektet.
Flera av aktiviteterna (Podd, Digitala guider, m.m) beskrivs under rubriken “Genomförande”.

Projektet har under projektperioden fortskridit med dialoger med primärmålgruppen och med
representanter för densamma. I den ingick bl.a. målgruppsdialoger genom vår partner SVEA, möten med
förlag (Liber utbildning, Bonner, Boksnok), dialog med aktiva lärare på grundskola och gymnasium och
en genomgång av tillgängliga material för ungdomar om mentalt välmående på svenska. I “Bilaga 1 -
Aktiviteter år 2” presenteras Det syns intes fysiska events mer i detalj.

Sceniska framträdanden: Produktionen av de sceniska aktiviteterna har fungerat mycket väl.
Coronapandemin har sedan början mars 2020 stöpt om projektets huvudsakliga verksamhet med
målgruppsaktiviteter i fysiska rum. Det har inneburit en minskad regional spridning samt reducering i
fysisk målgruppsdelaktighet och interaktion med ett antal uppskattat till ca 11 750 personer. Den
forcerade omställningen har inneburit att projektets etablering av långsiktiga partnerskap, vilka planerats
att vidareutvecklas under projektår 2, blivit inbromsad. ”Word of mouth” är en viktig parameter för
spridning inom sektorer som har barn, ungdomar och elever som verksamhetsområde. Projektledningen
har däremot fått utrymme att genomföra en ordentlig omvärldsbevakning och utveckla en strategi för och
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lansering av en större digital satsning. Projektets huvudsakliga och beprövat effektiva metodik är en
ledstjärna även för den digitala strategin och här ser vi att Edutainment är en effektivt sätt även för det
digitala uttrycket. Projektet har tidigare rönt medial uppmärksamhet (DN, SVT, TV4, SvD, Sveriges
Radio m.fl) och här har vi märkt en markant skillnad när det kommer till intervjuer och omskrivningar.

Övriga digitala aktiviteter: Genom våra partners har redan etablerade kanaler kunna användas för digital
budskapsspridning. Därtill har kostnadsfri marknadsföring i lokala kanaler såsom Natur & Kulturs
nyhetsbrev till nästan 20 000 lärare runt om i Sverige genomförts. Andra exempel är Stiftelsen Sparks
föräldrablogg, organisationen Minds sociala medier-konton, Det syns intes sociala medier samt
Skolläkarföreningens nyhetsbrev till alla Skolläkare i Sverige som företräder ungdomar. Målgruppen har
även deltagit i utformningen av projektets nya digitala material. Exempelvis för Det syns inte - Appen har
en ungdomspanel som organiserades i samarbete med organisationen Mind gett inspel till tipsen och
rekommendationerna. Projektet har satt ihop en särskild testgrupp med ungdomar som gett feedback på en
pilotversion. Tidigare enkätundersökningen av 1 900 ungdomars vanor och hälsa har också lett till
prioriteringar av funktioner och innehåll.

Samarbetspartners
SVEA - Sveriges Elevråd
Roll: Primär projektpart med aktivt deltagande bland elevråd med bred geografisk demografisk och
representation. Elevrådsrepresentanter har medverkat i Arts & Hearts Edutainments-workshops,
fokusgruppssamtal med både analoga fysiska träffar såväl som digitala (via Zoom). SVEA med sina
elevråd har deltagit i enkäter om (visa exempel på frågor och svar) som influerat hur Arts & Hearts
utformat innehåll i sceniskt och digitalt material (podd, studiematerial, app). En viktig kanal för ungas
röster och representation in i projektet.

Mind
Roll: Samarbetet med Mind ger bas för spridning av projektets budskap och metoder till
primärmålgruppen. Mind har spridit “Det syns inte - Föräldraguiden” som togs fram under sommaren i
sina kanaler. Projektets metodutvecklare Sissela Nutley har under vid sidan av projektet varit med och
tagit fram en rapport för Minds räkning som kartlagt forskningen om psykisk ohälsa hos unga kopplat till
digitala medier. Rapporten adderar innehåll och evidens till projektets metod för kunskapsspridning samt
ger trovärdighet, kunskap och kontaktytor att fortsätta sprida budskapen om ungas psykiska mående i en
alltmer digitaliserad vardag.

Fryshuset
Roll: Sprider material. Sissela Nutley har deltagit i Fryshusets podd och fört fram Det syns inte budskap
inom Fryshusets organisation och målgrupper.

Karolinska Institutet
Roll: Aktiv dialogpart som bidrar ideellt med sin tid och ger projektet möjlighet att stämma av det
vetenskapliga materialet mot de senaste rönen på forskningsområdet.

Svenska Skolläkarföreningen | Svenska Skolläkarförbundet
Roll: Sprider material och utgör en plattform för samarbete med elevhälsan. Sissela Nutley deltar i deras
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initiativ “Nationell Kraftsamling för Psykisk Hälsa” med insikter från arbetet med Det syns inte.

Capgemini Sverige AB
Roll: Samarbete kring utveckling av Det syns inte - appen. Organisationen har även påbörjat ett intern
process för ett kunskapslyft hos unga anställda inom de ämnen som vårt projekt belyser. Bidrar in-kind
med arbetsinsatser.

Prinsparets stiftelse
Roll: Sprider vårt budskap i sina nätverk, en kanal för ungas röster.

Stiftelsen Motus Vitae
Roll:Sprider vårt budskap till sitt nätverk med skolkontakter.

Stiftelsen Make Love Great Again
Roll: Sprider vårt budskap till sitt nätverk med skolkontakter.

Kommunikativa aktiviteter
Sammanfattas till dialoger, möten, samtal och mail direkt med skolor och organisationer som företräder
ungdomar. Projektet har kommunicerat löpande via hemsida, sociala medier, annonser, inlägg avsedda för
olika delar av samhället. Generellt har det under projektperioden varit en större utmaning att digitalt nå
primärmålgruppen direkt utan projektpartners kanaler även fast vi märkt en ökning av unga följare i våra
kanaler, samt ser vi efter att ha besökt Skellefteå med vår föreställning en tillströmning av följare därifrån.
Projektet har tex ännu ingen stor följarbas bland ungdomar via de kanaler där ungdomar befinner sig,
youtube, Snapchat, TikTok m.fl. Mot bakgrund av att projektet under våren ställt om sin
huvudverksamhet ligger i planen att identifiera strategier för en starkare direktkontakt med
primärmålgruppen. Tankar om samarbete med influencers, etablerade stora konton ligger för hantering.
Planen är att i takt med att projektet etablerar sin digitala satsning mot skolor och företrädare för
ungdomar kommer antal digitala följare och direkta interaktioner med målgruppen att öka.

Målgruppens delaktighet är prioriterad för projektet. Genom aktiviteter i det fysiska rummet, workshops,
fokusgruppssamtal (fysiska och online) samt enkäter har ungdomars åsikter samlats in kring vilka
livsstilsfrågor; sociala medier, upplevd ensamhet, datorspelande och mentalt mående, vilka tagits hänsyn
till i vår metod. Baserat på detta har de budskap som föreställningen och de aktiviteter knutna till den
formats för att landa väl hos målgruppen. Fokusgrupper har främst genomförts med  SVEA, både fysiska
och online. Projektet har även fått feedback att skolor, som projektet samarbetat med, börjat använda
projektets budskap i undervisningen för förbättra både kompetens och undervisningsmetod. Likaså har
flera av de unga i ensemblen spontant blivit kontaktade av ungdomar som deltagit i våra aktiviteter och
önskat fortsätta dialogen och dela med sig av sina tankar om identitet, normer och deras mentala mående.
Det stärker metodens bärkraft och fortsatta relevans.

Pandemin har minst sagt satt käppar i hjulet för projektets etablering som aktör inom live-events och
live-Edutainment-aktiviteter, där vi tidigare mött en stor efterfrågan. Projektets ursprungliga huvudsakliga
verksamhet har tvingas sättas på paus, vilket givetvis haft verkan på etableringstakten. Däremot har
projektet ökat sina chanser för överlevnad på den digitala arenan och allteftersom en hållbar etablering
sker på området tror vi även att efterfrågan på live-aktiviteterna kan öka. Verksamheten som digital aktör
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tror vi egentligen kan skapa ännu bättre förutsättningar för överlevnad när det kommer till att projektets
budskap och metod kan fortsätta leva och verka efter det att projekt avslutas som just detta projekt. Dels
genom att det digitala materialet är konstant tillgängligt och kan nå ut demografiskt och geografiskt
bredare, dels genom att vi nu upparbetar en evidensbaserad plattform för moderna lösningar för ungas
ökade mentala hälsa. Denna plattform har möjligheter att etablera både intressanta samarbetsformer som
kan ha positiv samhällseffekt såväl som chans för fortsatt finansiering. I detta ser vi möjligheter till
utökade anslag såväl som tjänsteerbjudanden som kommuner, regioner, skolor och allmänhet kan vara
beredda att betala för. Projektets har en bred bas genom de redan pågående samarbeten med
partnerorganisationer såsom SVEA, Mind, Prinsparets Stiftelse, Fryshuset, SVR m.fl., vilka vi önskar
utveckla vidare. Genom löpande lanseringar av digitala lösningar skapas trafik och efterfrågan för det som
Det syns inte erbjuder vilket stärker överlevnaden.

I och med den coronarelaterade verksamhetsförändringen har flera av våra aktiviteter varit publikt
kommunicerande till sin natur såsom exempelvis podden.

Maillistor: Vi har en maillista med personer som stöttat Arts & Hearts tidigare genom att komma på
någon av våra föreställningar och de får även ta del av de mailutskick vi gör för att informera om
projektet. Våra medlemmar får även ta del av vår verksamhetsberättelse via mail. Utöver det har vi även
ett nyhetsbrev som framförallt våra skolkontakter tar del av och som går att anmäla sig till via vår
hemsida.

Sociala medier: Vi har en hög aktivitet på sociala medier (Facebook, Instagram och LinkedIn) där våra
följare får ta del av de löpande aktiviteterna som projektet har såsom musikalrepetitioner, eller statistik
om psykisk ohälsa, tips på verktyg att hantera problem osv. Vi gjorde även en Julkalender med dagliga
råd kring vårt egna mentala mående. Vi har också producerat kortare videos med frågor från barn och
unga som vi kallar “Fråga Experten” med korta förklaringar om hjärnan och vårt mående som publiceras i
våra sociala mediekanaler.

Medialt: Projektet har utöver den tidigare stora genomslagskraften i olika medier (Nyhetsmorgon, Malou
efter Tio, SR P4, SVT) fortsatt att generera intresse via olika större poddar (bland annat
Framgångspodden), genom att lyftas i olika publikationer (artiklar i DN, Mind och Gothias tidsskrifter
och böcker såsom Värsta bästa hälsan (Bonnier, 2020). Sissela har också deltagit i Fryshusets podd Mitt
uppkopplade liv tillsammans med ungdomar och svarat på frågor om sociala medier, datorspelande och
kopplingen till ens mentala mående.

Hemsida: Via hemsidan hittar man information både om spelschema, workshops, samt material för att
arbeta med frågorna på distans (videofilmer, lärarhandledning och även direkt till ungdomar genom det
digitala materialet) samt länkar till podd, appen och andra resurser.

Nätverkande: Det syns inte har varit representerade vid runda bordet samtal om frågorna kring psykisk
ohälsa kopplat till ungas användande av digitala medier med aktörer från Skolverket, BRIS, Mind, Statens
medieråd, Internetstiftelsen, Dataspelsakuten, Porrfri Barndom, Time well spent-rörelsen, polisen samt
aktörer från näringslivet med flera.

8

Transaktion 09222115557449334948 Signerat EN, AG, AN



Förändringar utifrån Corona
Coroapandemin innebär att Det syns inte fått göra betydande uppdateringar i projektplanen för år 3 i
relation till det som presenterades i projektets ansökan och tilläggsansökan. Huvuddelen av den tidigare
planerade verksamheten år 2 och 3 skulle ske i det fysiska rummet, vilket omöjliggjorts under våren och
hösten 2020. Pandemin har medfört att projektet nådde enbart 4 600 personer jämfört med de målsatta 12
600 personer för perioden. 5 föreställningar och ett tiotal Edutainment-föreläsningar genomfördes under
projektperioden. Hade pandemin inte inträffat uppskattas projektet ha kunnat genomföra ytterligare 11
planerade föreställningar  med integrerad föreläsning och ca 15-20 Edutainment-föreläsningar och
Workshops. Dessa aktiviteter hade medfört att projektet hade nått 17 100 personer i det fysiska rummet.
Målsatt enligt planen var att genomföra 14 föreställningar och 28 workshops under projektår 2. Från
projektår 1 lärde vi oss att många skolor önskar integrera workshop-delen i föreställningen vilket var
planerat även för denna projektperiod varför antalet Workshops hade blivit något lägre än planerat.
Intäktsmässigt har projektet därför landat på ca 150 000 kr lägre intäkter än plan vilket indikerar att
Coronapandemin medfört ett rejält hack i det upparbetade maskineriet.  Intäkterna är ursprungligen
baserade på subventionerade biljett- och gageintäkter. Intäktsdifferensen kommenteras mer utförligt i den
ekonomiska redogörelsen men tydligt är att projektet därför behöver utveckla en annan “affärsmodell” för
intäkter men framförallt förändra verksamheten för att säkerställa effekten av projektet. Vi väljer att
fokusera på devisen att “det inte finns något ont som inte har något gott med sig”. En stor fördel med
denna verksamhetsomställning är att den riktning som nu ligger ger möjligheter för en mer omfattande
spridning och implementering av projektets syfte och metod som har möjlighet att bli än mer bestående
genom skapande av varaktigt digitalt material. Med en tidigareläggning av denna produktion ger
möjlighet för tydligare etablering och upparbetning av samarbeten kring det digitala materialet. Planen är
att intäkten säkras genom subventionerade avgifter för det material projektet erbjuder till skolor och andra
representanter för målgruppen. Psykiska besvär har tyvärr heller inte minskat under pandemin, snarare
tvärtom enligt Folkhälsomyndigheten , vilket innebär ett ännu större behov av att arbeta förebyggande för1

att förbättra motståndskraft och mentalt välmående bland unga. Principerna för detta arbete presenteras
under Projektplan år 3.

1 Folkhälsomyndigheten, Påverkar covid-19-pandemin befolkningens psykiska hälsa?, 20 augusti 2020
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Pressklipp från tidningen Norran, 22 februari 2020

Pressklipp från
NollNitton, Örebro
Mars 2020
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Arvsfondens diarienummer 

2984 8 

Rapporten avser aktuell redovisningsperiod Avser projektår 

El Ett Två LI Tre 20190901— 20200831 

Uppdragsgivare (stödmottagande organisations firma) Organisationsnummer 

Arts &  Hearts 802498-7805 

Projektnamn 

Det syns inte 

Allians 
REVISION & REDOVISNING AB 

Revisors granskningsrapport, projektstöd 

Vi har genomfört nedan angivna överenskomna granskningsåtgärder av bifogat dokument' 
("den ekonomiska redovisningen") som utvisar totala faktiska kostnader (efter avdrag för 
eventuella intäkter som genererats av projektet) för aktuell redovisningsperiod, om 2 090 965 
kr. 

Vår rapportering gäller endast denna ekonomiska redovisning och omfattar ingen av 
uppdragsgivarens finansiella rapporter i sin helhet. Vårt uppdrag har genomförts enligt den 

standard för näraliggande tjänster som är tillämplig på uppdrag att utföra granskning enligt 
särskild överenskommelse (SNT 4400). 

Granskningsåtgärder 

Granskningen har genomförts enbart som ett led i uppdragsgivarens åtagande gentemot 
Arvsfonden att redovisa hur medel från Arvsfonden har använts och har omfattat följande: 

1. Granskning av att den ekonomiska redovisningen 
a. avser aktuellt projektår, 
b. anger aktuell redovisningsperiod 
c. avseende aktuell redovisningsperiod, innehåller budgetposter som godkänts av 

Arvsfonden samt att kostnader och intäkter är ställda mot dessa budgetposter. 

2. Granskning av att eventuella ändringar av budgetposter avseende den aktuella 
redovisningsperioden skriftligen har godkänts av Arvsfonden. 

3. Granskning av att det finns en bokföring där projektets kostnader och intäkter för den 
aktuella redovisningsperioden direkt kan utläsas ur bokföringen. 

4. Granskning av att Arvsfondens medel har hållits avskilda på särskilt bankkonto och att 
eventuell ränta har gottskrivits projektet såvida inte annat framgår av Arvsfondens beslut. 

5. Granskning av att projektets samtliga bokförda intäkter för den aktuella 
redovisningsperioden har redovisats i den ekonomiska redovisningen, liksom att dessa 
intäkter har uppkommit under den tidsperiod som rapporten omfattar. Kontrollera vidare 

1  Årsrapport ekonomi eller Slutrapport ekonomi, beroende på aktuell redovisningsperiod 

Utgåva 11, 2020-04-09. 



Allians 
REVISION & REDOVISNING AB 

om budgeterade intäkter under aktuell redovisningsperiod avviker från i projektet 
bokförda intäkter. Om avvikelse finns: kommentera organisationens förklaring till 
avvikelsen mellan budgeterade och i projektet bokförda intäkter. 

6. Granskning av i bokföringen upptagna kostnader för den aktuella redovisningsperioden 
mot verifikationer med avseende på att de: 

är attesterade i enlighet med fastställd attestordning, 

avser kostnader under den tidsperiod rapporten omfattar, 

avser kostnader som kan ses vara hänförliga till projektet såsom projektet beskrivs 
skriftligt i årsrapporten och beslutet (inkluderande budget), 

avser kostnader som är stödberättigade enligt Arvsfondens villkor (se dokument 
Generella villkor för projektstöd ur Allmänna arvsfonden), 

Granskning har i första hand gällt större poster och omfattar 5 % av de totala kostnaderna 
(d.v.s. totala kostnader sammantaget för aktuell redovisningsperiod). 

7. Granskning av att inköp av materiella tillgångar som har en längre ekonomisk livslängd 
än projektets slutdatum har rapporterats till Arvsfonden. 

8. Översiktlig granskning av att finansiell information i den skriftliga års- eller slutrapporten 
överensstämmer i allt väsentligt med den ekonomiska redovisningen. 

Iakttagelser 

Vi har gjort följande iakttagelser: 

1. Under punkt 1 finner jag ingen avvikande iakttagelse att rapportera. 

2. Under punkt 2 finner jag ingen avvikande iakttagelse att rapportera. 

3. Under punkt 3 finner jag ingen avvikande iakttagelse att rapportera. 

4. Under punkt 4 finner jag ingen avvikande iakttagelse att rapportera. 

5. Under punkt 5 finner jag ingen avvikande iakttagelse att rapportera. 

6. Under punkt 6 noterar jag att organisationen inte har en upprättad attestordning. 
Organisationens förklaring är att projektledarna arbetar nära varandra och tar 
gemensamma beslut samt att de har full insyn i bokföringen. I övrigt finner jag ingen 
avvikande iakttagelse att rapportera. 

7. Under punkt 7 finner jag ingen avvikande iakttagelse att rapportera. 

8. Under punkt 8 finner jag ingen avvikande iakttagelse att rapportera. 

,11 



Allians 
REVISION & REDOVISNING AB 

Begränsning 

Eftersom de granskningsåtgärder som vidtagits enligt ovan varken är en revision enligt 
International Standards on  Auditing  eller en översiktlig granskning enligt ISRE bestyrker vi 
inget om den ekonomiska redovisningen. Om vi hade genomfört ytterligare 
granskningsåtgärder eller om vi hade utfört en revision enligt International Standards on 
Auditing,  eller en översiktlig granskning enligt ISRE, skulle andra förhållanden kanske ha 
kunnat komma till vår kännedom och ha rapporterats till er. 

Vår rapport är enbart avsedd för det syfte som angivits i det första stycket under rubriken 
Granskningsåtgärder i denna rapport och för er information, och den ska inte användas för 
något annat syfte eller av andra parter än Arvsfonden. 

Ort Datum 

Järfälla 2020-10-08 

Namnteckning 

Namnförtydligande Peter Asheim 

Titel Auktoriserad revisor 

Telefonnummer 08-509 064 15 

Adress Box 6070 
175 06 Järfälla 



Resultatrapport Det syns inte
Arts & Hearts Sida 1 av 1
Period 202101 - 202108 tom ver A 205, U 1 - Prel IB Räkenskapsår 2021-01-01 - 2021-12-31

BL Administration 2021.3.102 2021-09-06 14:04

DENNA PERIODOMS% UTG SALDOOMS% ACK FÖREG ÅR JMF%
210101-210831 =>210831 =>200831

RÖRELSEINTÄKTER
Försäljning
3010 Intäkter workshops & föreställningar 485,00 100,1 485,00 100,1 79 320,00 0,6
3740 Öresutjämning -0,69 0,1 -0,69 0,1 3,54 -19,5
Summa försäljning 484,31 100,0 484,31 100,0 79 323,54 0,6
x
Övriga rörelseintäkter
3989 Bidrag Arvsfonden 2 422 374,00 ###.# 2 422 374,00 ###.# 2 488 694,00 97,3
3990 Övr ersättningar och intäkter 6 304,00 ###.# 6 304,00 ###.# 0,00 0,0
Summa övriga rörelseintäkter 2 428 678,00 ###.# 2 428 678,00 ###.# 2 488 694,00 97,6
x
SUMMA RÖRELSEINTÄKTER 2 429 162,31 ###.# 2 429 162,31 ###.# 2 568 017,54 94,6
x
RÖRELSEKOSTNADER
Bruttovinst 2 429 162,31 ###.# 2 429 162,31 ###.# 2 568 017,54 94,6
x
Övriga externa rörelseutgifter
5010 Hyra projektkontor -30 000,00 ###.# -30 000,00 ###.# -54 807,00 54,7
5011 Hyra lokal föreställning/workshops 0,00 0,0 0,00 0,0 -30 850,00 0,0
5012 Hyra studio -34 075,00 ###.# -34 075,00 ###.# -8 250,00 413,0
5810 Resor extern personal -7 298,00 ###.# -7 298,00 ###.# -43 732,36 16,7
5811 Logi extern personal 0,00 0,0 0,00 0,0 -37 357,25 0,0
5820 Resor projektledning -1 334,00 275,4 -1 334,00 275,4 -1 864,00 71,6
5910 Digitalt material -57 136,33 ###.# -57 136,33 ###.# -216 814,16 26,4
5911 Hemsida -98 467,85 ###.# -98 467,85 ###.# -5 600,23 ###.#
5912 Trycksaker 0,00 0,0 0,00 0,0 -1 750,00 0,0
6071 Representation, avdragsgill -3 374,82 696,8 -3 374,82 696,8 0,00 0,0
6072 Representation -8 557,11 ###.# -8 557,11 ###.# -1 674,00 511,2
6110 Administration -44 562,51 ###.# -44 562,51 ###.# -17 683,41 252,0
6112 Hyra teknik -273 657,38 ###.# -273 657,38 ###.# -33 759,00 810,6
6420 Revisionsarvoden -15 000,00 ###.# -15 000,00 ###.# -12 188,00 123,1
6530 Redovisningstjänster -24 891,00 ###.# -24 891,00 ###.# -30 600,00 81,3
6570 Bankkostnader, momsfria -1 776,59 366,8 -1 776,59 366,8 0,00 0,0
Summa övriga externa rörelseutgifter -600 130,59 ###.# -600 130,59 ###.# -496 929,41 120,8
x
Utgifter för personal
7210 Lön / ersättning extern personal -1 683 899,09 ###.# -1 683 899,09 ###.# -304 572,00 552,9
7220 Lön projektledning -952 071,04 ###.# -952 071,04 ###.# -861 624,00 110,5
7410 Fora -77 531,05 ###.# -77 531,05 ###.# 0,00 0,0
7510 Soc avg extern personal -85 833,00 ###.# -85 833,00 ###.# -41 624,54 206,2
7520 Soc avg projektledning -339 736,00 ###.# -339 736,00 ###.# -192 656,00 176,3
7533 Särskild löneskatt för pensionskostnader -18 815,00 ###.# -18 815,00 ###.# 0,00 0,0
7690 Övriga personalkostnader 0,00 0,0 0,00 0,0 -26,29 0,0
Summa utgifter för personal -3 157 885,18 ###.# -3 157 885,18 ###.# -1 400 502,83 225,5
x
SUMMA RÖRELSEKOSTNADER -3 758 015,77 ###.# -3 758 015,77 ###.# -1 897 432,24 198,1
x
Rörelseresultat -1 328 853,46 ###.# -1 328 853,46 ###.# 670 585,30 -198,2
x
Resultat efter finansiella poster -1 328 853,46 ###.# -1 328 853,46 ###.# 670 585,30 -198,2
x
ÅRETS RESULTAT -1 328 853,46 ###.# -1 328 853,46 ###.# 670 585,30 -198,2
x



Budget Arts & Hearts ansökan Stocholms stad, 1 år 

LÖNER
Beskrivning Arbetstid, % av 

heltid
Antal månader Heltidslön /mån Lönebi-kostn/mån Sökt belopp

Projektledning, metodutveckling och hjälp till skolor 60% 12,0 42 000 17 344 427 277

Kommunikation 20% 12,0 36 000 14 866 122 078

Totalt: 549 355

ANDRA VERKSAMHETSKOSTNADER
Beskrivning Sökt belopp

Representation vid målgruppsträffar (fika) 4 000

Telefoni & print & övriga kommunikationskostnader 7600

Totalt: 11 600

TOTALT

Totalt sökt belopp för perioden (1 år) 560 955
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Slutrapport   projektstöd   –   

redovisning   av   stöd   ur  

Allmänna   arvsfonden   

Slutrapport   med   bilagor   skickas   med   
post   till:   
Kammarkollegiet   

Arvsfondsdelegationen   

Box   2218,   103   15   Stockholm   

● Slutrapporten   består   av   två   delar.   Frågorna   i   del   1   handlar   om   projektets   sista   år.   

Frågorna   i   del   2   handlar   om   den   totala   projekttiden.   

● Om   ni   har   ett   eller   två   år   kvar   på   ert   projekt   ska   ni   redovisa   på   blanketten    Årsrapport   

med   projektplan   för   projektstöd    som   finns   att   ladda   ner   från   

www.arvsfonden.se/redovisningsmallar .   

STÖDMOTTAGARE   

Organisationens   fullständiga   namn  Arts   &   Hearts   

Organisationsnummer  802498-7805   

Projektets   namn  Det   syns   inte   

Arvsfondens   diarienummer  298-18   

Adress   till   stödmottagaren  Sedumbacken   11   

c/o-adress  ℅   Sissela   Nutley   

Postnummer  168   77     

Postort  Bromma   

Kontaktperson   hos   stödmottagaren  Anni   Grosse   /   Sissela   Nutley   

E-postadress   till   kontaktperson  sissela@artsandhearts.se   

Telefon   till   kontaktperson  0706430013   
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Upplysning   
 
Bekräfta   att   du   läst   nedanstående   text   genom   att   kryssa   i   rutan. ☐   

HANTERING   AV   PERSONUPPGIFTER   

Uppgifterna   som   hanteras   i   denna   ansökan   inklusive   tillhörande   bilagor   sparas   och   
hanteras   i   enlighet   med   Dataskyddsförordningen.   Uppgifterna   kan   komma   att   
användas   vid   förnyad   kontakt.   Läs   mer   om   vår   hantering   av   personuppgifter   på   
www.arvsfonden.se .     

Checklista   för   obligatoriska   bilagor   till   slutrapport   för   projektstöd   
Kryssa   i   respektive   ruta.   
 
☐ Bilaga   1:   Slutrapport   ekonomi   för   projektstöd.   Excelfilen   kan   laddas   ner   

från    www.arvsfonden.se/redovisningsmallar .     
 
☐ Bilaga   2:   Revisors   granskningsrapport.   Wordfilen   kan   laddas   ner   från   

www.arvsfonden.se/redovisningsmallar .   
 

☐ Bilaga   3:   Eventuella   bilagor,   exempelvis   pressklipp,   material   m.m.   
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Om   Allmänna   arvsfonden   

Bekräfta   att   du   läst   nedanstående   text   genom   att   kryssa   i   rutan. ☐   

Målgrupper   och   kriterier   för   stöd     

Allmänna   arvsfondens   målgrupper   är   barn,   ungdomar   upp   till   25   år,   äldre   över   65   år   
och   personer   med   funktionsnedsättning   i   alla   åldrar.   Arvsfonden   har   tre   kriterier   som   
ska   uppfyllas   i   alla   projekt:     

IDÉN   SKA   VARA   UTVECKLANDE   FÖR   MÅLGRUPPEN ☐   

Projektet   ska   skilja   sig   från   organisationens   ordinarie   verksamhet.   Det   ska   behövas   
ett   utvecklingsarbete   för   att   undersöka   om   den   nya   verksamheten,   metoden   eller  
arbetssättet   fungerar.   Projektidén   bedöms   inte   behöva   ett   utvecklingsstöd   från   
Allmänna   arvsfonden   om   metoden   redan   har   genomförts   i   stor   skala   av   andra.   

MÅLGRUPPEN   SKA   VARA   DELAKTIG ☐   

Ett   arvsfondsprojekt   ska   genomföras   med   och   av   målgruppen.   Det   är   målgruppens   
behov   som   ska   styra   verksamheten.   Målgruppen   ska   delta   utifrån   sina   egna   
förutsättningar   -   i   projektets   planering,   i   genomförandet   och   i   den   fortsatta   
verksamheten.   

DET   SKA   FINNAS   EN   PLAN   FÖR   ÖVERLEVNAD ☐   

Skapa   förutsättningar   för   att   projektets   erfarenheter   och   resultat   att   leva   vidare   när   
finansieringen   från   Allmänna   arvsfonden   upphör.   Det   kan   till   exempel   ske   genom   en   
ny   verksamhet,   eller   genom   ny   kunskap   och   nya   arbetsmetoder   som   sprids   och   
används.   

Demokratiska   värderingar   

Bekräfta   att   du   läst   nedanstående   text   genom   att   kryssa   i   rutan. ☐   
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För   att   en   organisation   ska   få   stöd   ur   fonden   krävs   att:   

● organisationens   föreskrifter   inte   strider   mot   demokratins   idéer,   
● organisationen   bedriver   sin   verksamhet   på   demokratisk   grund,   
● organisationen   avser   att   driva   projektet   på   demokratisk   grund,   och   att   
● den   sökande   organisationen   har   en   demokratisk   struktur,   om   den   är   en   ideell   

förening.   

Verksamheter   som   får   stöd   ur   Allmänna   arvsfonden   måste   vila   på   demokratisk   grund.   
Med   det   menas   att   den   sökande   organisationens   verksamhet   och   verksamheten   i   
projektet   inte   får   strida   mot   följande   värderingar:     

LIKA   RÄTTIGHETER   OCH   MÖJLIGHETER ☐   

Alla   människor   ska   ha   lika   rättigheter   och   möjligheter   oavsett   kön,   könsidentitet   eller   
könsuttryck,   etnisk   och   social   tillhörighet,   religion   eller   annan   trosuppfattning,   
funktionsförmåga,   sexuell   läggning   eller   ålder.   

DELAKTIGHET   OCH   INFLYTANDE ☐   

Alla   i   organisationens   verksamhet   och   projekt   ska   ges   möjlighet   att   ha   insyn   i   och   
kunna   påverka   verksamheten.   Det   kan   till   exempel   handla   om   att   kunna   göra   sin   röst   
hörd   och   bli   lyssnad   på.   

INKLUDERING ☐   

Organisationen   ska   arbeta   aktivt   för   att   var   och   en   ska   känna   sig   välkommen   och   
kunna   bidra   och   delta   i   verksamheten.   Inkludering   innebär   ett   arbete   för   både   fysisk   
och   social   tillgänglighet,   det   vill   säga   att   alla   ska   kunna   ta   sig   in   i   och   vara   på   de   
platser   där   verksamheten   bedrivs   och   att   alla   ska   kunna   ta   del   av   projektets   
information   och   kommunikation.   
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Kom   ihåg     
Bekräfta   att   du   läst   nedanstående   text   genom   att   kryssa   i   rutan ☐   

● Skriv   kortfattat,   gärna   indelat   i   stycken.   Observera   att   texten   du   fyller   i   direkt   i   
formuläret   inte   kan   formateras.   Om   du   vill   använda   dig   av   fetmarkering   eller   
punktsatser   kan   du   författa   texten   i   ett   annat   dokument   och   klippa   in   den   i   
rutan   under   respektive   fråga.    Slutrapporten   ska   vara   max   20   sidor.   

● Säkerställ   att   alla   obligatoriska   bilagor   skickas   in   tillsammans   med   
slutrapporten   utifrån   checklistan   ovan.   

● Mejla   även   den   ifyllda   slutrapporten   (Word)   och   den   ekonomiska   
redovisningen   av   projektstödet   (Excel)   till   er   handläggare   vid   Allmänna   
arvsfonden.     
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Redovisning   

Del1   –   Redovisning   av   projektets   sista   år   

1. Genomförande   

Vilka   resultat   har   ni   uppnått   i   förhållande   till   de   mål   som   sattes   upp   för   det   senaste   
projektåret?   

En   summering   av   projektperioden   år   3   är   starkt   präglad   av   covid-pandemin   som   helt   ändrade   
inriktning   för   periodens   inledningsvis   planerade   aktiviteter.   Mot   bakgrund   av   den  
extraordinära   situation   som   samhället   försattes   där   Sveriges   regering   för   en   längre   tid   
beslutade   att   människor   ska   hålla   sig   till   “social   distancing”   och   sammankomster   förbjöds   fick   
projektet   liksom   de   flesta   andra   organisationer   som   var   verksamma   med   events   ändra   om   
och   övergå   till   digital   verksamhet.   

  
Verksamheten   har   svängt   om   från   att   primärt   genomföra   live-events   med   föreställningar   med   
inbakad   evidensbaserad   forskning   för   att   höja   kunskapen   kring   prevention   av   psykisk   ohälsa   
till   att   nu   huvudsakligen   förmedla   projektets   huvudbudskap   via   digitala   kanaler.   Det   finns   
både   för-   och   nackdelar   med   den   här   omvändningen.     

Nackdelarna   är   främst   att   vårt   väl   inarbetade   koncept   som   efterfrågats   stort   av   kommuner,   
skolor   och   organisationer   som   representerar   barn-   och   ungdomar   fick   pausas   och   många   
bokade   aktiviteter   ställdes   in.   Potentialen   att   etablera   oss   som   en   eventbaserad   kultur-   och   
utbildningsaktör   grusades   och   därtill   minskade   projektets   intäkter   avsevärt   som   fick   
kompenseras   med   neddragna   kostnader   på   mertalet   av   budgetposterna.    Fördelarna   är   
däremot   att   vi   som   verksamhet   och   förening   har   fått   utrymmet   att   i   grunden   påbörja   
utvecklingen   av   ett   digitalt   koncept   som   är   byggt   på   samma   metod   men   med   potential   att   
skala   upp   och   nå   en   högre   mängd   personer   inom   Arvsfondens   prioriterade   målgrupper.     

  
Det   främsta   resultatet   av   projektåret   är   att   vi   har   en   fullskaligt   digitalt   undervisningsmaterial   
att   implementera   och   vidareutveckla   som   blir   en   viktigt   aktivitet   för   barn   och   ungdomar,   skolor   
och   föräldrar   som   letar   lösningar   till   att   förstå   grunderna   i   prevention   av   psykisk   hälsa.   Det   
digitala   materialet   är   i   sitt   slutskede   att   färdigställas   och   användas   i   undervisningsaktiviteter   
men   en   större   utrullning   och   vidareutveckling   våren   2022.   
Exempel   på   projektets   övriga   resultat   för   projektperioden:   

● Workshops   och   fokusgruppssamtal   med   ungdomar/skolelever   under   året.   
Arrangerade   events   av   Arts   &   Hearts:   400   deltagare.   Majoriteten   av   dessa   
genomförde   Arts   &   Hearts   nya   satsning   av   videomoduler   och   dess   pilotavsnitt   “Ta   
kontroll   över   din   uppmärksamhet”   med   interaktiva   diskussioner.     
En   studie   genomförd   på   en   parallell   målgrupp   där   skolorna   genomförde   aktiviteten   
visade   att   63%   att   deltagarna   i   målgruppen   svarade   på   en   enkät   en   tid   efter   
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workshopen   att   de   ville   göra   ändringar   i   sina   vanor,   och   33%   att   de   faktiskt   lyckats   
göra   ändringar   i   sina   vanor   kring   studier   och   fokus.   Mer   info   under   redovisning   Del   2.     

● Totalt   1   500   deltagare   av   målgruppen   har   genomfört   pilotmodulen   via   Arts   &   Hearts   
partnersamarbeten.     

● Produktion   och   lansering   av   Det   syns   inte   -   Appen   med   över   1   000   aktiva   användare.     
● Över   6   000   nedladdningar   av   Det   syns   inte-   Podden   (där   poddar   finns)   
● Lärare   som   deltagit   i   testning   av   vår   pilotvideomodul   svarade   96%   att   “mina   elever   

skulle   bli   hjälpta   av   de   här   budskapen”.   100%   svarade   att   “Jag   är   intresserad   av   att   
prova   modulerna   med   mina   elever.     
  

Sammanfattningsvis   har   skolor   har   varit   inåtvända   med   stort   fokus   på   att   hantera   
pandemisituationen.   Projektåret   har   därför   inte   innehållet   extensiva   interaktioner   med   
målgruppen   utan   anpassats   till   rådande   läge   och   varit   mer   inriktat   på   produktion.     

  
(Se   mer   om   resultat   under   rubriken   2.   Metod   och   aktiviteter)   

2. Metod   och   aktiviteter   

Vilka   aktiviteter   har   genomförts   under   året?   
Hur   har   ni   genomfört   aktiviteterna?   

1. Workshops   och   fokusgruppssamtal   med   målgruppen   
a. Primärmålgruppen   ungdomar   i   åldern   13-19   år)     
b. Sekundärmålgruppen   (lärare,   rektorer,   skolpersonal   och   föräldrar)   

Tillvägagångssättet   för   dessa   har   skett   i   digitala   mötesforum,   online-sändningar   och   
telefonsamtal.   Det   har   varit   av   partnerorganisationer   arrangerade   digitala   
möten/events   där   Arts   &   Hearts   blivit   inbjuden   såväl   som   med   Arts   &   Hearts   som   
huvudarrangör.   Forum   för   huvudsakliga   aktiviteter   har   skett   via   Vetenskapsfestivalen,   
Västerås   stift,   djupintervjuer   och   fokusgruppssamtal   med   högstadieskolor   och   
gymnasier   i   Göteborg,   Storstockholm   samt   skolpersonal   i   Linköpingsområdet   och   
Skellefteå.   Som   ovan   beskrivet   har   skolorna   haft   primärt   fokus   att   hantera   och   
förhålla   sig   till   pandemin.   Först   den   sista   veckan   av   projektperioden   har   skolor,  
kommuner   och   andra   företrädare   för   målgruppen   börjat   höra   sig   igen   för   samarbete.     
  

2. Produktion   och   utveckling   av   Det   syns   inte   -   Appen     
Det   syns   inte   appen   som   lanserades   i   mitten   av   november   
2020,   i   projektperiodens   första   kvartal.   Appen   är   en   
digitaliserad   form   av   den   kreditskortsstora   folder   som   vi   delat   
ut   (närmare   20   000   foldrar)   i   samband   med   våra   sceniska   
aktiviteter,   workshops   i   skolor   och   vid   föreläsningar.   Denna   
folder   har   varit   mycket   efterfrågad   runt   om   många   av   landets   
regioner.   Den   ger   tips   om   vad   du   och   din   hjärna   behöver   för   
att   öka   chansen   att   må   bra   och   prestera.   Appen   utgår   från   
"den   mentala   tallriksmodellen"   som   utgörs   av   7   typer   av   
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aktiviteter   vi   behöver   ägna   tillräcklig   tid   för   att   uppnå   mentalt   välmående   och   lyckas   
bra   i   skola   och   arbete.   Den   innehåller   också   enkla,   vetenskapligt   grundade   tips   för   att   
hantera   jobbiga   tankar   och   träna   hjärnan   till   andra   tankemönster.   Användaren   kan   ta   
del   av   sammanfattad   information   byggd   på   den   senaste   forskningen,   svara   på   frågor   
och   se   en   bild   av   vilka   områden   hen   kan   förbättra   samt   få   tips   om   enkla   förändringar   i   
din   vardag   som   kan   göra   användaren   mer   fokuserad   och   välmående.     

  
Funktioner   i   appen:     

● Sammanfattad   information   om   de   skyddande   faktorer   som   gör   att   hjärnan   
fungerar   bättre   och   ökar   dess   motståndskraft   

● Enkla   tips   om   hur   du   kan   göra   för   att   själv   hantera   ångest   och   jobbiga   
tankar   

● Självskattning   av   hur   du   förhåller   dig   till   de   skyddande   faktorerna  
● Tips   om   förändringar   i   vardagen   som   ökar   chansen   att   må   bra   

Länk   för   nedladdning    här     (Appstore)   eller    här     (Android   -   tillfälligt   nere   på   grund   av   
underhåll   på   Google   Play   store).     
  

3. Produktion   av   filmmaterial   till   5   digitala   undervisningsmoduler     

Vidareutveckling   av   vår   vår   unika   metod    Edutainment    som   bygger   på   att   allmänbilda   
och   sprida   kunskap   om   förutsättningar   för   mentalt   välbefinnande   i   en   uppkopplad   tid   
genom   underhållning   som   engagerar   känslor.   Modulerna   bygger   på   dramatiserade   
kostfilmer,   expertintervjuer   samt   diskussionfrågor   och   övningar.   De   är   skapade   för   
upplevelsebaserad   inlärning   via   igenkänning   och   gestaltning   av   sociala   situationer   
som   ungdomar   och   vuxna   kan   känna   igen   sig   i.     

Under   projektperioden   skapades   först   en   pilotmodul,   som   spelades   in   och   gjordes   till   
del   av   en   interaktiv   pedagogisk   modul   distribuerad   via   webben.   Pilotmodulen   testades   
med   298   gymnasieelever   med   lyckat   resultat.   Utifrån   elevernas   inspel   och   feedback   
skrevs   och   producerades   filmmaterial   till   ytterligare   fyra   moduler.     

Modulerna   är   baserad   på   intervjuer   med   fokusgrupper   bestående   av   ungdomar   bland   
vår   samarbetspartners   Elevernas   Riksförbund   och   elever   och   lärare   på   skolor   i   vårt   
nätverk.     
  

4. Produktion   och   studionspelning   av   musikalföreställningen   Det   syns   inte   
Denna   aktivitet   har   utvecklats   med   målet   att   sätta   målgruppen   i   styrande   position.   
Med   detta   stödmaterial     kan   unga   själva   fördjupa   sig   i   ämnet   och   få   verktyg   att   endera   
på   skolan   eller   utanför   skolan   själva   sätta   upp   musikalen.   Det   ger   dem   möjlighet   att   i   
Arts   &   Hearts   namn   genomföra   Det   syns   inte-insatser   själva   och   engagera   sig   i   
frågorna.   Under   året   har   vidare   produktion   (inspelning/mixning/mastring)   av   
musikalföreställningens   ljudbakgrunder   och   musikspår.   Manus   och   instruktioner   för   
regi   och   produktion   kommer   under   hösten   tillhandahålls   på   vår   hemsida   och   i   
information   sprids   via   sociala   medier   och   partnerorganisationer.   Musiken   ska   
framgent   bakas   in   våra   övriga   digitala   koncept   och   kanaler   för   att   förstärka   vår   metod   
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och   effekt.     
  

5. Kampanj   Föräldraguiden   

Under   perioden   genomförde   vi   en   kampanj   för   att   uppmärksamma   om   den   mentala   
tallriksmodellen.   (Samma   budskap   som   i   appen)   och   denna   gång   riktat   mot   föräldrar   
att   ta   vidare   till   målgruppen.   Genomfördes   i   övergången   mellan   projektår   2   och   3.   

Våra   samarbetspartners:   Svenska   Skolläkarföreningen,   Prinsparets   Stiftelse,   Mind,   
m.fl   var   med   och   delade   denna   guide   i   sina   nätverk   och   plattformar.   Vi   har   med   hjälp   
av   våra   samarbetspartners   uppskattat   att   materialet   nådde   över   40   000   unika   
mailadresser.   Därutöver   har   materialet   spridits   i   sociala   medier   och   laddats   upp   på   
flertalet   skolors   lokala   “skolplattformar”.   
  

6. Det   syns   inte   -   Podden   

Podden   riktar   sig   till   målgruppen   och   föräldrar   och   lärare   
och   gästar   experter   inom   områden   som   är   viktiga   att   hålla   
koll   på   när   det   gäller   att   förebygga   psykisk   ohälsa.   Det   är   
ämnen   såsom   upplevd   ensamhet,   motion   och   rörelse,   
prestationsångest   och   projektets   eget   huvudfokus;   den   
mentala   tallriksmodellen   och   hjärnans   skyddande   faktorer   
för   ett   gott   mentalt   mående.   Manus,   musik,   teater-   och   
humorinslag   är   egenproducerat.     
Podden   distribueras   där   poddar   finns;   podbean.com,  
podcast.nu,   Spotify.   Totalt   har   den   haft   drygt   6   000   lyssningar,   de   avsnitt   som   släppts   
under   projektår   3   står   för   1500   av   dessa.   Glädjande   är   att   flera   skolor   hört   av   sig   och   
berättar   att   de   använder   poddavsnitten   löpande   i   sin   undervisning.   Länk   till   
programmet   i   Spotify    här   
  

  

Hur   har   ni   arbetat   för   att   främja   jämställdhet,   tillgänglighet   och   mångfald?   

De   parter   vi   samverkat   med   under   året   i   har   själva   gjort   urval   av   deltagare   för   att   säkra   
tillgänglighet   och   mångfald   inom   målgruppen.   Utgångspunkten   för   deltagande   i   projektets   
samtliga   aktiviteter   har   byggt   på   principen   att   alla   är   välkomna   att   delta.   Detta   har   även   
kommunicerats   till   målgruppen   och   till   projektets   partnerorganisationer.   Projektets   metod,   
budskap   och   verktyg   är   utformade   för   att   uppmärksamma   och   poängtera   hur   tex   normativa   
könsstereotyper   kan   verka   negativt.   De   dramatiserade   filmerna   som   projektet   producerat   
under   projektperioden   speglar   de   olika   roller   individer   kan   anta   utifrån   ett   ungt   perspektiv   
såväl   som   vuxet   perspektiv.   Detta   för   att   spegla   att   oavsett   kön,   könsidentitet,   etnisk   eller   
social   tillhörighet,   religion,   funktionsförmåga,   sexuell   läggning   eller   ålder   är   alla   människor   av   
lika   värde   och   innehar   lika   rättigheter.   Manus   och   scenisk   gestaltning   har   förstärkt   
integrationsperspektivet   genom   att   i   handlingen   inkludera   en   ung   person   som   har   utländska  
föräldrar.   Genom   att   använda   skådespelare   med   olika   geografisk   härkomst   adderades   även   
perspektivet   om   mångfald   och   jämlikhet.   Deltagande   i   fokusgrupper   har   varit   öppet   för   
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anmälan   för   vem   som   helst   bland   målgruppen   och   vi   har   strävat   efter   att   jobba   med   grupper   
som   speglar   den   mångfald   vi   har   i   samhället   idag.   I   fokusgruppssamtal,   workshops   och   
målgruppsdialoger   har   samtliga   deltagare   har   samtliga   fått   frågor   och   alla   haft   lika   utrymme   
att   komma   till   tals.   Perspektiven   om   jämställdhet,   mångfald   och   funktionsförmåga   har   
diskuterats   utifrån   projektets   ämnesperspektiv   vilket   gett   rika   och   intressanta   diskussioner   
med   målgruppen.     
  

Vad   har   fungerat   bra   i   projektet   och   vad   har   fungerat   mindre   bra?   
Hur   har   ni   hanterat   det   som   varit   mindre   bra?   

Vi   har   har   rott   i   land   en   omfattande   produktionsprojekt   som   utöver   redovisade   resultat   har   
gett   oss   en   grundlig   kompetensutveckling   vilket   gör   oss   intressanta   för   samarbete   med   en   
bredare   bas   av   aktörer   som   representerar   målgruppen   som   tidigare   inte   hade   vår   förening   
och   vår   verksamhet   under   luppen.   Detta   ser   vi   som   mycket   positivt.     

Målsättningarna   för   året   har   varit   mycket   högt   ställda   och   vi   har   nått   dessa   mål   i   både  
kostnadsbudget   och   tidsplan.   Arbetsbelastningen   har   varit   mindre   bra   med   krav   på   enormt   
mycket   jobb   och   utnyttjande   av   personliga   kontakter   för   att   få   budget   och   kostnadskalkyl   att   
mötas.   Vi   har   medvetet   planerat   för   en   mer   sund   arbetsbelastning   med   mer   normala   
arbetsvillkor   i   den   fas   som   nu   kommer.     

3. Samarbeten   

Vilka   organisationer   har   ni   samarbetat   med   under   året?   

Vilka   roller   har   de   haft   i   projektet?   

● Elevernas   riksförbund    (tidigare   SVEA   -   Sveriges   Elevråd)   
Roll :   Primär   projektpart   med   aktivt   deltagande   bland   elevråd   med   bred   geografisk   
demografisk   och   representation.   Elevrådsrepresentanter   har   medverkat   i   Arts   &   
Hearts   Edutainments-workshops,   fokusgruppssamtal   med   både   analoga   fysiska   
träffar   såväl   som   digitala   (via   Zoom).   Elevernas   riksförbund   med   sina   elevråd   har   
deltagit   i   enkäter   om   (visa   exempel   på   frågor   och   svar)   som   influerat   hur   Arts   &   
Hearts   utformat   innehåll   i   sceniskt   och   digitalt   material   (podd,   studiematerial,   app).   En   
viktig   kanal   för   ungas   röster   och   representation   in   i   projektet.     
  

● Mind   
Roll :   Samarbetet   med   Mind   har   gett   en   bra   bas   för   spridning   av   projektets   budskap   
och   metoder   till   primärmålgruppen.   Mind   har   spridit   “Det   syns   inte   -   Föräldraguiden”   i   
sina   kanaler.   Arts   &   Hearts   har   spelat   in   kunskap   till   Minds   rapporter   som   adderar   
innehåll   och   evidens   till   projektets   metod   för   kunskapsspridning   och   Mind   har   omvänt   
gett   inspel   om   målgruppen   och   rådande   situation   med   ungas   psykiska   hälsa.     
  

● Viktor   Rydbergs   Gymnasieskolor   
Roll :   Medverkande   med   skolelever   för   utveckling   och   testning   av   vår   pilotmodul.   
Samarbetet   har   möjliggjort   centralt   målgruppsdeltagande   för   metod   och   
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verktygsproduktion.     
  

● Vetenskapsfestivalen,   Göteborg   
Roll :   Målgruppskanal   för   mellanstadie-,   högstadie.   och   gymnasieungdomar   i   nationell   
kontext.   Arts   &   Hearts   deltog   under   projektperioden   vid   fem   av   festivalens   
programpunkter.   Både   i   Festivalens   “Skolprogram”   med   tre   interaktiva   aktiviteter   med   
skolklasser/elever   och   i   “Lärarkonferensen”   med   två   programpunkter.     
Samtliga   av   Arts   &   Hearts   programpunkter   blev   fullbokade.   Formatet   var   ett   digitalt   
klassrum   där   elever   med   dess   lärare   deltog   i   en   av   våra   undervisningsmoduler   i   
kombination   med   kunskapshöjande   inslag   för   undervisning.   Interaktion   och   feedback   
från   målgruppen   gjordes   under   klassrumsträffarna   via   verktyget   Menti.   Fördelen   med   
den   digitala   konferensen   var   även   att   deltagarna   representerade   hela   landet.   
  

● Regionbibliotek   Östergötland   
Roll :   Samarbetet   har   möjliggjort   målgruppsdialog   med   mål   att   förstå   ungas   
engagemang   i   medieanvändning.   
  

● Svenska   Skolläkarföreningen   
Roll :   Sprider   material   och   utgör   en   plattform   för   samarbete   med   elevhälsan.     
Arts   &   Hearts   har   deltagit   i   deras   satsning   “   Kraftsamling   för   ungas   Psykisk   Hälsa”   
och   gett   bidrag   till   skrivelsen   ” Fem   förslag   för   att   minska   psykisk   ohälsa   hos   unga ”   
med   insikter   och   lärdomar   från   projektet   Det   syns   inte.   
  

● Advania   -   Skolpartnerdagarna.   
Roll :   Samarbetet   har   möjliggjort   målgruppsdialog   och   deltagande   i   projektet   för   
sekundärmålgruppen   i   form   av   skolpersonal.     
  

● Stockholms   Universitet,   
Roll :   Målgruppskanal   för   att   möta   unga   vuxna/studenter   under   universitetets   event   
Ekonomernas   Dagar   2021   
  

● Region   Uppsala,   Barn   och   Ungdomshälsan   |   BUP   
Roll :   Samtalspartner   om   ungas   psykiska   hälsa   och   inspel   av   vilka   preventiva   insatser   
som   görs   på   området   i   vår   metod   och   materialproduktion.   I   samarbetet   har   det   
konstaterats   att   BUP   inom   regionen   idag   saknar   och   efterfrågar   verktyg   likt   de   Arts   &   
Hearts   arbetat   fram   under   projektperioden   vilket   gör   BUP   till   en   mycket   intressant   
möjlig   och   framtida   partnerorganisation.     
  

● SLL   -   Habilitering   &   Hälsa   
Roll :   Verkat   som   dialogpartner   och   fört   in   kunskap   om   unga   med   funktionshinder   och   
NPF-diagnos   i   projektet.     
  

● Prinsparets   stiftelse     
Roll :   Sprider   vårt   budskap   i   sina   nätverk,   en   kanal   för   ungas   röster.   
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● Linköpings   kommun,   Centrala   Elevhälsan,   rektorer,   lärare,   elever   
Roll :   Samarbetspartner   för   att   utveckla   nya   arbetssätt   för   att   arbeta   förebyggande   och   
hälsofrämjande   mot   lättare   psykisk   ohälsa   kopplat   till   ungas   förändrade   levnadsvanor   
i   ett   alltmer   digitaliserat   samhälle.   Kommunen   är   Sveriges   femte   största   kommun   med   
ca   20.000   grundskoleelever.   Under   projektperioden   har   Linköping   kommun   deltagit   
vid   workshops,   fokusgruppssamtal   och   arbetsmöten   för   att   planera   en   större   
utrullning   och   testbädd   av   Arts   &   Hearts   framtagna   digitala   koncept.   Som   företrädare   
för   målgruppen   är   detta   en   viktig   framtida   samarbetspartner   som   ger   en   bred   bas   för   
fysiska   och   digitala   aktiviteter   med   målgruppen.     
  

● Hjärnkoll,   Socialstyrelsen   Region   Västerbotten.   
Roll :   Spridning   och   test   av   proejktets   budskap   och   verktyg   och   dialogpartner   för   
regionen.     
  

● Det   ideella   ungdomsförbundet   Unga   Forskare   
Roll :   Samarbetet   innebar   en   digital   utställning   med   digital   monter   i   Sveriges   
största   vetenskapsmässa   och   tävling   för   gymnasieprojekt.   Unga     
Länk   till   Det   syns   intes   utställningsmonter .     
  

● Generation   Pep     
Roll :   Målgruppskanal   för   dialog   med   unga   där   Arts   &   Hearts   deltog   i   Pep   Forum   2020.   
1   300   online-deltagare   tog   direkt   del   av   live-föreläsningen.   
  

● Karolinska   Institutet   

Roll :   Arts   &   Hearts   samarbetar   med   institutionen   för   klinisk   neurovetenskap   vid   KI.   
Sissela   Nutley   arbetar   60   %   för   projektet   och   20   %   (1   dag/vecka)   för   KI   där   Arts   &   
Hearts   tillhandahåller   underlag   för   en   gemensamma   studie   finansierad   av   Forte   där   
enkätunderlag   besvarade   av   våra   partnerorganisationer   och   elever   som   deltagit   i   
projektets   aktiviteter   (föreställningar,   workshops,   föreläsningar)   utgör   del   av   
forskningsunderlaget.   Arts   &   Hearts   har   även   samlat   in   ett   unikt   enkätunderlag   före   
och   efter   covid-19s   inträde   i   samhället   kring   ämnet   mentalt   välbefinnande,   Just   
Skärmanvändning   värderas   i   denna   studie.   Samarbetet   har   gett   Arts   &   Hearts   insikt   i   
hur   projektets   metod   kan   spela   roll   och   skillnad   i   arbetet   med   prevention   inom   psykisk   
ohälsa.     

Avslutningsvis   har   Arts   &   Hearts   arbetat   aktivt   med   målsättningar   och   kommunikation   för   att   
säkerställa   att   projektet   ska   vara   öppet   för   alla   människor   som   vill   komma   i   kontakt   med   och   
delta   i   verksamheten   via   våra   partnerorganisationer.   Vi   har   arbetat   utifrån   devisen   att   psykisk   
hälsa   direkt   eller   indirekt   berör   alla   människor   och   att   alla   som   söker   efter   lösningar   eller   vill   
engagera   sig   i   frågorna   är   välkomna.     

  

4. Målgruppens   delaktighet   
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Beskriv   projektet   huvudsakliga   målgrupp/er.   

Projektets   huvudsakliga   målgrupp   har   under   året   varit   ungdomar   i   åldern   13   till   19   år.   Unga   
vuxna   upp   till   och   med   26   år   har   även   deltagit   i   projektets   aktiviteter.   Målgruppen   har   
framförallt   representerats   av   elever   i   skolan   och   via   projektets   partnerorganisationer   där   
målgruppen   barn   och   unga   med   funktionshinder   även   är   representerade.   Projektet   har   ännu   
inte   byggt   upp   en   egen   medlemsbas   utan   kontakt   med   och   delaktighet   av   målgruppen   sker   
främst   via   redan   upparbetade   strukturer   via   skolor,   kommuner   och   civilsamhället.     

Den   indirekta   målgruppen   “representanter   för   målgruppen   ungdomar”   är   därmed   en   viktig   
resurs   för   implementeringen   av   projektets   metod   och   förändringsstrategi   och   utgörs   av   
skolpersonal,   elevhälsa,   socialtjänst,   kommunala   tjänstemän   med   ansvar   inom   psykisk   
ohälsa,   beslutsfattare   och   förlagsrepresentanter   inom   läromedel   samt   representanter   inom   
civilsamhället.   

Den   sekundära   målgruppen   vuxna   föräldrar   är   likaså   en   relevant   målgrupp   och   har   under   
projektperioden   främst   nåtts   genom   projektets   digitala   workshops   och   föreläsningar   samt   
digitala   aktiviteter   såsom   podd,   evidensbaserade   guider,   synlighet   i   media   och   spridning   via   
sociala   medier.   Eftersom   projektets   insatser   uppskattas   ges   bäst   i   de   varaktiga   relationerna   
och   att   upprätthållande   av   ungas   psykiska   hälsa   behöver   stöd   av   vuxna   har   prioriteringen   
gjorts   för   att   målgruppen   deltar   i   projektet   med   en   vuxen   i   närhet.   Alla   av   Arvsfondens   
prioriterade   målgrupper   har   varit   välkomna   att   delta   och   Arts   &   Hearts   har   lagt   stor   vikt   vid   att   
aktiviteter   och   kommunikation   ska   inkludera   alla   i   samhällets   med   fokus   på   ovan   redogjorda   
målgrupper.     

  

Hur   har   ni   nått   målgruppen?   

Vilka   grupper   har   det   varit   svårare   att   nå   och   hur   har   ni   hanterat   det?   

Projektet   har   nått   målgruppen   via   workshops,   online   föreläsningar,   online   events,   digitala   
träffar   och   fokusgruppssamtal,   via   våra   kanaler   (podd,   app,   sociala   medier,   hemsida,   
pr/press,   medverkan   i   radio   och   poddar).   Aktiviteterna   har   varit   endera   arrangerade   av   oss   
eller   av   andra   aktörer   som   bjudit   in   oss   att   delta.     

Projektet   nådde   ej   de   grupper   som   projektet   planerat   att   möta   i   Örebro   och   Sundsvall   pga   av   
inställda   liveaktiviteter.   Eftersom   projektet   fick   göra   en   helomvändning   sedan   pandemin   har   
mycket   av   arbetet   riktat   till   att   producera   digitala   verktyg   som   under   projekttiden   inte   kunde   
nå   fullskalig   effekt   då   det   var   under   produktion.     
  

Hur   har   målgruppen   varit   delaktig   i   projektets   genomförande   under   året?   

Vilka   roller   har   målgruppen   haft?   

  

  
Målgruppens   delaktighet   har   varit   främsta   prioritet   för   projektet.   Genom   aktiviteter   i   det   
fysiska   rummet,   workshops,   fokusgruppssamtal   (fysiska   och   online)   samt   enkäter   har   
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ungdomars   åsikter   samlats   in   kring   vilka   livsstilsfrågor;   sociala   medier,   upplevd   ensamhet,   
datorspelande   och   mentalt   mående,   vilka   tagits   hänsyn   till   i   vår   metod.     
Budskap   för   digitala   verktyg   och   liveaktiviteter   har   utifrån   denna   interaktion   och   insamlade   
underlag   formats   för   att   landa   väl   hos   målgruppen.   Fokusgrupper   har   främst   genomförts   med   
Elevernas   riksförbund   och   deltagande   skolor   runt   om   i   landet   (både   fysiska   och   online).   
Likaså   har   flera   av   de   unga   som   projektet   kontrakterat   för   våra   olika   aktiviteter   spontant   blivit   
kontaktade   av   ungdomar   som   deltagit   i   våra   aktiviteter   och   önskat   fortsätta   dialogen   och   dela   
med   sig   av   sina    tankar   om   identitet,   normer   och   deras   mentala   mående.   Det   stärker   
metodens   bärkraft   och   fortsatta   relevans.   

  

5. Projektets   omfattning   under   året   

Ange   hur   många   aktiva   deltagare   som   projektet   har   haft   under   året.   Med   aktiva   
deltagare   menas   barn,   ungdomar,   äldre   och/eller   personer   med   funktionsnedsättning   
som   har   inflytande   över   projektets   planering   och   genomförande   och   som   
återkommande/över   en   längre   tid   medverkat   i   projektets   aktiviteter.   

Barn   till   och   med   11   år   med   eller   utan   funktionsnedsättning         

varav   andel   pojkar:         50   %   

varav   andel   flickor:       50   %   

varav   andel   annan   könskategori      N/A   %   

Ungdomar   mellan   12   –   25   år   med   eller   utan   funktionsnedsättning         

 
varav   andel   pojkar/män:      39 %   

 
varav   andel   flickor/kvinnor:    58 %   

 
varav   andel   annan   könskategori       3 %   

 
Vuxna   mellan   25   –   64   år   med   funktionsnedsättning           

 
varav   andel   män:           34   %   

 
varav   andel   kvinnor:             66   %   

 
varav   andel   annan   könskategori         N/A   %   
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Äldre   över   65   år   med   eller   utan   funktionsnedsättning           

varav   andel   män:              65   %   

varav   andel   kvinnor:          35   %   

varav   andel   annan   könskategori         N/A   %   

Ange   hur   många   andra   personer   ur   Allmänna   arvsfondens   målgrupper   som   nåtts   av   
projektets   information,   erfarenheter   och   resultat   genom   till   exempel   en   enstaka   
föreläsning,   en   film,   en   bok   eller   liknande.   

Vi   uppskattar   att   ca   8   500   har   nåtts   under   detta   år   trots   att   vi   inte   varit   särskilt   aktiva   med   
informationsspridningen   under   innevarande   projektperiod.   Vi   tror   att   siffran   är   högre   med   
perspektivet   att   föräldrar   och   lärare   som   nåtts   av   budskapen   och   förmedlat   dem   till   unga.    

Ange   hur   många   andra   personer   (sekundära   målgrupper   som   exempelvis   
yrkesgrupper,   beslutsfattare,   anhöriga,   allmänheten)   som   omfattats   av   projektet.   

Som   tidigare   angetts   har   vi   under   projektåret   inte   varit   lika   aktiva   som   tidigare   projektperioder   
i   arbetet   med   informationsspridning   och   PR-arbete.   På   året   har   vi   1   500   lyssningar,   1   000   
nedladdningen   av   app   och   vårt   Föräldrabrevet   gick   ut   till   40   000   av   sekundär   målgruppen.     
Därutöver   har   projektets   budskap   genom   riksmedia   haft   ett   uppskattad   reach   med   god   
marginal   över   100   000   nådda.     

  
Personer   inom   sekundär   målgruppen   som   deltagit   i   projektaktiviteterna   uppskattas   till     
ca   15   000   st.   När   det   kommer   till   indirekt   delaktighet   har   uppskattningsvis   som   lägst     
1   500   000   personer   nåtts   av   projektets   budskap   givet   att   Arts   &   Hearts   och   projektets   
anställda   (ffa)   Sissela   Nutley   och   Anni   Grosse   deltagit   i   flertalet   intervjuer   i   TV,   radio,   press   
m.m.   (se   bilaga   PR/Press   för   mer   information   om   inslag   och    tittarsiffor ).     

6. Överlevnad   

Vad   har   ni   gjort   under   året   för   att   skapa   förutsättningar   för   att   projektets   resultat   och   
erfarenheter   ska   kunna   leva   vidare   efter   projekttiden?   

Det   kan   vara   i   den   egna   organisationen,   samarbetsorganisationerna   och/eller   på   
annat   sätt.   

För   att   möta   efterfrågan   på   konkreta   lösningar   som   möter   rådande   utmaningar   med   ungas   
psykisk   ohälsa   har   Arts   &   Hearts   skapat   lösningar   som   kan   fortleva   även   efter   projektets   
sluttid   och   under   det   sista   projektåret   satsat   på   produktion   av   högkvalitativt   digitalt   material   
som   passar   flertalet   av   Arvsfondens   målgrupper.   Tillsammans   med   skolelever   har   vi   utformat   
och   producerat   ett   lättanvänt   och   gediget   digitalt   material   som   enkelt   går   att   skala   upp   och   
spridas   även   utanför   projektets   tidsram.   Med   utgångspunkt   från   vår   unika   metod   kan   
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livsviktig   vetenskap   faktiskt   nå   unga   genom   bruset   och   koncept   innefattar   nytänkande   
lösningar   för   att   hantera   utmaningarna   med   ungas   psykisk   ohälsa.   Eftersom   problematiken   
inte   väntas   försvinna   den   närmsta   tiden   kommer   efterfrågan   på   denna   typ   av   lösningar   växa   
allt   eftersom   användandet   av   vårt   koncept   ökar   bland   unga,   skolor   och   inom   skolans   
elevhälsa.   Verktygen   har   under   projektperioden   testats   i   en   mindre   skala   av   elever   och   lärare   
på   olika   skolor,   via   samarbetsaktörer   såsom   tex   Vetenskapsfestivalen   Göteborg.     
Arts   &   Hearts   har   blivit   tillfrågade   att   köra   Edutainment-föreläsningar   och   workshops   på   
exempelvis   Vetenskapsfestivalen   våren   2022,   via   Elevernas   riksförbunds   ordinarie   
verksamhet,   vid   Stockholms   stad   elevhälsa-kongress   och   tillsammans   med   flertalet   av   
högstadieskolorna   i   Linköping.     

7. Dokumentation   och   spridning   

Hur   har   ni   dokumenterat   projektets   erfarenheter?   

Dokumentation   genomförs   löpande   genom   att   fokusgruppssamtal   spelas   in   och   enkätsvar   
sammanställs   i   rapporter.   Poddavsnitt,   videoklipp   lärarhandledningar,   gör-det-själv   kitt   
publiceras   på   vår   hemsida   och   i   sociala   medier-kanaler.   Likaså   har   ett   urval   av   ungas   frågor   
till   oss   spelats   in   och   sammanställts   i   Q&A   klipp   på   temat   “Fråga   Experten”   för   spridning   i   
sociala   medier   och   i   våra   undervisningsmoduler.   De   sceniska   aktiviteterna   har   spelats   in   och   
integrerats   i   videoklipp   med   det   framtagna   materialet   för   vetenskapligt   innehåll.     

  

Hur   har   ni   arbetat   med   att   sprida   information,   kunskap   och   erfarenheter   från   
projektet?   

Insikterna   från   projektet   har   spridits   både   av   föreningen   i   form   av   våra   egna   kanaler   
(föreställningen,   föreläsningar,   workshops,   podcasten   Det   syns   inte,   vår   app,   våra   sociala   
medier   och   rapporter)   men   också   av   samarbetspartners   (Prinsparets   stiftelse,   Svenska   
skolläkarföreningen,   Stiftelsen   Make   Love   Great   Again,   Stiftelsen   Motus   Vitae   och   Mind)   i   
form   av   en   gemensam   Föräldraguide   som   även   publicerats   i   tidskriften   Nätpolarna   och   
spridits   via   mailutskick   till   samtliga   skolor   genom   samarbetspartnernas   maillistor.   Insikter   från   
projektet   har   även   spridits   via   Generation   Pep   som   sågs   av   ca   1   300   personer   live   och   ligger   
öppet   på    Youtube .   Frågan   om   ungas   psykiska   mående   kopplat   till   deras   digitala   
medieanvändande   har   bara   vuxit   genom   åren   och   skapat   ett   stort   medialt   intresse   kring   
projektet   som   synts   i   både    TV4   Nyhetsmorgon ,    Malou   efter   Tio ,    SVT ,   SvD   både    2018 ,    2019   
och   DN    2018    och   om   turnén   i   Skellefteå   i   Norran    2020 .     
För   mer   detaljerad   information   se   bilaga   PR/Press.     
Under   Covidpandemin   har   projektet   även   deltagit   vid    webinarium    ordnade   av   exempelvis   
Academedia   tillsammans   med   Mind   samt    Internetdagarna   2020 .     

Därutöver   har   vi   spridit   information   om   projektet   via:   
  

Maillistor :   löpande   utskick   till   Arts   &   Hearts   medlemmar,   publik   från   föreställningar   och   
sceniska   aktiviteter,   skolkontakter   och   intresserad   allmänhet.   Nyhetsbrev   skickas   
regelbundet   till   450   personer   som   anmält   sig   via   vår   hemsida.     
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Sociala   medier:    Vi   har   en   hög   aktivitet   på   sociala   medier   (Facebook,   Instagram)   där   våra   
följare   får   ta   del   av   de   löpande   aktiviteterna   som   projektet   har   såsom,   eller   statistik   om   
psykisk   ohälsa,   tips   på   verktyg   att   hantera   problem   osv.     

  
Partnerorganisationer:    Genom   samarbete   med   Elevernas   riksförbund,   Mind,   andra   
stiftelser   sprids   våra   budskap   genom   deras   nätverk   både   via   hemsidor,   sociala   medier   och   
mailutskick.     

  
Hemsida:    Via   hemsidan   hittar   man   information   både   om   spelschema,   workshops,   samt   
material   för   att   arbeta   med   frågorna   på   distans   (videofilmer,   lärarhandledning   och   även   direkt   
till   ungdomar   genom   det   digitala   materialet)   samt   länkar   till   podd,   appen   och   andra   resurser.   

Appen:    Via   kanalen   når   vi   målgruppen   med   konkreta   tips   och   ett   självskattningstest   i   forum   
de   är   vana   vid   och   uppskattar.     

8. Förändringar   och   avvikelser   

Har   ni   behövt   förändra   något   i   projektet   jämfört   med   senaste   årets   projektplan?   

Beskriv   i   så   fall   vilka   förändringar   ni   gjort   och   hur   de   genomförts.   Det   kan   handla   om   
exempelvis   målgrupp,   tidsplan,   aktiviteter,   samarbeten.   

Projektet   har   gjort   en   helomvändning   av   verksamhetsplan   från   live   till   digital   med   
grundläggande   ändringar   av   årets   aktivitetsplan   jämfört   med   ursprunglig   plan   som   ovan   
redogjort   för.   Dock   har   projektet   innehaft   samma   syfte,   samma   målsättningar,   målgrupper   
och   samma   metod.   Ändringarna   beskrivs   närmare   under   rubrikerna   resultat,   metod   och   
aktiviteter.     

9. Ekonomisk   redovisning   

Ekonomisk   redovisning   av   projektets   kostnader   och   intäkter   för   det   sista   projektåret   
ska   göras   i   Exceldokumentet    Slutrapport   ekonomi   för   projektstöd    som   laddas   ned   
från    www.arvsfonden.se/redovisningsmallar .   

Kommentera   budgetposter   där   utfallet   avviker   med   minst   20 000   kronor   jämfört   med   
projektets   beviljade   budget.   Var   beredd   att   svara   på   frågor   även   om   mindre   
avvikelser.   

Projektekonomin   har   under   år   3   präglats   av   osäkerheter   kopplade   till   pandemin.   För   att   
skapa   motsvarande   effekter   på   annat   sätt   la   vi   direkt   om   resurser   till   produktionen   av   digitalt   
material,   men   reserverade   också   medel   för   att   kunna   genomföra   vissa   liveframträdanden   om   
pandemisituationen   skulle   förbättras   framåt   sommaren   2021.   Efterhand   började   det   stå   klart   
att   ingen   liveverksamhet   skulle   kunna   genomföras.   Samtidigt   klargjorde   pilottester   av   vårt   
nya   digitala   koncept   att   det   uppskattades   av   målgruppen   och   hade   stor   potential,   varför   vi   
flyttade   kvarvarande   resurser   dit   där   medlen   hade   potential   att   göra   nytta.     
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Vi   har   hållit   ner   utgifterna   under   budget   för   nästan   alla   budgetposter,   för   att   kompensera   för   
de   uteblivna   biljettintäkterna.   Kommentarer   per   budgetpost:     
  

  

  

Kommentera   eventuell   avvikelse   som   gäller   annan   finansiering   eller   egen   
finansiering   respektive   ideellt   arbetade   timmar   som   projektet   haft   under   det   gångna   
projektåret   jämfört   med   vad   som   angavs   av   er   i   ansökan.   

Färre   ideellt   arbetade   timmar   än   i   ursprunglig   budget.   Skälet   är   att   vi   hade   räknat   med   stort   
engagemang   från   närstående   vuxna   detta   år,   som   en   effekt   av   stor   liveverksamhet.   I   och   
med   att   vi   fick   fokusera   på   omställning   och   nyproduktion   blev   det   inte   fallet.   Vi   har   haft   ett   
stort   engagemang   från   professionella   aktörer,   bl.a.   inom   Linköpings   kommun,   i   att   etablera   
och   planera   för   en   fortsättning   för   vårt   digitala   koncept.   Dock   har   detta   varit   på   betald   
arbetstid,   så   det   har   ej   rapporterats   som   ideellt   arbete.     
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Lönekostnader   202   305  

Besparing   framförallt   då   kärnteamet   i   personalen   
gick   ner   i   lön   i   slutet   av   projektet   (men   arbetade   full   
tid)   till   förmån   för   Externa   tjänster.   Detta   för   att   
säkerställa   marginal   för   det   totala   budgetbeloppet,   
och   för   att   möjliggöra   några   insatser   sent   i   
produktionen   som   vi   bedömde   kraftigt   höjde   
potentialen   i   det   inspelade   materialet.     

Externa   tjänster   −269   702  

Merparten   av   kostnaderna   för   produktion   av   digitalt   
material   ligger   som   externa   tjänster.   När   vi   till   slut   
enbart   kunde   göra   digitalt   material   innebar   det   
ökade   kostnader   där.   Finansieras   genom   minskade   
utgifter   för   Löner   och   4   övriga   budgetposter.     

Lokalhyra   225   982  
Besparing   då   vi   ej   betalt   hyra   för   scener   och   lokaler   
för   workshops   samt   förhandlat   ner   kostnad   för   
kontor   

Informationsspridning   och   
marknadsföring   

129   187  Besparing   på   tryck   och   informationsinsatser   
kopplade   till   vår   liveverksamhet   

Inrikes   resor   166   497  Besparing   pga   inställda   turnéstopp   

Utrustning   0    -   

Andra   verksamhetskostnader   146   439  Besparing   framförallt   pga   utebliven   kostnad   för   
teknik   för   föreställningarna     

Kostnad   för   revisors   granskning   −937    -   

Intäkter   som   genereras   av   projektet,   
t.ex.   lönebidrag   

−525   211  

Intäktsmodellen   byggde   på   biljettförsäljning   och   
workshops   som   inte   visat   sig   möjliga   att   genomföra.  
Finansieras   genom   besparingar   på   5   andra   poster.    

Summa   74   560  Överskott   som   betalas   tillbaka     



  
  
  

Del2   –   Redovisning   av   den   totala   projekttiden   
  

10. Genomförande   och   resultat   

Har   ni   uppnått   de   resultat   ni   satte   som   mål   i   ansökan?   

Summera   kortfattat   vilka   mål   ni   hade   från   början,   vilka   resultat   ni   uppnått   och   hur   ni   
gått   tillväga.   

Syftet   med   projektet   var   att   bidra   till   att   unga   i   högre   grad   ska   reflektera   över,   
samtala   om   och   uppnå   beteendeförändringar   för   att   främja   sitt   mentala   
mående.   Målsättningarna   var   ursprungligen:   

● Lyfta   frågan   om   psykisk   ohälsa   genom   en   föreställning   som   speglar   
ungdomars   vardag   och   på   så   sätt   bidra   till   att   bryta   tabun   kring   ämnet,     

● bidra   med   kunskap   om   förebyggande   av   psykisk   ohälsa   genom   workshops   
och   digitalt   framtaget   material   kopplat   till   föreställningen    Det   syns   inte .   

Sett   till   kvantitativa   mål   i   ansökan   strävade   projektet   efter:     

● Att   träffa   15   000   -   22   000   personer   i   målgruppen   i   det   fysiska   rummet   (15t   i   
ursprungsansökan,   upp   till   7   000   ytterligare   i   tilläggsansökan).     

● Att   ytterligare   10   000   skulle   nås   av   digitala   materialet.     

  
Kvantitativ   måluppfyllelse:     

Pandemin   eliminerade   större   delen   av   de   fysiska   mötena   år   2   och   alla   fysiska   möten   år   3,   
totalt   mer   än   hälften   av   de   planerade   tillfällena.   Trots   detta   har   projektet   lyckats:     

● I   det   fysiska   rummet   14   000   ur   målgruppen   och   4   000   personer   ur   den   sekundära   
målgruppen   genom   föreställningar   med   utbildningsmusikalen   Det   syns   inte,   
workshops   och   så   kallade   Edutainment-föreläsningar   där   underhållning   och   utbildning   
blandas.     

● Personer   som   nåtts   av   det   digitala   materialet   är   svårare   att   kartlägga,   men   siffran   är   
många   gånger   högre   än   målet.   Några   exempel   där   vi   har   data:   Guide   om   Mentala   
tallriksmodellen   distribuerad   till   ca   40   000   personer   genom   bl.a.   partnerorganisationer   
och   sociala   medier.   Podcast   och   app   har   nått   ca   4   000   personer   (bl.a.   använts   som   
utbildningsmaterial   i   skolor).     
Instagramkontot   har   drygt   1   000   följare,   Facebook   ca   900   följare   (primärt   
sekundärmålgruppen),   som   nåtts   av   tips   och   info   på   veckobasis.   Pilotmodulen   för   vårt   
nya   koncept   beräknas   ha   genomförts   av   1   500   personer   i   målgruppen.   
Gör-det-själv-material   för   musikalen   Det   syns   inte,   inkl.   manus,   tillhörande   
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utbildningsmaterial   och   musikinspelningar,   lanseras   nu   som   del   av   ordinarie   
projektbudget,   men   har   ännu   inte   hunnit   användas   av   målgruppen.     

  
Faktiska   effekter   hos   dem   vi   nått:     

En   mer   omfattande   redogörelse   av   resultat   från   våra   egna   utvärderingar   finns   i   Bilaga   X.   
Projektet   har   löpande   använt   enkäter   och   djupintervjuer   för   att   förstå   insatsernas   effekter.   
Målgruppen   har   i   våra   enkäter   svarat   att   bl.a.   följande   nyttor   har   uppnåtts:     

● “Brutit   stigma”   och   “startat   samtal   om   mentalt   mående”.    
● “Väckte   tankar   om   eget   mående,   och   vad   det   kan   bero   på”.     
● “Gett   kunskap   om   sociala   mediers   inverkan”.     

  
När   projektet   startade   var   psykisk   hälsa   inte   en   del   av   det   offentliga   samtalet.   Allteftersom   
temat   blivit   mer   allmänt   omtalat,   har   projektet   gradvis   flyttat   fokus   från   att   väcka   dialog,   till   att   
verka   för   konkreta   beteendeförändringar.   Som   exempel   har   vi,   i   pilotmodulen   för   vårt   nya   
digitala   koncept,   redogjort   för   specifika   förändringar   som   kan   göra   deltagarna   upp   till   fyra   
gånger   effektivare   när   de   studerar.   Våra   enkäter   visar   att   många   av   deltagarna   faktiskt   
förändrar   sina   beteenden   som   konsekvens   av   detta   (se   nedan).     

  
Framtida   effekter   som   resultat   av   vår   omställning:   

Ett   särskilt   viktigt   resultat   av   projektet   kommer   av   den   positiva   omställning   vi   tvingats   till   på   
grund   av   pandemin.   Vi   har   skapat   ett   högkvalitativt   videomaterial,   byggt   på   målgruppens   
berättelser,   feedback   och   funderingar,   som   kommer   tillgängliggöras   målgruppen   och   har   
potential   att   nå   många   fler   än   våra   möten   i   det   fysiska   rummet.   Materialet   bygger   på   samma   
metod   som   vi   använt   genomgående   i   projektet.     

Omställningen   har   varit   krävande   för   oss   som   organisation   då   filmskapande   och   utformning   
av   webblösningar   tarvar   andra   kompetenser   än   live-   och   scenkonstproduktioner.   Ändå   har   vi   
gått   från   att   ställa   in   en   riksturné   till   att   skapa   mer   än   100   minuter   egenskriven   
färdigproducerad   högkvalitativ   video   på   ett   drygt   år.   I   materialet   finner   vi   dramatiserade   
kortfilmer,   samt   några   av   Sveriges   ledande   experter   på   olika   områden   som   ger   
tittarna/målgruppen   förklaringar   utifrån   vad   vetenskapen   visar   kring   olika   situationer   och   
varför   det   kan   bli   som   det   blir   i   livet.   Exempel   på   deltagare   framför   kameran   är   Anders   
Wallensten   (bitr.   statsepidemiolog),   Björn   Hedensjö   (psykolog   och   podden   Dumma   
människor),   Amanda   Ålenius   (jämnställdhetsexpert,   grundare   av   Annonsrådet),   Patrik   
“f0rest”   Lindberg   (en   av   världens   största   e-sportprofiler)   och   Danny   Saucedo   (artist   och   
engagerad   i   frågor   om   sociala   medier   och   hälsa).     
Flertalet   namnkunniga   artister   har   valt   att   vara   med   i   materialet   med   sin   musik,   bl.a.   Anna   
Ternheim,   Veronica   Maggio   och   Robyn   och   dialog   om   medverkan   i   framtida   klipp   och   
intervjuer   är   inledd.   Här   finns   en   påbörjad   satsning   att   använda   artister,   influencers   och   
andra   för   målgruppen   erkända   förebilder   som   budbärare   för   att   inleda   ett   identitetsskapande   
satsning   för   varumärket.     

Effekten   av   detta   material   har   inte   kommit   än,   men   bör   bli   mycket   positiv   för   ett   stort   antal   
personer   inom   målgruppen.   I   en   studie   av   vår   pilotmodul   “Ta   kontroll   över   din   
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uppmärksamhet”   testade   298   gymnasieelever   att   arbeta   med   materialet   under   en   
mentorstimme.   Efter   detta   svarade   63%   att   de   ville   göra   ändringar   i   sina   vanor,   och   33%   att   
de   faktiskt   lyckats   göra   ändringar   i   sina   vanor   kring   studier   och   fokus   (som   var   temat   för   
modulen).   Detta   är   höga   siffror   för   en   insats   som   bara   tagit   40   minuter.   Vid   ett   annat   tillfälle   
fick   en   grupp   lärare   arbeta   med   pilotmodulen   och   utvärdera   den   via   Menti,   med   detta   
resultat:   

  

Fyra   ytterligare   videos   är   färdigproducerade   
och   redo   att   tillgängliggöras   och   byggas   in   i   
interaktiva   moduler.   Ett   pedagogiskt   koncept   
som   kan   användas   av   lärare   i   skolan,   
individuellt   av   målgruppen   eller   närstående   
vuxna.   Utvecklingen   av   detta   digitala   
lärokoncept   är   ett   nytt   grepp   när   det   gäller   att   
förmedla   livsviktig   kunskap   och   för   att   komma   
igenom   bruset   genom   upplevelsebaserad   och   
interaktiv   inlärning.   En   satsning   vi   hoppas   
kunna   utföra   i   samarbete   med   bland   andra   
Arvsfonden.   Vi   har   inkommit   med   en   särskild   
ansökan   om   det.     
  

Det   syns   inte   Appen   är   utvecklad   i   en   första   version   och   har   mycket   stor   potential   för   
vidareutveckling   och   ökad   användande.   Vi   har   ett   ännu   icke   realiserad   effekt   då   den   ännu   
inte   är   marknadsförd.   Med   över   1   000   aktiva   användare   har   den   vuxit   organiskt   utan   
kampanjande   eller   informationsspridning   vilket   visar   på   potentialen.   Planen   framgent   är   att   
inkludera   appen   i   undervisningsaktiviteterna   och   implementeringen   av   videomodulerna   där   
den   kan   på   sikt   kan   skapa   en   plattform   att   öka   dialogen   med   ungdomar,   förstå   hur   de   funkar,   
följa   deras   process   för   att   identifiera   vilka   lösningar   som   behövs.   På   sikt   finns   planer   att   ta   
appen   till   en   version   2   med   än   mer   interaktiva   utvecklade   funktioner.     

  

Hade   ni   några   mål   som   ni   inte   uppnådde?   

Beskriv   kortfattat   vilka   och   varför.   

Pandemin   tvingade   oss   att   ställa   in   tre   omfattande   turnéstopp   våren   2020,   projektår   2   
(Örebro   och   Sundsvall,   Stockholm).   Detta   innebar   11   inställda   föreställningar   på   stora   
scener.   Därtill   tvingades   vi   ställa   in   hela   den   planerade   live-verksamheten   med   
Edutainment-shower   och   workshop   under   halva   år   2   och   hela   3.   Totalt   innebär   det   att   mer   än   
hälften   av   projektets   planerade   liveaktiviteter   fick   ställas   in,   med   effekten   att   vi   inte   nådde   
riktigt   så   många   som   vi   tänkt   i   det   fysiska   rummet.   Istället   styrdes   verksamheten   om   till   
produktion   av   podd,   digitala   material   och   interaktiv   film.     
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Vilka   har   varit   projektets   viktigaste   samarbeten?   

Projektets   viktigaste   samarbeten   har   varit   SVEA   -   Sveriges   Elevråd   |   Elevernas   riksförbund   
och   de   40   tal   deltagande   skolor   samt   deltagande   kommuner/regioner   (Skåne,   Skellefteå,   
Uppsala,   Örebro,   Sundsvall,   Stockholms   Stad   med   kranskommuner   inom   ABC-området.   
Andra   aktörer   vi   samarbetat   med   som   spelat   central   roll   för   projektet   är   Tjejzonen,   Fryshuset,   
Mind,   Svenska   Skolläkarföreningen,   Generation   Pep,   Prinsparets   stiftelse,   Karolinska   
Institutet   -   Institutionen   för   klinisk   neurovetenskap.   Därutöver   har   projektet   haft   en   lång   rad   
med   partnerorganisationer   som   samverkat   med   för   särskilda   insatser.     

  

Vilka   har   varit   de   viktigaste   framgångsfaktorerna   för   projektet?   

Ämnet    engagerar   många   och   lösningar   på   problematiken   som   unga   upplever   efterfrågas   
stort.   I   synnerhet   lösningar   som   är   baserade   på   forskning   och   vetenskap   med   
kompletterande   parallella   “arvidensbaserade”   lösningar   som   viktig   del   av   projektets   verktyg.     

  
Frågorna   och   metoden   som   projektet   hanterar   har   väckt   stort    medialt    intresse   och   gett   
många   inbjudningar   till   att   delta   i   mediala   sammanhang   som   presenteras   i   Bilaga   PR/Press.   
  

Metoden    väcker   stort   intresse   och   engagemang,   att   få   ut   vetenskapskommunikation   till   
målgruppen   på   deras   villkor   och   blanda   vetenskap   och   dramatiseringar   
  

De   utvecklade   verktygen    spelar   stor   roll   för   projektet.   Med   en   storskalig   musikal   baserad   på   
vetenskap,   välutvecklade   edutainment   föreläsningar,   strukturerade   workshops,   poddkanal,   
en   interaktiv   app   och   ett   högkvalitativt   och   innovativt   läromedelsmaterial   har   vi   utvecklat   
starka   resurser   med   mycket   potential   att   vidareutveckla   verksamheten   och   sätta   ambitiösa   
framtida   mål.     
  

Projektets    partnersamarbeten    har   spelat   en   stor   roll   för   interaktiviteten   med   målgruppen   och   
för   att   fånga   in   ungdomars   röst   till   utformningen   av   projektet   samt   även   genomföra   aktiviteter   
tillsammans   med   målgruppen.   Här   har   även   samlad   kunskap   och   erfarenhet   från   
partnerorganisationerna   gett   projektet   insikt   och   och   kunskap   för   hur   dialog   och   interaktion   
genomförs   på   bästa   sätt.     
  

Arts   &   Hearts    anställda    med   samlad   kompetens,   nätverk   och   arbetsförmåga   har   varit   en   
avgörande   förutsättning   för   att   projektet   har   kunna   levererat   på   hög   nivå   och   även   haft   
förmåga   att   ställa   om   verksamheten   under   krävande   förhållanden   som   vid   en   global   
pandemi.     
  

Vilka   hinder   har   haft   störst   påverkan   för   projektet?   

Främsta   hindret   måste   ändå   beskrivas   som   covid-pandemin   som   efter   halva   projekttiden   helt   
satte   överenskommen   verksamhetsplaneringen   på   ända.   Tack   vare   Arvsfondens   flexibilitet   i   
att   ge   tillåtelse   till   att   vi   styrde   om   beviljade   medel   till   nya   aktiviteter   under   projektets   gång   vill   
vi   påstå   att   Arts   &   Hearts   efter   denna   helomvändning   ändå   står   bättre   rustade   med   
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nyutvecklade   digitala   verktyg   än   om   projektet   hade   fått   fortgå   liksom   inledningsvis   planerat   
för.   Trots   att   denna   förändring   tarvade   en   enormt   hög   arbetsinsats   långt   utöver   normala   
arbetstider   anser   vi   att   devisen   “inget   ont   som   inte   har   något   gott   med   sig”   rimmar   väl   med   
hur   vi   i   efterhand   upplevde   detta   hinder   och   hur   den   digitala   satsningen   ger   oss   goda   
förutsättningar   för   en   verksamhet   som   kan   nå   fler   unga   och   ge   ökad   positiv   effekt   än   
ursprungligen   planerat   för.     

11. Projektets   omfattning   under   projekttiden   

Ange   hur   många   aktiva   deltagare   som   projektet   har   haft   under   den   totala   
projekttiden.   Med   aktiva   deltagare   menas   barn,   ungdomar,   äldre   och/eller   personer   
med   funktionsnedsättning   som   har   inflytande   över   projektets   planering   och   
genomförande   och   som   återkommande/över   en   längre   tid   medverkat   i   projektets   
aktiviteter.   

Barn   till   och   med   11   år   med   eller   utan   funktionsnedsättning  200        

varav   andel   pojkar:       50   %   

varav   andel   flickor:      50   %   

varav   andel   annan   könskategori     N/A   %   

Ungdomar   mellan   12   –   25   år   med   eller   utan   funktionsnedsättning       12   820          

varav   andel   pojkar/män:      50    %   

varav   andel   flickor/kvinnor: 50  %   

varav   andel   annan   könskategori     N/A    %   

Vuxna   mellan   25   –   64   år   med   funktionsnedsättning    2   380          

varav   andel   män:      25   %   

varav   andel   kvinnor:     75   %   

varav   andel   annan   könskategori     N/A   %   

Äldre   över   65   år   med   eller   utan   funktionsnedsättning   :    1   500   
  

varav   andel   män:           40%   
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varav   andel   kvinnor:           60   %   

varav   andel   annan   könskategori           N/A   %   

Ange   hur   många   andra   personer   ur   Allmänna   arvsfondens   målgrupper   som   nåtts   av   
projektets   information,   erfarenheter   och   resultat   genom   till   exempel   en   enstaka   
föreläsning,   en   film,   en   bok   eller   liknande,   under   den   totala   projekttiden.   

Uppskattningsvis   ca   40   000   via   vår   podcast,   vår   app,   tryckt   folder,   intensiv   aktivitet   i   sociala   
medier,   utskick   genom   partnerorganisationer   m.m.     

Ange   hur   många   andra   personer   (sekundära   målgrupper   som   exempelvis   
yrkesgrupper,   beslutsfattare,   anhöriga,   allmänheten)   som   omfattats   av   projektet   
under   den   totala   projekttiden.   

Ca   4   000   i   det   fysiska   rummet   (föreställningar,   workshops),   drygt   70   000   som   på   något   sätt   
tagit   del   av   våra   material   och   information.   Ytterligare   ett   stort   antal   (   >   1   500   000)   har   nåtts   av   
budskapet   via   täckning   i   riksmedia.     

12. Målgruppen   

Beskriv   vilka   roller   projektets   målgrupp/er   hade    i   planeringen    av   projektet.   

Kom   projektidén   från   målgruppen   själv?   Om   inte   –   hur   förankrades   idén   med   
målgruppen?   

Föreställningen   Det   syns   inte   är   från   början   baserad   och   uppbyggd   utifrån   ungas   chattar   och   
egna   problembeskrivningar   (genom   samarbete   med    Tjejzonen ).   Fokusintervjuer   och   
workshops   med   representanter   för   målgruppen   har   genomförts   från   start   och   sedan   löpande   
genom   projektet,   vilket   bl.a.   styrt   prioriteringar   kring   vilka   områden   som   berörs   och   bidragit   till   
utformningen   av   insatserna   (ofta   ordnade   i   samverkan   med   Elevernas   riksförbund).     
Tidigt,   och   sedan   vid   flera   tillfällen   genom   projektet,   har   sammanlagt   drygt   2   500   personer   ur   
målgruppen   svarat   på   enkäter   om   mående   och   digitala   vanor   som   också   styrt   våra   insatser,   
t.ex.   genom   att   rangordna   vilka   områden   vi   skapat   interaktivt   filmmaterial   kring   samt   innehåll   
för   liveaktiviteter   och   workshops.   Manusarbete   för   filmbaserade   material   har   föregåtts   av   
djupintervjuer   med   representanter   för   målgruppen.   Det   pedagogiska   upplägget   i   pilotmodulen   
testades   med   298   målgruppsrepresentanter,   såväl   som   i   mindre   grupper,   vilket   gav   
målgruppen   inflytande   i   produktionen   av   kommande   avsnitt.     
  

Beskriv   vilka   roller   projektets   målgrupp/er   hade    i   genomförandet    av   projektet   under   
hela   projekttiden?   

Deltagarna   från   målgruppen   är   huvudpersonerna   i   genomförandet,   i   alla   format   vi   använder.   
Mågruppens   roll   har   under   genomförandet   varit   att   styra   utformning   av   budskap,   metod   och   
aktiviteter   och   samtidigt   vara   huvudpersoner   i   deltagandet   av   desamma.   Skolor   inom   
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socioekonomiskt   utsatta   områden   har   varit   en   prioriterad   målgrupp   som   av   projektets   getts   
möjlighet   att   gästa   våra   sceniska   föreställningar   gratis.     

Fysiska   aktiviteter     

Målgruppen   tar   deltagit   i   liveaktiviteter,   workshops,   genomfört   diskussioner   och   övningar   
samt   feedbackat   på   tillhörande   undersökningar.   Kanalerna   för   att   nå   fram   till   målgruppen   har   
framförallt   varit   samarbete   med   organisationer   som   representerar   unga   såsom   skolor   och   
elevförbund   och   med   inom   civilsamhällsorganisationer   som   arbetar   med   ungdomshälsa   och   
ungdomsfrågor.     

Digitala   aktiviteter     

● Podd:   Utöver   att   lyssna,   och   arbeta   med   avsnitt   som   del   av   undervisningen,   skickar   
målgruppen   frågor   som   experter   svarar   på.     

● Dramabaserade   videomoduler:   Målgruppen   tittar   på   materialet,   genomför   
övningar/experiment   och   arbetar   med   egen   och   andras   beteendeförändring   utifrån   
vårt   pedagogiska   ramverk.   Vi   lät   också   målgruppen   ge   direkt   möjlighet   att   påverka   
den   fortsatta   produktionen,   bl.a.   genom   en   särskild   testgrupp   med   ungdomar   som   
gett   feedback   på   en   pilotversion.   Enkätundersökningar   med   2   500   ungdomars   vanor   
och   hälsa   har   också   lett   till   prioriteringar   av   funktioner   och   innehåll.   

● App:   Appen   är   utformad   så   att   deltagare   från   målgruppen   läser   på   om   hjärnans   
grundbehov,   och   gör   ett   enkelt   test   av   sin   egen   balans.   Utifrån   det   väljer   hon   eller   han   
från   en   lista   av   tips   om   hur   balansen   kan   förbättras,   och   planerar   
beteendeförändringar.   Kan   göras   själv   eller   under   samtal   med   andra.   Själva   
utformningen   av   appen   är   styrd   av   målgruppen   själv   -   i   samarbete   med   Mind   lät   vi   en   
ungdomspanel   vara   med   och   forma   tipsen   och   rekommendationerna.     

Kommunikativa   aktiviteter     

Generellt   har   det   under   projektperioden   varit   en   utmaning   att   etablera   storskalig   
tvåvägskommunikation   direkt   med   målgruppen,   även   om   vi   märkt   en   ökning   av   våra   unga   
följare   efter   vår   insats   i   Skellefteå.   Vi   har   därför   arbetat   med   kunskapsspridning   och   
målgruppsdialog   genom   våra   partners   och   deras   redan   etablerade   kanaler.   Exempelvis   
genom   utskick   av   Natur   &   Kulturs   nyhetsbrev   till   nästan   20   000   lärare   runt   om   i   Sverige   
genomförts.   Andra   exempel   är   Stiftelsen   Sparks   föräldrablogg,   organisationen   Minds   sociala   
medier-konton,   Det   syns   intes   sociala   medier   samt   Svenska   skolläkarföreningens   nyhetsbrev   
till   alla   skolläkare   i   Sverige   som   företräder   ungdomar.     

För   att   stärka   vår   egen   digitala   direktdialog   med   ungdomar   finns   bl.a.   planer   på   samarbeten   i   
sociala   medier   med   artister   och   influencers   (såsom   redan   påbörjat)   och   etablering   av   
lösningar   för   att   ungdomar   enkelt   och   anonymt   ska   kunna   dela   med   sig   av   frågor   och   
erfarenheter.     

Beskriv   vilka   roller   projektets   målgrupp/er   hade    i   den   fortsatta   verksamheten    efter   
projektets   slut.   

De   olika   digitala   material   som   skapats   kommer   fortsätta   vara   tillgängligt   för   målgruppen   att   
arbeta   med.   Målsättningen   är   att   målgruppen   är   fortsatt   aktiva   i   utformning   av   de   metoder   
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och   de   verktyg   som   Arts   &   Hearts   producerar   och   tillhandahåller   för   unga,   skolor,   föräldrar,   
och   föreningar   samt   civilsamhällesorganisationer   som   vill   arbeta   med   frågorna.     

Projektet   släpper   ett   paket   som   gör   det   möjligt   för   målgruppen   att   själva   göra   uppsättningar   
av   musikalen   Det   syns   inte,   inklusive   manus,   musik,   video   och   pedagogiskt   material,   vilket   
gör   det   möjligt   för   målgruppen   att   helt   självständigt   genomföra   den   typ   av   insats   som   
projektet   gjort   från   scen.   Målgruppen   kommer   uppmuntras   att   anpassa   sin   framställning   
utifrån   de   frågor   och   förutsättningar   som   upplevs   viktiga   för   dem.     
  

Finns   det   några   grupper   som   ni   ville   nå   med   projektet   men   inte   lyckades?   

Geografisk   spridning   påverkades   kraftigt   av   att   vi   tvingades   ställa   in   vår   turnéverksamhet   
under   andra   hälften   av   år   2   och   hela   år   3.   Vi   försöker   kompensera   det   framgent   genom   att   
primärt   söka   samarbeten   med   kommuner   utanför   Stockholm   där   projektets   huvudsakliga   
aktiviteter   genomfördes.     
  

Vilken   betydelse   har   projektet   haft   för   målgruppen   eller   målgrupperna?   

En   mer   omfattande   effektredogörelse   finns   i   Bilagan   “Utvärdering”.   Målgruppen   har   svarat   att   
bl.a.   följande   nyttor   har   uppnåtts:     

● “Brutit   stigma”   och   “startat   samtal   om   mentalt   mående”.    
● “Väckte   tankar   om   eget   mående,   och   vad   det   kan   bero   på”.     
● “Gett   kunskap   om   sociala   mediers   inverkan”.     

Insatserna   har   även   sporrat   till   konkreta   förändringar   av   vanor.   Ett   exempel   är   vår   digitala   
pilotmodul   om   hur   man   kan   ta   kontroll   över   sin   uppmärksamhet.   Efter   att   ha   sett   videon   och   
genomfört   övningarna   svarade   63%   att   de   ville   göra   förändringar   i   sina   vanor   och   33%   att   de   
faktiskt   hade   lyckats   göra   några   förändringar   kopplade   till   sitt   fokus.   64%   skulle   starkt   
rekommendera   andra   i   samma   ålder   att   arbeta   med   materialet   och   ytterligare   28%   skulle   
kanske   göra   det.     

13. Överlevnad   

Vad   lever   vidare   efter   projekttiden?   På   vilket   sätt   och   var?   

Beskriv   hur   projektets   erfarenheter   och   resultat   lever   vidare   inom   den   ena   
organisationen,   projektets   samarbetsorganisationer   och   på   andra   sätt.   

  
Arts   &   Hearts   är   en   långt   mycket   mer   etablerad   aktör   i   och   med   detta   projekt.   Vi   har   ett   
upparbetat   nätverk   med   samarbetspartners   och   dialogpartners   som   ger   viktiga   kanaler   för   
interaktion   med   målgruppen.   Under   rubriken   Samarbetspartners   redogörs   för   några   av   de   
samarbetsaktörer   som   Arts   &   Hearts   samverkar   med.   De   ger   fortsatt   goda   möjligheter   att   
integrera   våra   konceptuella   lösningar   i   rådande   strukturer   och   verksamheter   där   verktygen   
först   och   främst   är   efterfrågade.   Att   verktygen   är   framtagna   tillsammans   med   unga   och   dess   
företrädare   gör   att   det   är   enkelt   att   implementera   dem   där   de   gör   nytta   för   att   över   tid   möta   
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utmaningarna   med   ungas   psykiska   hälsa.     
  

Därutöver   har   Arts   &   Hearts   med   sina   liveföreställningar   och   workshops   etablerat   sig   som   en   
aktör   inom   både   kultur   och   utbildningssektorn,   vilket   i   takt   med   att   pandemin   släpper   sitt   
grepp   om   samhället,   ger   ökade   möjligheter   för   ökad   efterfrågan   av   våra   tjänster.     

  
I   ovan   redovisade   resultat   indikerar   på   att   skolor   har   börjat   använda   våra   verktyg   i   ordinarie   
skolundervisning.   I   takt   med   att   detta   sprider   sig   via   word   of   mouth   ökar   potentialen   för   
ytterligare   efterfrågan   på   organisationen   koncept.   Ett   vision   på   längre   sikt   som   ökar   
relevansen   av   vår   verksamhet   är   att   läroplanen   även   inkluderar   psykisk   hälsa   som   ämne.     
Projektet   tillgängliggör   följande   material   för   kostnadsfri   användning:     
  

Material   och   underlag   för   att   skolor   själva   ska   kunna   sätta   upp   musikalen   för   att   fördjupa   sig   i   
ämnet   med   nedladdningsbara   filer:     
  

● Föreställningens   musikalnummer   med   musik/instrumentala   bakgrunder   
● Manus,   sångtexter,   regianvisningar   och   annat   material     
● Det   material   som   genereras   i   samband   med   utvecklingen   av   workshops,   kommer   

också   finnas   tillgänglig   så   att   skolor   kan   jobba   med   dessa   frågor   på   samma   sätt   som   
de   gjorts   under   projektets   gång.     

● Inspelad   edutainment-föreläsning   kommer   finnas   tillgänglig   att   titta   på   genom   
Kulturarenan.     

● Lärarhandledningar   och   videomaterial   
● Poddavsnitt   under   kanalen   Det   syns   inte   Podden.     
● Appen   tillgänglig   ca   1   år   även   utan   ytterligare   finansiering,   därefter   tillkommer   en   

lägre   förvaltningskostnad   för   att   uppdatera   den   till   nya   versioner   av   iOS   och   Android.     
● Resurser   riktade   till   vuxna   i   ungdomars   närhet   kommer   fortsätta   finnas   tillgängliga   på   

projektets   webbsida.   Dessa   resurser   sprids   ju   också   genom   vårt   nätverk   av   
partnerorganisationer,   vilket   gör   att   de   även   kommer   ingå   i   dessa   organisationers   
“katalog”   och   blir   varaktigt   tillgängliga   även   genom   dem.     

● Det   digitala   materialet   i   form   av   utbildningsmoduler   är   baserade   redan   utarbetad   och   
beprövad   metod   och   budskapsplattform.   Konkreta   planer   för   utrullning   och   
vidareutveckling   tillsammans   med   målgruppen   och   dess   företrädare   finns   och   
finansiering   för   detta   arbete   ligger   för   beslut   bl.a.   hos   Arvsfonden.   Med   en   sådan   
koncept-   och   vidareutveckling   kan   Arts   &   Hearts   på   sikt   ha   ett   mycket   intressant   och   
skalbar   lösning   för   preventivt   arbete   inom   mentalt   välbefinnande   som   görs   möjligt   att   
använda   av   skolor   och   ungdomar   nationellt   över   hela   landet.     

  

Hur   finansieras   den   fortsatta   verksamheten?   

Arts   &   Hearts   söker   fortsatta   anslag,   verksamhetsstöd   och   projektstöd.   Vi   är   tack   vare   
Arvsfondsprojektet   Det   syns   inte   en   mer   etablerad   aktör   med   ett   större   nätverk   och   allmänt   
mer   känt   och   beprövat   koncept.   Med   vårt   utarbetade   digitala   koncept   såväl   som   lättade   
restriktioner   kan   även   organisationen   möta   efterfrågan   på   de   liveaktiviteter,   showbaserade   
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föreläsningar   och   workshops   som   kan   ge   intäkter   för   verksamheten.   Den   vidareutveckling   vi   
genomfört   det   senaste   projektåret   innebär   att   vår   verksamhet   får   flera   spår   att   möta   
målgruppens   behov.   Detta   ökar   möjligheten   att   finna   partners   och   nya   intäktskällor.   Målet   är   
att   kunna   bedriva   verksamheten   med   en   diversifierad   finansiering,   bestående   av   intäkt   från   
försäljning   samt   2-4   anslagsgivare   för   olika   satsningar   inom   området   psykisk   hälsa.    

  
Arts   &   Hearts   etablering   har   även   börjat   attrahera   människor   som   vill   engagera   sig   i   frågorna   
och   ha   ett   forum   för   att   bidra   med   intäkter   till   verksamheten.   Tex   fick   vi   nu   under   oktober   
månad   en   låt   dedikerat   vårt   arbete   som   på   1-2   veckor   har   genererat   ett   par   tusen   i   intäkter.     

  
Insamlingsrelaterat   arbete   är   en   intressant   och   potentiell   finansieringskälla   i   takt   med   att   våra   
verktyg   börjar   användas   i   en   större   omfattning   och   vårt   varumärke   blir   mer   etablerat.   
Erfarenhet   från   insamlingsarbete   finns   i   organisationen   från   tidigare   anställningar   och   
befattningar   men   organisationen   har   ännu   inte   haft   tid,   kapacitet   eller   tillräckligt   starkt   
varumärke   att   utveckla   området   som   ändå   kräver   resurser   för   att   generera   desamma.     

  

Kommer   samarbeten   som   påbörjats   under   projektet   att   fortsätta   efter   projekttiden?   
Beskriv   i   så   fall   hur.   

Ja,   upparbetade   samarbeten   kommer   att   fortgå   och   utvecklas   tex   med   Elevernas   
riksförbund,   Linköping   kommun   och   flertalet   organisationer   som   företräder   ungdomar;   Mind,   
Fryshuset,   TikTok   m.m.   Många   av   de   skolor   och   kommuner   som   under   projektet   tagit   del   av   
workshops   och   föreställningar   har   meddelat   att   de   önskar   delta   i   kommande   aktiviteter   med   
nya   generationer   skolelever   likt   de   vi   genomfört   inom   ramen   för   projektet.   Exempelvis   
Vetenskapsfestivalen   som   önskar   att   vi   samarbetar   under   deras   kongress   och   mässa   våren   
2022   och   Stadsteatern/Parkteatern   som   kontrakterat   oss   att   spelar   4   föreställningar   i   deras   
sommarprogram   augusti   2022   i   Vitabergsparken   mot   viss   ersättning.     
Mot   bakgrund   av   att   vi   varit   i   “production   mode”   de   senaste   12   månaderna   finns   en   stor   
potential   för   ett   återupptagande   av   fler   samarbetsaktiviteter   med   etablerade   och   
tillkommande   aktörer   i   takt   med   att   digitalt   materialet   sprids   och   livearrangemang   återupptas   i   
större   skala.     

  

Hur   har   kunskaper   och   erfarenheter   från   projektet   tagits   tillvara   inom   er   organisation   
och   projektets   samarbetsorganisationer?   

Arts   &   Hearts   tar   med   sig   ackumulerad   erfarenhet   av   metodimplementering,   produktion,   
content   development   och   samlad   expertis   för   framtida   insatser   med   och   för   ungdomar,   för   
skolor   och   föräldrar   genom   befintliga   upparbetat   nätverk   inom   ramen   för   projektet.   Eftersom   
projektet   har   innefattat   mer   eller   mindre   av   organisationens   100%-iga   arbetstid   och   
engagemang   är   det   av   stor   betydelse   för   de   samlade   kunskap   och   erfarenhet   som   
organisationen   tar   vidare   till   nästkommande   insatser.   Projektpartners   har   stärkts   i   både   
kompetens   och   rutiner   kring   arbetet   med   ämnet   och   har   även   tillgång   till   framarbetade   
verktyg   och   material   som   producerats   under   projekttiden.     
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Har   projektet   påverkat   organisationen   på   några   andra   sätt?   

Projektet   har   gett   organisationen   större   förståelse,   kunskap   och   erfarenhet   om   hur   preventivt   
arbete   genomförs   tillsammans   med   unga   och   hur   det   ska   utformas   för   att   bättre   möta   deras   
behov.   En   stor   lärdom   är   att   kunskapsnivån   hos   unga   skiljer   sig   avsevärt   när   det   kommer   till   
baskunskaper   inom   de   grundläggande   förutsättningar   som   råder   för   psykisk   hälsa   och   vad   
det   egentligen   är.   Likaså   har   projektet   gett   underlag   till   att   vi   kan   ställa   slutsatsen   att   
kunskapsnivån   kring   vad   psykisk   ohälsa   är   och   vad   man   själv   kan   göra   för   att   stärka   sitt   
psykiska   mående   överlag   behöver   höjas   både   inom   skolan,   bland   vårdnadshavare   och   hos   
elever   själva.   Ett   gemensamt   angreppssätt   med   konkreta   verktyg   krävs   för   att   på   ett   hållbart   
sätt   kunna   fördela   stödresurser   till   dem   som   verkligen   behöver   dem.   Preventiva   insatser   som   
sätts   in   redan   före   problemen   uppstår   är   centrala   och   satsningar   på   skolnivå   och   i   hemmen   
behöver   göras   för   att   motverka   att   kösituationen   till   tex   BUP   ska   få   allvarliga   konsekvenser   
både   för   de   barn   och   unga   som   väntar   på   nödvändiga   insatser   och   för   personal   i   
verksamheten    (Slutrapport   Förbättring   av   barn   och   ungas   psykiska   hälsa.   (Dnr:   
LS2019-0050) .     

  
Trots   att   både   forskning   och   kliniska   verksamheter   tydligt   belyst   behovet   av   ett   material   för   
att   stärka   unga   i   sina   hälsofrämjande   vanor   som   vänder   sig   till   högstadiet   och   gymnasiet   och   
relaterade   berörda   parter,   är   relevanta   och   skalbara   sådana   svåra   att   hitta.   I   och   med   den   
nya   diagnosen    Internet   gaming   disorder    kommer   ett   generellt   kunskapshöjande   om   
problematiskt   användande   av   digitala   medier   och   framför   allt   datorspel   krävas   både   för   
Elevhälsan   och   vårdinsatser   såsom   BUP   där   kunskap   genererad   inom   projekt   likt   Det   syns   
inte   är   av   värde.   Det   ligger   redan   på   förslag   att   stärka   upp   lärarutbildningen   utifrån   kunskap   
om   kognitiv   neurovetenskap,   vilket   Arts   &   Hearts   fortsatta   arbete   bygger   på.   På   samma   sätt   
är   det   troligt   att   frågor   om   psykisk   hälsa   kommer   att   innefattas   i   Skolverkets   nästa   revidering   
av   läroplanerna.   Under   de   kommande   åren   vill   Arts   &   Hearts   skapa   förutsättningar   för   att   
möta   denna   växande   efterfrågan   på   applicerbara,   träffsäkra   vetenskapligt   förankrade   
metoder.     

Mot   bakgrund   av   ovan   har   projektet   gett   organisationen   en   djupare   insikt   i   de   
samhällsmässiga   och   strukturella   utmaningar   som   hindrar   en   snabbare   utveckling   av   
lösningar   för   att   möta   ungas   behov,   inte   minst   på   skol-,   kommun   och   myndighetsnivå   där   
Arvsfonden   spelar   en   viktig   roll   för   att   stödja   nyskapande   verksamheter   för   och   med   unga.     
  

14. Övriga   kommentarer   

Finns   det   annat   som   ni   vill   berätta   om   projektet   som   inte   besvarats   i   de   tidigare   
frågorna?   Beskriv   i   så   fall   vad.   

  
Arts   &   Hearts   har   under   projektperioden   lämnat   in   ca   7   -   8   ansökningar   för   verksamhets-   och   
projektstöd   för   kulturstöd   och   även   mer   vetenskapligt   förankrat   stöd   bla   från   Region   Sthlm,   
Stockholms   Stad,   Kavli   och   Vinnova.   Dessa   har   tyvärr   inte   blivit   beviljade   med   återkoppling   
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om   att   det   idag   inte   i   tillräcklig   grad   allokeras   resurser   för   satsningar   inom   prevention   av   
psykisk   hälsa.   Istället   riktas   resurser   snarare   till   åtgärdsbaserade   insatser   såsom   stödlinjer.   
Kulturstöd   ges   till   mer   konventionella   satsningar   som   inte   rör   sig   mellan   silos   och   olika   
discipliner.    Vi   tolkar   besluten   som   att   vi   fortfarande   är   tidigt   ute   med   vår   innovation   som   
överbryggar   och   väver   samman   flera   olika   genrer   för   att   möta   dagens   problematik.   Det   
intressanta   är   att   målgruppen   själva   och   dess   företrädare   i   skolan   högt   efterfrågar   de   
lösningar   som   projektet   utvecklat   men   att   samhället   har   ännu   inte   hunnit   ställa   om   för   att   
möta   detta   behov.   Ett   tydligt   exempel   på   detta   är   att   ämnet   ännu   inte   ingår   i   läroplanen.   I   
många   andra   länder   har   problematiken   drivit   fram   en   raskare   omarbetning   av   läroplanerna   
såsom   i   tex   Norge.   I   takt   med   att   matchen   om   att   vinna   människors   och   i   synnerhet   ungas   
uppmärksamhet   för   att   nå   ut   med   livsviktig   vetenskap   intensifieras   måste   budskapssändare   
förstå   mer   om   vad   som   lockar   unga   att   vilja   höra   på.   Det   är   utifrån   denna   devis   som   
projektets   koncept   och   metod   har   utarbetats   och   vi   ser   en   stor   potential   för   
vidareutvecklingen   av   verktygen   och   dess   effektskapande.     
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Undertecknande   

Denna   slutrapport   undertecknas   av   personer   som   har   rätt   att   företräda   den   
stödmottagande   organisationen   (behörig   firmatecknare).   

Genom   att   underteckna   intygar   vi   att   lämnade   uppgifter   är   riktiga.   

  

  

  

Namnteckning   

 
Anni   Grosse         

 
Stockholm   19   oktober   2021         

 
Telefon   0706430013         

 
anni@artsandhearts.se         

  

  

Namnteckning   

 
Elias   Nyberg         

 
Stockholm   19   oktober   2021         

 
0727170391         

 
elias@artsandhearts.se         
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DNR 298 - 18

Bilaga Utvärdering

Här nedan finns utdrag från feedback och data som samlats in
under projektet. Insamlingen har genomförts löpande, snarare än vid
ett tillfälle som en sammanhållen undersökning. Resultaten kan ändå
sammanvägt ge kunskap av vilken typ av effekter som projektet
arbetat för och uppnått.

Under projektets gång har ungdomarna ibland lämnat sin återkoppling eller delat med sig av
information om sina vanor genom enkäter. Ibland har ungdomarna fått omedelbar
återkoppling under workshoppen kring sin egen grupps svar såsom när vi använt
mätverktyget Menti (se exempel nedan från gymnasiet årskurs 2) som en metod att skapa
reflektion och förändringsmotivation.

I andra sammanhang har urval av ungdomar (totalt 1990) som tagit del av projektets
material svarat på enkätfrågor kopplat till deras psykiska mående som sammanställts i Det
syns inte-rapporten.



Årskurs Flickor Pojkar Annat/vill ej uppge Totalt

6 117 58.8% 71 35.7% 11 5.5% 199

7 150 53.2% 118 41.8% 14 5% 282

8 198 50.6% 178 45.5% 15 3.8% 391

9 71 49.3% 67 46.5% 6 4.2% 144

1 260 68.4% 112 29.5% 8 2.1% 380

2 190 60.1% 124 39.2% 2 0.6% 316

3 173 62.2% 100 36% 5 1.8% 278

Total 1159 58.2% 770 38.7% 61 3.1% 1990

Citat efter föreställningen eller workshops från ungdomar i högstadiet.

Vi har även samlat in ungas tankar och upplevelser efter att de tagit del av föreställningar
och workshops. Nedan återfinns ett urval av dessa.

Att det inte alltid syns vilka som mår psykiskt dåligt och att om man är i situationen själv är
det svårt att säga till om man tycker att det känns jobbigt
13-årig tjej

Den väckte min inre tanke om hur jag faktiskt mår och varför. Min slutsats blev sedan att jag
mår bra och är glad för den jag är.
14-årig kille

Musikalen bekräftade det jag redan visste om sociala media osv men jag har medvetet inte
några sociala media med likes osv eftersom jag vet att jag har alldeles för höga krav på mig
själv för att klara det.
14-årig tjej

Att allt inte syns utanpå och att alla påverkas.
13-årig tjej

De tankar musikalen väckte hos mig var att man vet inte hur andra mår även fast någon
verkar glad så kan hen må väldigt dåligt.
13-årig tjej

Hur påverkade folk blir av internet och hur enkelt det är att gömma sina känslor bakom
skärmar
14-årig tjej

Den var speciell, jag tror att många kunde känna igen sig lite grann



14-årig kille

Återkoppling från sekundära målgruppen vuxna om vilka tankar föreställningen och
efterföljande paneldiskussion väckte (Skellefteå, 2019).

Hur mycket stress och press som man egentligen har på sig själv. Som inte syns utåt men
ligger djupt inuti. Hur flera timmar ska spenderas i mobilen per dag när livet pågår utanför.
Skrämmande och tankeväckande.
26-årig kvinna

Hur jag som förälder är en del av problemet (och lösningen med) att mina barn har mycket
tid framför skärm. Funderingar på hur jag kan stötta barnen att hitta andra aktiviteter som
lockar.
40-årig kvinna

Många tankar om beteende, både eget och nära och kära
42-årig man

Hur det kan kännas (utanförskap) och hur det ser ut när folk är fast i mobilen
43-årig kvinna

Digitalt material framtaget av projektet

I en första utvärdering av videomodulen “Ta kontroll över din uppmärksamhet” fick 298
gymnasieelever prova att arbeta med materialet under en mentorstimme i skolan och svara
på enkäter före och efter användandet. Modulen använde sig av dramatiserad film i
kombination med vetenskapliga experiment och förklaringar till hur man kan optimera sitt
fokus. Bland annat beskrevs hur mobilernas närvaro kan påverka koncentrationsförmågan.
Efter att ha sett videon svarade 63% att de ville göra förändringar i sina vanor och 33% att
de faktiskt hade lyckats göra några förändringar kopplade till sitt fokus. Det vanligaste svaret
på vilka vanor de förändrat var att lägga undan mobilen vid läxläsning. 64% skulle starkt
rekommendera andra i samma ålder att arbeta på materialet (och ytterligare 28% skulle
kanske göra det).

Ytterligare återkoppling inhämtades från högstadieelever under Vetenskapsfestivalen
i april 2021 som svarade på frågan om vad de kan göra för att förbättra sitt fokus när
de pluggar.



Återkoppling på digitalt material från den sekundära målgruppen lärare:

Citat från gymnasielärare som arbetat med modulen i klassrummet:

Jag och min mentorgrupp tyckte väldigt mycket om dagens modul om uppmärksamhet. Vi
behövde den påminnelsen (inte minst jag som trillar dit och mulittaskar alldeles för ofta. Att
påminna eleverna om hur våra hjärnor fungerar är SÅ värdefullt. Eleverna uppskattade det
mycket.

Alexandra Josefsson
Gymnasielärare i svenska, filosofi och psykologi | Teacher of Swedish, Philosophy and Psychology
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1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.
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1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Transaction ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.
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1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Transaction ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.
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6.6.1 Signature Drawing Modal

6.6.2 PIN by SMS authentication and Signature Confirmation Section

6.6.3 Swedish BankID authentication and Signature Confirmation Section

6.6.4 Signature Confirmation Section

6.7 Receiving the confirmation after signing

6.7.1 Signature Registration Section

6.7.2 Signature confirmation page

6.7.3 Signature confirmation message

7. Evidence collection

7.1 Collecting missing Sign Material

7.2 Producing the Transaction Logs

7.2.1 Recording Signatories’ activities in Scrive eSign

7.2.2 Generating images of the confirmation after Signatories signed

7.2.3 Recording Signatories’ system information

7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

7.3 Recording clock error

8. Evidence Package generation

8.1 Preparing the Evidence Package

8.1.1 Prepare a Final PDF (step 1)

8.1.2 Append the Verification Page (step 2)

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

8.1.4 Append the Evidence Quality Framework (step 4)

8.1.5 Append the Service Description (step 5)

8.1.6 Append the Evidence Log (step 6)

8.1.7 Append the Evidence of Time (step 7)

8.1.8 Append the Evidence of Intent (step 8)

8.1.9 Append the Digital Signature Documentation (step 9)

8.1.10 Append the Digital Signature (step 10)

8.1.11 Append the Keyless Digital Signature (step 11)

8.1.12 PAdES Digital Signature (optional to Steps 10 and 11)

9. Document administration

9.1 Document list

9.1.1 List view

9.1.2 Learn more and manage workflow

9.1.3 Mass-withdraw invitations

9.1.4 Send mass-reminder

9.1.5 Delete

9.1.6 Filter and search

9.1.7 Download all documents

9.1.8 Download metadata as CSV

9.2 Template Workflow editing list

9.2.1 List view

9.2.2 Filter and search

9.2.3 Delete

9.2.4 Share

9.3 Trash list

9.3.1 List view

9.3.2 Filter and search

9.3.3 Restore

9.4 Auto-deletion of documents and personal data

10. Account administration

10.1 Organisation administration

10.1.1 Organisation details

10.1.2 White-label branding

10.2 User administration

10.2.1 User privileges

10.2.2 User management

1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Transaction ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.
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1. Purpose

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 

2. Evidence Log Components

This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:

		What occurred

		Who initiated the event

		The time of the event

		The clock error of the time of the event

		The time at which the latest Clock Error Sample was collected



Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.

		Time		CES		IP address and User-Agent		Event

		2021-10-15 15:12:01.094569 UTC ±10 ms		2021-10-15 14:22:56.324524 UTC		
      212.247.48.94
      
        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.81 Safari/537.36
      
    		
      
        The initiator Elias Nyberg (EN) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_SV, c) set the signing due date to 2021-10-16 21:59:59 UTC, d) set the time zone to Europe/Stockholm and e) initiated the signing workflow.
      

    

		2021-10-15 15:12:01.094569 UTC ±10 ms		2021-10-15 14:22:56.324524 UTC		
      
      
        
      
    		
      
        Scrive eSign sent an invitation to sign the document via email (Annika.neckman@gmail.com) to Annika Neckman (AN). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 
The invitation contained the following message: 
 Hej! Möjlighet signa denna? Det är en ansökan vi fick tips om att skicka in med några timmar kvar till deadline :P
      

    

		2021-10-15 15:12:04.974249 UTC ±10 ms		2021-10-15 14:22:56.324524 UTC		
      212.247.48.94
      
        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.81 Safari/537.36
      
    		
      
        The party Elias Nyberg (EN) opened the document in Scrive eSign’s online interface to sign documents.
      

    

		2021-10-15 15:12:09.883863 UTC ±10 ms		2021-10-15 14:22:56.324524 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Annika Neckman (AN) was delivered.
      

    

		2021-10-15 15:12:21.543817 UTC ±10 ms		2021-10-15 14:22:56.324524 UTC		
      212.247.48.94
      
        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.81 Safari/537.36
      
    		
      
        The signatory Elias Nyberg (EN) signed in the signature box “signature 1”.
[image: signature]


The box’s placement in the Main Document:		Page		X		Y

		4		0.504		0.300



 
      

    

		2021-10-15 15:12:21.543817 UTC ±10 ms		2021-10-15 14:22:56.324524 UTC		
      212.247.48.94
      
        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.81 Safari/537.36
      
    		
      
        The signatory Elias Nyberg (EN) signed the document.
      

    

		2021-10-15 15:12:24.376619 UTC ±10 ms		2021-10-15 14:22:56.324524 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Elias Nyberg (EN) was delivered.
      

    

		2021-10-15 15:13:44.955094 UTC ±11 ms		2021-10-15 14:22:56.324524 UTC		
      217.209.196.213
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 Safari/537.36
      
    		
      
        The party Annika Neckman (AN) opened the document in Scrive eSign’s online interface to sign documents.
      

    

		2021-10-15 15:13:50.591893 UTC ±11 ms		2021-10-15 14:22:56.324524 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation sent to Annika.neckman@gmail.com was opened.
      

    

		2021-10-15 15:14:34.564249 UTC ±11 ms		2021-10-15 14:22:56.324524 UTC		
      217.209.196.213
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 Safari/537.36
      
    		
      
        The signatory Annika Neckman (AN) signed in the signature box “signature 2”.
[image: signature]


The box’s placement in the Main Document:		Page		X		Y

		4		0.101		0.300



 
      

    

		2021-10-15 15:14:34.564249 UTC ±11 ms		2021-10-15 14:22:56.324524 UTC		
      217.209.196.213
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 Safari/537.36
      
    		
      
        The signatory Annika Neckman (AN) signed the document.
      

    

		2021-10-15 15:14:34.564249 UTC ±11 ms		2021-10-15 14:22:56.324524 UTC		
      
      
        
      
    		
      
        Scrive eSign locked the document from further modifications by the parties.
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1. Purpose

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 

2. Evidence Log Components

This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:

		What occurred

		Who initiated the event

		The time of the event

		The clock error of the time of the event

		The time at which the latest Clock Error Sample was collected



Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.

		Time		CES		IP address and User-Agent		Event

		2021-06-27 18:39:46.944515 UTC ±11 ms		2021-06-27 18:19:47.370991 UTC		
      83.185.32.2
      
        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.36
      
    		
      
        The initiator Elias Nyberg (EN) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_SV, c) set the signing due date to 2021-06-30 21:59:59 UTC, d) set the time zone to Europe/Stockholm and e) initiated the signing workflow.
      

    

		2021-06-27 18:39:46.944515 UTC ±11 ms		2021-06-27 18:19:47.370991 UTC		
      
      
        
      
    		
      
        Scrive eSign sent an invitation to sign the document via email (anni@artsandhearts.se) to Anni Grosse (AG). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 
The invitation contained the following message: 
 Tjena! Här kommer en verksamhetsberättelse där jag hoppas på eder signatur   :)
      

    

		2021-06-27 18:39:46.944515 UTC ±11 ms		2021-06-27 18:19:47.370991 UTC		
      
      
        
      
    		
      
        Scrive eSign sent an invitation to sign the document via email (annika.neckman@gmail.com) to Annika Neckman (AN). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 
The invitation contained the following message: 
 Tjena! Här kommer en verksamhetsberättelse där jag hoppas på eder signatur   :)
      

    

		2021-06-27 18:39:50.826322 UTC ±11 ms		2021-06-27 18:19:47.370991 UTC		
      83.185.32.2
      
        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.36
      
    		
      
        The party Elias Nyberg (EN) opened the document in Scrive eSign’s online interface to sign documents.
      

    

		2021-06-27 18:39:51.700375 UTC ±11 ms		2021-06-27 18:19:47.370991 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Elias Nyberg (EN) was delivered.
      

    

		2021-06-27 18:39:57.7319 UTC ±11 ms		2021-06-27 18:19:47.370991 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Anni Grosse (AG) was delivered.
      

    

		2021-06-27 18:39:57.747166 UTC ±11 ms		2021-06-27 18:19:47.370991 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Annika Neckman (AN) was delivered.
      

    

		2021-06-27 18:40:23.178852 UTC ±11 ms		2021-06-27 18:19:47.370991 UTC		
      83.185.32.2
      
        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.36
      
    		
      
        The signatory Elias Nyberg (EN) signed in the signature box “signature 3”.
[image: signature]


The box’s placement in the Main Document:		Page		X		Y

		2		0.588		0.446



 
      

    

		2021-06-27 18:40:23.178852 UTC ±11 ms		2021-06-27 18:19:47.370991 UTC		
      83.185.32.2
      
        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.36
      
    		
      
        The signatory Elias Nyberg (EN) signed the document.
      

    

		2021-06-27 19:16:01.831184 UTC ±29 ms		2021-06-27 18:19:47.370991 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation sent to anni@artsandhearts.se was opened.
      

    

		2021-06-28 09:30:07.20222 UTC ±5 ms		2021-06-28 09:20:20.750075 UTC		
      188.149.159.111
      
        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.36
      
    		
      
        The party Anni Grosse (AG) opened the document in Scrive eSign’s online interface to sign documents.
      

    

		2021-06-28 09:30:16.651403 UTC ±5 ms		2021-06-28 09:20:20.750075 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation sent to anni@artsandhearts.se was opened.
      

    

		2021-06-28 09:32:25.932136 UTC ±6 ms		2021-06-28 09:20:20.750075 UTC		
      188.149.159.111
      
        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.36
      
    		
      
        The signatory Anni Grosse (AG) signed in the signature box “signature 2”.
[image: signature]
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		2021-06-28 09:32:25.932136 UTC ±6 ms		2021-06-28 09:20:20.750075 UTC		
      188.149.159.111
      
        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.36
      
    		
      
        The signatory Anni Grosse (AG) signed the document.
      

    

		2021-06-28 21:00:13.837608 UTC ±21 ms		2021-06-28 20:20:46.86141 UTC		
      217.209.196.213
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.101 Safari/537.36
      
    		
      
        The party Annika Neckman (AN) opened the document in Scrive eSign’s online interface to sign documents.
      

    

		2021-06-28 21:00:19.654439 UTC ±21 ms		2021-06-28 20:20:46.86141 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation sent to annika.neckman@gmail.com was opened.
      

    

		2021-06-28 21:09:13.34874 UTC ±26 ms		2021-06-28 20:20:46.86141 UTC		
      217.209.196.213
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.101 Safari/537.36
      
    		
      
        The signatory Annika Neckman (AN) signed in the signature box “signature 1”.
[image: signature]
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		2021-06-28 21:09:13.34874 UTC ±26 ms		2021-06-28 20:20:46.86141 UTC		
      217.209.196.213
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.101 Safari/537.36
      
    		
      
        The signatory Annika Neckman (AN) signed the document.
      

    

		2021-06-28 21:09:13.34874 UTC ±26 ms		2021-06-28 20:20:46.86141 UTC		
      
      
        
      
    		
      
        Scrive eSign locked the document from further modifications by the parties.
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1. Purpose

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 

2. Evidence Log Components

This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:

		What occurred

		Who initiated the event

		The time of the event

		The clock error of the time of the event

		The time at which the latest Clock Error Sample was collected



Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.

		Time		CES		IP address and User-Agent		Event

		2021-06-27 18:44:20.690426 UTC ±13 ms		2021-06-27 18:19:47.370991 UTC		
      83.185.32.2
      
        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.36
      
    		
      
        The initiator Elias Nyberg (EN) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_EN, c) set the signing due date to 2021-09-25 21:59:59 UTC, d) set the time zone to Europe/Stockholm and e) initiated the signing workflow.
      

    

		2021-06-27 18:44:22.731656 UTC ±13 ms		2021-06-27 18:19:47.370991 UTC		
      83.185.32.2
      
        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.36
      
    		
      
        The party Elias Nyberg (EN) opened the document in Scrive eSign’s online interface to sign documents.
      

    

		2021-06-27 18:44:33.405206 UTC ±13 ms		2021-06-27 18:19:47.370991 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Elias Nyberg (EN) was delivered.
      

    

		2021-06-27 18:44:39.4856 UTC ±13 ms		2021-06-27 18:19:47.370991 UTC		
      83.185.32.2
      
        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.36
      
    		
      
        The signatory Elias Nyberg (EN) signed in the signature box “signature 1”.
[image: signature]


The box’s placement in the Main Document:		Page		X		Y

		6		0.117		0.492



 
      

    

		2021-06-27 18:44:39.4856 UTC ±13 ms		2021-06-27 18:19:47.370991 UTC		
      83.185.32.2
      
        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.36
      
    		
      
        The signatory Elias Nyberg (EN) signed the document.
      

    

		2021-06-27 18:44:39.4856 UTC ±13 ms		2021-06-27 18:19:47.370991 UTC		
      
      
        
      
    		
      
        Scrive eSign locked the document from further modifications by the parties.
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1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.

		Let [image: 1.png]

 be a set of the clock error samples (in seconds). Let [image: 2.png]

, [image: 3.png]

.

		Let [image: 4.png]

 be the random variable representing the clock error with parameters estimated using data set [image: CodeCogsEqn.png]

.

		Let [image: 7.png]

, [image: 8.png]

 be the the empirical distribution function.

		Let [image: 9.png]

 be the size of discretized value space, [image: 10.png]

. Let [image: 11.png]

 be the discretized value space, [image: 12.png]

 be the set of data points representing empirical distribution function, [image: 13.png]

 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.

		Plot the data in [image: 14.png]

 and [image: 15.png]

 to assess the accuracy of the estimation.

		[image: 16.png]

 is the estimated probability that the clock error is smaller than [image: 17.png]

 seconds.



4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.
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4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: 0.66 ms

		standard deviation: 1.59 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈85.258%

		|e| < 5 ms: ≈99.662%

		|e| < 10 ms: ≈100.000%



5. Clock Error Samples

The following are the clock error samples collected between 2021-09-03 21:28:36.362748 UTC and 2021-10-15 14:22:56.324524 UTC:

		Time collected		Clock offset

		2021-09-03 21:28:36.362748		1.6 ms

		2021-09-03 22:28:39.296531		-0.4 ms

		2021-09-03 23:28:42.756619		-0.2 ms

		2021-09-04 00:28:45.901402		1.4 ms

		2021-09-04 01:28:48.349472		3.1 ms

		2021-09-04 02:28:50.67332		2.6 ms

		2021-09-04 03:28:52.73334		-1.6 ms

		2021-09-04 04:28:54.84906		-9.0 ms

		2021-09-04 05:28:57.784808		-13.2 ms

		2021-09-04 06:29:00.121087		-2.0 ms

		2021-09-04 07:29:01.987743		8.4 ms

		2021-09-04 08:29:03.712906		12.8 ms

		2021-09-04 09:29:05.839434		14.0 ms

		2021-09-04 10:29:07.388308		11.7 ms

		2021-09-04 11:29:10.079385		4.2 ms

		2021-09-04 12:29:12.168063		1.5 ms

		2021-09-04 13:29:13.914289		0.0 ms

		2021-09-04 14:29:15.884251		-0.5 ms

		2021-09-04 15:29:18.061416		3.4 ms

		2021-09-04 16:29:20.584224		3.3 ms

		2021-09-04 17:29:22.175583		1.0 ms

		2021-09-04 18:29:24.272354		0.5 ms

		2021-09-04 19:29:28.057431		2.6 ms

		2021-09-04 20:29:30.17393		0.4 ms

		2021-09-04 21:29:32.845536		-1.2 ms

		2021-09-04 22:29:34.667451		-0.3 ms

		2021-09-04 23:29:36.475339		2.4 ms

		2021-09-05 00:29:38.966288		0.8 ms

		2021-09-05 01:29:40.988349		-0.5 ms

		2021-09-05 02:29:42.757112		1.9 ms

		2021-09-05 03:29:44.79245		4.0 ms

		2021-09-05 04:29:46.824325		4.8 ms

		2021-09-05 05:29:48.364099		-0.3 ms

		2021-09-05 06:29:50.831284		1.2 ms

		2021-09-05 07:29:53.000695		-1.4 ms

		2021-09-05 08:29:55.445683		-0.5 ms

		2021-09-05 09:29:58.159514		-0.2 ms

		2021-09-05 10:30:00.921358		1.6 ms

		2021-09-05 11:30:03.402654		-0.7 ms

		2021-09-05 12:30:06.329927		-1.8 ms

		2021-09-05 13:30:09.905359		1.1 ms

		2021-09-05 14:30:12.379517		-0.8 ms

		2021-09-05 15:30:14.646867		-0.6 ms

		2021-09-05 16:30:17.45225		1.0 ms

		2021-09-05 17:30:19.598549		3.4 ms

		2021-09-05 18:30:21.5421		0.0 ms

		2021-09-05 19:30:24.147092		1.4 ms

		2021-09-05 20:30:26.043758		1.3 ms

		2021-09-05 21:30:27.978854		1.1 ms

		2021-09-05 22:30:29.429061		1.8 ms

		2021-09-05 23:30:32.347944		2.4 ms

		2021-09-06 00:30:34.181541		0.0 ms

		2021-09-06 01:30:37.682552		2.7 ms

		2021-09-06 02:30:39.850062		-0.1 ms

		2021-09-06 03:30:42.461385		0.2 ms

		2021-09-06 04:30:46.012093		0.8 ms

		2021-09-06 05:30:47.915215		1.6 ms

		2021-09-06 06:30:51.09093		-0.6 ms

		2021-09-06 07:30:54.7097		0.4 ms

		2021-09-06 08:30:56.780753		1.8 ms

		2021-09-06 09:30:58.550514		0.1 ms

		2021-09-06 10:31:01.747837		3.0 ms

		2021-09-06 11:31:04.357273		1.4 ms

		2021-09-06 12:31:07.641882		0.2 ms

		2021-09-06 13:31:09.597093		-1.2 ms

		2021-09-06 14:31:11.379563		-0.4 ms

		2021-09-06 15:31:12.902029		-0.1 ms

		2021-09-06 16:31:14.531284		3.0 ms

		2021-09-06 17:31:16.275727		0.2 ms

		2021-09-06 18:31:18.042838		-1.9 ms

		2021-09-06 19:31:19.720762		-1.7 ms

		2021-09-06 20:31:21.598834		0.9 ms

		2021-09-06 21:31:24.589791		-1.9 ms

		2021-09-06 22:31:26.710681		2.7 ms

		2021-09-06 23:31:29.638557		2.6 ms

		2021-09-07 00:31:32.007666		1.6 ms

		2021-09-07 01:31:33.887835		2.7 ms

		2021-09-07 02:31:36.318681		3.0 ms

		2021-09-07 03:31:38.176214		2.7 ms

		2021-09-07 04:31:39.926643		3.8 ms

		2021-09-07 05:31:41.60623		2.3 ms

		2021-09-07 06:31:43.478758		1.7 ms

		2021-09-07 07:31:46.563527		1.9 ms

		2021-09-07 08:31:48.851952		1.7 ms

		2021-09-07 09:31:51.058365		0.2 ms

		2021-09-07 10:31:54.279792		1.3 ms

		2021-09-07 11:31:56.189025		3.0 ms

		2021-09-07 12:31:58.528683		-2.2 ms

		2021-09-07 13:32:02.761266		3.4 ms

		2021-09-07 14:32:04.793314		3.7 ms

		2021-09-07 15:32:06.80465		-0.5 ms

		2021-09-07 16:32:08.690279		-0.9 ms

		2021-09-07 17:32:12.312626		-0.2 ms

		2021-09-07 18:32:14.636953		-0.7 ms

		2021-09-07 19:32:16.792427		-0.8 ms

		2021-09-07 20:32:18.559473		2.5 ms

		2021-09-07 21:32:21.502867		0.0 ms

		2021-09-07 22:32:23.936345		-0.4 ms

		2021-09-07 23:32:25.564713		0.3 ms

		2021-09-08 00:32:27.324474		-1.0 ms

		2021-09-08 01:32:28.968906		1.3 ms

		2021-09-08 02:32:30.936343		2.7 ms

		2021-09-08 03:32:33.907141		0.3 ms

		2021-09-08 04:32:35.851653		2.3 ms

		2021-09-08 05:32:37.466279		2.3 ms

		2021-09-08 06:32:38.962485		1.7 ms

		2021-09-08 08:33:41.3884		-2.6 ms

		2021-09-08 09:33:42.974982		1.6 ms

		2021-09-08 10:33:44.694852		1.1 ms

		2021-09-08 11:33:47.374074		1.3 ms

		2021-09-08 12:33:49.64566		1.3 ms

		2021-09-08 13:33:52.307785		-1.2 ms

		2021-09-08 14:33:53.801611		1.3 ms

		2021-09-08 15:33:55.73203		5.1 ms

		2021-09-08 16:33:58.065789		-2.8 ms

		2021-09-08 17:34:00.875274		-0.8 ms

		2021-09-08 18:34:02.463072		-7.3 ms

		2021-09-08 19:34:04.933772		-3.8 ms

		2021-09-08 20:34:08.012942		-6.8 ms

		2021-09-08 21:34:09.734763		-0.8 ms

		2021-09-08 22:34:11.63645		-2.5 ms

		2021-09-08 23:34:15.400292		-1.6 ms

		2021-09-09 00:34:17.251764		-2.3 ms

		2021-09-09 01:34:19.432029		-5.6 ms

		2021-09-09 02:34:21.414111		-2.1 ms

		2021-09-09 03:34:23.104201		3.6 ms

		2021-09-09 04:34:24.846565		4.7 ms

		2021-09-09 05:34:26.536003		-0.2 ms

		2021-09-09 06:34:29.244942		-1.2 ms

		2021-09-09 07:34:31.113527		4.1 ms

		2021-09-09 08:34:33.414678		5.5 ms

		2021-09-09 09:34:34.957306		5.7 ms

		2021-09-09 10:34:37.125241		3.7 ms

		2021-09-09 11:34:38.869305		1.0 ms

		2021-09-09 12:34:41.08142		-1.1 ms

		2021-09-09 13:34:43.206119		-1.0 ms

		2021-09-09 14:34:44.905748		-5.9 ms

		2021-09-09 15:34:47.245826		-2.0 ms

		2021-09-09 16:34:49.286301		0.9 ms

		2021-09-09 17:34:51.777671		0.6 ms

		2021-09-09 18:34:53.42824		4.7 ms

		2021-09-09 19:34:55.532844		4.4 ms

		2021-09-09 20:34:58.280655		1.2 ms

		2021-09-09 21:35:01.014498		3.1 ms

		2021-09-09 22:35:02.796777		2.2 ms

		2021-09-09 23:35:05.234039		-0.7 ms

		2021-09-10 00:35:06.716867		1.3 ms

		2021-09-10 01:35:08.544809		-0.9 ms

		2021-09-10 02:35:10.27432		1.8 ms

		2021-09-10 03:35:11.778585		0.6 ms

		2021-09-10 04:35:13.385987		1.2 ms

		2021-09-10 05:35:15.078524		3.3 ms

		2021-09-10 06:35:16.899233		0.9 ms

		2021-09-10 07:35:19.122773		0.8 ms

		2021-09-10 08:35:20.763101		2.0 ms

		2021-09-10 09:35:22.517944		2.2 ms

		2021-09-10 10:35:24.123773		0.3 ms

		2021-09-10 11:35:26.233338		-0.1 ms

		2021-09-10 12:35:27.724748		1.4 ms

		2021-09-10 13:35:29.252235		1.4 ms

		2021-09-10 14:35:31.324795		0.4 ms

		2021-09-10 15:35:32.830393		-0.7 ms

		2021-09-10 16:35:34.416926		-0.6 ms

		2021-09-10 17:35:36.97627		-0.1 ms

		2021-09-10 18:35:38.653346		1.1 ms

		2021-09-10 19:35:40.216948		0.3 ms

		2021-09-10 20:35:42.213532		3.8 ms

		2021-09-10 21:35:44.175343		2.1 ms

		2021-09-10 22:35:45.892967		0.5 ms

		2021-09-10 23:35:47.705865		-1.0 ms

		2021-09-11 00:35:49.486871		-0.8 ms

		2021-09-11 01:35:52.316372		-0.5 ms

		2021-09-11 02:35:53.812807		0.9 ms

		2021-09-11 03:35:56.7595		1.2 ms

		2021-09-11 04:35:59.161416		1.3 ms

		2021-09-11 05:36:01.333282		0.7 ms

		2021-09-11 06:36:03.130898		-0.4 ms

		2021-09-11 07:36:05.457161		0.5 ms

		2021-09-11 08:36:07.090003		1.6 ms

		2021-09-11 09:36:08.822609		-1.4 ms

		2021-09-11 10:36:11.757233		-0.2 ms

		2021-09-11 11:36:13.487539		-0.3 ms

		2021-09-11 12:36:15.857465		1.2 ms

		2021-09-11 13:36:17.543604		1.9 ms

		2021-09-11 14:36:20.319068		-0.8 ms

		2021-09-11 15:36:22.053473		2.8 ms

		2021-09-11 16:36:23.682928		-0.9 ms

		2021-09-11 17:36:25.774416		1.0 ms

		2021-09-11 18:36:27.40672		-1.4 ms

		2021-09-11 19:36:29.298213		2.2 ms

		2021-09-11 20:36:31.490286		0.3 ms

		2021-09-11 21:36:33.431651		0.0 ms

		2021-09-11 22:36:36.465975		-0.9 ms

		2021-09-11 23:36:38.467309		2.9 ms

		2021-09-12 00:36:41.29654		0.7 ms

		2021-09-12 01:36:42.843532		-0.7 ms

		2021-09-12 02:36:45.111339		-0.3 ms

		2021-09-12 03:36:46.97518		0.9 ms

		2021-09-12 04:36:49.130624		0.2 ms

		2021-09-12 05:36:50.712438		-1.1 ms

		2021-09-12 06:36:52.253338		-1.5 ms

		2021-09-12 07:36:54.141603		-0.6 ms

		2021-09-12 08:36:56.253036		-0.5 ms

		2021-09-12 09:36:58.545755		1.5 ms

		2021-09-12 10:37:01.601607		2.8 ms

		2021-09-12 11:37:03.30052		-0.6 ms

		2021-09-12 12:37:05.949151		-0.8 ms

		2021-09-12 13:37:09.109279		-0.1 ms

		2021-09-12 14:37:10.6615		3.2 ms

		2021-09-12 15:37:13.336547		3.4 ms

		2021-09-12 16:37:16.321956		1.4 ms

		2021-09-12 17:37:19.187878		0.0 ms

		2021-09-12 18:37:21.141333		-0.7 ms

		2021-09-12 19:37:22.954468		2.8 ms

		2021-09-12 20:37:24.867999		0.4 ms

		2021-09-12 21:37:26.702621		0.4 ms

		2021-09-12 22:37:28.258277		2.0 ms

		2021-09-12 23:37:29.881399		2.4 ms

		2021-09-13 00:37:32.810004		1.1 ms

		2021-09-13 01:37:34.672097		1.3 ms

		2021-09-13 02:37:36.54397		-1.8 ms

		2021-09-13 03:37:38.427992		-0.2 ms

		2021-09-13 04:37:40.338001		-0.4 ms

		2021-09-13 05:37:41.987659		0.0 ms

		2021-09-13 06:37:43.965186		0.4 ms

		2021-09-13 07:37:46.654859		0.1 ms

		2021-09-13 08:37:48.695333		2.4 ms

		2021-09-13 09:37:50.782513		0.3 ms

		2021-09-13 10:37:52.775611		2.8 ms

		2021-09-13 11:37:54.924271		0.2 ms

		2021-09-13 12:37:57.689261		1.2 ms

		2021-09-13 13:37:59.829504		1.6 ms

		2021-09-13 14:38:01.595584		4.0 ms

		2021-09-13 15:38:04.197923		1.8 ms

		2021-09-13 16:38:06.764376		0.1 ms

		2021-09-13 17:38:08.600744		-0.1 ms

		2021-09-13 18:38:10.613293		1.6 ms

		2021-09-13 19:38:13.164457		0.2 ms

		2021-09-13 20:38:14.655176		2.0 ms

		2021-09-13 21:38:16.884708		2.4 ms

		2021-09-13 22:38:18.731816		-1.1 ms

		2021-09-13 23:38:21.927436		-1.1 ms

		2021-09-14 00:38:24.709366		1.0 ms

		2021-09-14 01:38:26.448525		-0.5 ms

		2021-09-14 02:38:28.083533		2.7 ms

		2021-09-14 03:38:29.658668		2.7 ms

		2021-09-14 04:38:31.067882		2.7 ms

		2021-09-14 05:38:32.716256		2.4 ms

		2021-09-14 06:38:34.562184		-1.1 ms

		2021-09-14 07:38:36.942098		-1.8 ms

		2021-09-14 08:38:39.164183		0.1 ms

		2021-09-14 09:38:41.605521		-0.5 ms

		2021-09-14 10:38:43.349171		0.9 ms

		2021-09-14 11:38:45.52376		-1.8 ms

		2021-09-14 12:38:47.115919		0.9 ms

		2021-09-14 13:38:48.690024		1.0 ms

		2021-09-14 14:38:50.413526		-0.6 ms

		2021-09-14 15:38:52.187096		1.9 ms

		2021-09-14 16:38:55.00881		-0.3 ms

		2021-09-14 17:38:56.723808		1.5 ms

		2021-09-14 18:38:58.619673		0.8 ms

		2021-09-14 19:39:00.169081		3.1 ms

		2021-09-14 20:39:01.845371		2.1 ms

		2021-09-14 21:39:03.974907		0.0 ms

		2021-09-14 22:39:06.401329		0.6 ms

		2021-09-14 23:39:09.145324		-0.1 ms

		2021-09-15 00:39:10.735077		1.1 ms

		2021-09-15 01:39:12.441671		-0.9 ms

		2021-09-15 02:39:14.453253		-1.5 ms

		2021-09-15 03:39:16.120224		2.1 ms

		2021-09-15 04:39:18.439965		0.0 ms

		2021-09-15 05:39:20.944933		1.7 ms

		2021-09-15 06:39:23.098352		2.1 ms

		2021-09-15 07:39:26.160147		-0.9 ms

		2021-09-15 08:39:28.832383		0.1 ms

		2021-09-15 09:39:31.814632		-0.4 ms

		2021-09-15 10:39:35.050776		-0.2 ms

		2021-09-15 11:39:37.074044		-0.9 ms

		2021-09-15 12:39:39.416356		2.7 ms

		2021-09-15 13:39:41.151514		1.9 ms

		2021-09-15 14:39:42.83484		0.9 ms

		2021-09-15 15:39:44.958731		0.4 ms

		2021-09-15 16:39:47.241757		-0.3 ms

		2021-09-15 17:39:50.472101		0.8 ms

		2021-09-15 18:39:52.148369		2.0 ms

		2021-09-15 19:39:54.320451		-0.4 ms

		2021-09-15 20:39:57.131661		0.7 ms

		2021-09-15 21:39:59.151931		-1.8 ms

		2021-09-15 22:40:01.438388		-4.9 ms

		2021-09-15 23:40:03.388087		-4.2 ms

		2021-09-16 00:40:05.014186		-1.1 ms

		2021-09-16 01:40:06.780269		-1.0 ms

		2021-09-16 02:40:08.38698		-2.6 ms

		2021-09-16 03:40:11.131665		-0.3 ms

		2021-09-16 04:40:13.311868		0.5 ms

		2021-09-16 05:40:14.982997		1.0 ms

		2021-09-16 06:40:16.786704		-0.8 ms

		2021-09-16 07:40:18.834052		1.8 ms

		2021-09-16 08:40:21.996476		1.7 ms

		2021-09-16 09:40:24.318334		-0.1 ms

		2021-09-16 10:40:26.521737		0.6 ms

		2021-09-16 11:40:28.357268		-2.3 ms

		2021-09-16 12:40:30.214232		1.4 ms

		2021-09-16 13:40:32.282262		1.4 ms

		2021-09-16 14:40:34.353957		0.4 ms

		2021-09-16 15:40:36.789362		-1.1 ms

		2021-09-16 16:40:39.701571		0.0 ms

		2021-09-16 17:40:41.223043		-1.4 ms

		2021-09-16 18:40:43.138265		-2.3 ms

		2021-09-16 19:40:45.02204		0.5 ms

		2021-09-16 20:40:47.110742		1.1 ms

		2021-09-16 21:40:48.643414		0.6 ms

		2021-09-16 22:40:50.581494		-0.7 ms

		2021-09-16 23:40:53.387987		1.1 ms

		2021-09-17 00:40:55.328329		0.8 ms

		2021-09-17 01:40:57.541525		2.5 ms

		2021-09-17 02:40:59.430331		1.5 ms

		2021-09-17 03:41:01.904788		0.3 ms

		2021-09-17 04:41:03.718793		2.6 ms

		2021-09-17 05:41:05.562014		2.0 ms

		2021-09-17 06:41:08.780726		1.7 ms

		2021-09-17 07:41:10.718479		-1.3 ms

		2021-09-17 08:41:12.886807		-1.9 ms

		2021-09-17 09:41:15.081579		0.5 ms

		2021-09-17 10:41:16.69837		1.6 ms

		2021-09-17 11:41:18.150198		0.9 ms

		2021-09-17 12:41:19.877753		1.3 ms

		2021-09-17 13:41:21.81048		-0.4 ms

		2021-09-17 14:41:23.73865		0.7 ms

		2021-09-17 15:41:25.911047		0.0 ms

		2021-09-17 16:41:27.800916		1.5 ms

		2021-09-17 17:41:29.482161		-1.3 ms

		2021-09-17 18:41:31.833597		-0.9 ms

		2021-09-17 19:41:33.703474		0.0 ms

		2021-09-17 20:41:35.482128		-1.1 ms

		2021-09-17 21:41:38.197472		0.5 ms

		2021-09-17 22:41:40.022535		0.4 ms

		2021-09-17 23:41:42.581741		0.5 ms

		2021-09-18 00:41:44.519497		2.0 ms

		2021-09-18 01:41:46.217079		2.4 ms

		2021-09-18 02:41:47.776987		2.1 ms

		2021-09-18 03:41:49.834356		-2.0 ms

		2021-09-18 04:41:51.429609		0.5 ms

		2021-09-18 05:41:54.06775		-1.3 ms

		2021-09-18 06:41:55.66146		-1.1 ms

		2021-09-18 07:41:57.954423		0.5 ms

		2021-09-18 08:41:59.888837		0.5 ms

		2021-09-18 09:42:02.019296		1.0 ms

		2021-09-18 10:42:03.925165		0.1 ms

		2021-09-18 11:42:05.745863		0.1 ms

		2021-09-18 12:42:07.33918		-0.2 ms

		2021-09-18 13:42:09.317031		-0.7 ms

		2021-09-18 14:42:11.752941		1.4 ms

		2021-09-18 15:42:13.45419		-0.4 ms

		2021-09-18 16:42:15.554512		1.1 ms

		2021-09-18 17:42:17.951935		3.2 ms

		2021-09-18 18:42:19.956664		4.3 ms

		2021-09-18 19:42:23.041337		1.8 ms

		2021-09-18 20:42:25.048524		1.9 ms

		2021-09-18 21:42:27.058998		1.0 ms

		2021-09-18 22:42:28.942906		-0.1 ms

		2021-09-18 23:42:30.328456		-1.1 ms

		2021-09-19 00:42:31.915304		-1.0 ms

		2021-09-19 01:42:33.661983		1.3 ms

		2021-09-19 02:42:35.186293		2.6 ms

		2021-09-19 03:42:36.993377		0.1 ms

		2021-09-19 04:42:39.888843		1.5 ms

		2021-09-19 05:42:41.585175		2.9 ms

		2021-09-19 06:42:43.381709		-0.5 ms

		2021-09-19 07:42:45.464791		2.6 ms

		2021-09-19 08:42:47.598454		2.1 ms

		2021-09-19 09:42:49.621403		1.3 ms

		2021-09-19 10:42:51.54126		0.3 ms

		2021-09-19 11:42:53.49326		-2.9 ms

		2021-09-19 12:42:55.264178		0.9 ms

		2021-09-19 13:42:57.133005		1.7 ms

		2021-09-19 14:42:59.378748		1.1 ms

		2021-09-19 15:43:02.031043		0.7 ms

		2021-09-19 16:43:05.079809		1.3 ms

		2021-09-19 17:43:07.1982		0.0 ms

		2021-09-19 18:43:08.624663		1.4 ms

		2021-09-19 19:43:10.217505		-0.1 ms

		2021-09-19 20:43:11.90387		-1.7 ms

		2021-09-19 21:43:13.837623		-0.8 ms

		2021-09-19 22:43:15.48277		-0.4 ms

		2021-09-19 23:43:19.028391		-0.2 ms

		2021-09-20 00:43:20.572296		0.3 ms

		2021-09-20 01:43:21.962618		1.1 ms

		2021-09-20 02:43:24.91203		-0.7 ms

		2021-09-20 03:43:26.740301		0.1 ms

		2021-09-20 04:43:28.231112		1.5 ms

		2021-09-20 05:43:29.902679		1.7 ms

		2021-09-20 06:43:31.656263		2.2 ms

		2021-09-20 07:43:33.538955		2.3 ms

		2021-09-20 08:43:36.561877		1.8 ms

		2021-09-20 09:43:39.918419		0.5 ms

		2021-09-20 10:43:41.675029		2.8 ms

		2021-09-20 11:43:43.65007		-0.4 ms

		2021-09-20 12:43:46.399118		3.1 ms

		2021-09-20 13:43:48.055306		0.0 ms

		2021-09-20 14:43:50.319475		1.4 ms

		2021-09-20 15:43:52.481499		1.3 ms

		2021-09-20 16:43:55.290507		-0.2 ms

		2021-09-20 17:43:56.950866		2.1 ms

		2021-09-20 18:44:00.169543		0.5 ms

		2021-09-20 19:44:03.146243		1.0 ms

		2021-09-20 20:44:04.824731		0.1 ms

		2021-09-20 21:44:06.880082		0.9 ms

		2021-09-20 22:44:08.671935		-0.5 ms

		2021-09-20 23:44:10.37459		-0.7 ms

		2021-09-21 00:44:12.978916		2.0 ms

		2021-09-21 01:44:14.82349		-1.3 ms

		2021-09-21 02:44:16.798267		-0.7 ms

		2021-09-21 03:44:18.441717		0.2 ms

		2021-09-21 04:44:20.823506		2.4 ms

		2021-09-21 05:44:22.366014		3.0 ms

		2021-09-21 06:44:25.517789		0.3 ms

		2021-09-21 07:44:28.479016		1.1 ms

		2021-09-21 08:44:31.651361		-0.7 ms

		2021-09-21 09:44:33.49381		1.2 ms

		2021-09-21 10:44:35.034216		-0.8 ms

		2021-09-21 11:44:36.682099		0.4 ms

		2021-09-21 12:44:39.180373		2.9 ms

		2021-09-21 13:44:40.735344		-0.2 ms

		2021-09-21 14:44:42.917484		1.5 ms

		2021-09-21 15:44:44.604504		0.1 ms

		2021-09-21 16:44:46.974311		-0.2 ms

		2021-09-21 17:44:50.190845		-0.7 ms

		2021-09-21 18:44:52.137487		0.4 ms

		2021-09-21 19:44:54.971085		1.3 ms

		2021-09-21 20:44:57.438447		-0.2 ms

		2021-09-21 21:44:59.683846		-0.5 ms

		2021-09-21 22:45:01.278438		2.1 ms

		2021-09-21 23:45:03.643356		2.8 ms

		2021-09-22 00:45:05.040565		0.1 ms

		2021-09-22 01:45:08.157587		1.4 ms

		2021-09-22 02:45:10.196001		0.8 ms

		2021-09-22 03:45:13.438912		-0.3 ms

		2021-09-22 04:45:15.106859		3.2 ms

		2021-09-22 05:45:16.750186		3.1 ms

		2021-09-22 06:45:18.426819		3.3 ms

		2021-09-22 07:45:19.885075		2.8 ms

		2021-09-22 08:45:21.938352		-0.9 ms

		2021-09-22 09:45:24.533623		2.1 ms

		2021-09-22 10:45:26.3521		2.1 ms

		2021-09-22 11:45:27.977989		-0.9 ms

		2021-09-22 12:45:31.07872		-1.0 ms

		2021-09-22 13:45:34.346852		-1.7 ms

		2021-09-22 14:45:35.861057		-1.6 ms

		2021-09-22 15:45:38.235567		-2.0 ms

		2021-09-22 16:45:41.647048		0.7 ms

		2021-09-22 17:45:44.271467		-0.8 ms

		2021-09-22 18:45:45.844537		1.9 ms

		2021-09-22 19:45:48.223163		3.2 ms

		2021-09-22 20:45:50.720826		0.6 ms

		2021-09-22 21:45:52.556816		2.2 ms

		2021-09-22 22:45:54.929638		0.6 ms

		2021-09-22 23:45:56.749262		1.1 ms

		2021-09-23 00:45:58.509126		-1.0 ms

		2021-09-23 01:46:01.719867		1.6 ms

		2021-09-23 02:46:03.884329		1.4 ms

		2021-09-23 03:46:05.460022		2.9 ms

		2021-09-23 04:46:06.769774		3.3 ms

		2021-09-23 05:46:09.086876		1.3 ms

		2021-09-23 06:46:11.243558		0.0 ms

		2021-09-23 07:46:14.747445		-0.8 ms

		2021-09-23 08:46:16.723641		0.5 ms

		2021-09-23 09:46:18.521533		2.0 ms

		2021-09-23 10:46:21.01515		-1.0 ms

		2021-09-23 11:46:23.218942		-2.1 ms

		2021-09-23 12:46:25.205058		0.3 ms

		2021-09-23 13:46:27.319025		-0.4 ms

		2021-09-23 14:46:29.126738		0.1 ms

		2021-09-23 15:46:31.70055		0.3 ms

		2021-09-23 16:46:33.703982		0.4 ms

		2021-09-23 17:46:35.724192		2.3 ms

		2021-09-23 18:46:37.669938		1.4 ms

		2021-09-23 19:46:40.756208		-1.2 ms

		2021-09-23 20:46:42.77724		-1.8 ms

		2021-09-23 21:46:44.297769		-0.1 ms

		2021-09-23 22:46:46.734646		2.7 ms

		2021-09-23 23:46:48.714524		-1.3 ms

		2021-09-24 00:46:50.375906		-0.7 ms

		2021-09-24 01:46:52.747063		0.7 ms

		2021-09-24 02:46:55.365823		0.9 ms

		2021-09-24 03:46:57.711645		2.8 ms

		2021-09-24 04:47:01.178207		2.2 ms

		2021-09-24 05:47:03.30357		2.7 ms

		2021-09-24 06:47:04.881906		0.3 ms

		2021-09-24 07:47:07.807122		1.1 ms

		2021-09-24 08:47:10.410156		1.1 ms

		2021-09-24 09:47:12.089333		0.6 ms

		2021-09-24 10:47:14.106204		-0.1 ms

		2021-09-24 11:47:16.362134		3.4 ms

		2021-09-24 12:47:18.030056		-0.3 ms

		2021-09-24 13:47:20.974263		-0.9 ms

		2021-09-24 14:47:22.89188		1.1 ms

		2021-09-24 15:47:25.573225		2.5 ms

		2021-09-24 16:47:28.35983		0.7 ms

		2021-09-24 17:47:30.748592		2.6 ms

		2021-09-24 18:47:33.535526		1.8 ms

		2021-09-24 19:47:35.519545		1.8 ms

		2021-09-24 20:47:37.338437		-0.5 ms

		2021-09-24 21:47:39.958416		-0.7 ms

		2021-09-24 22:47:42.649142		0.8 ms

		2021-09-24 23:47:44.429791		-0.3 ms

		2021-09-25 00:47:47.370679		1.5 ms

		2021-09-25 01:47:48.882223		2.2 ms

		2021-09-25 02:47:50.466176		0.9 ms

		2021-09-25 03:47:54.044791		1.7 ms

		2021-09-25 04:47:55.568045		0.0 ms

		2021-09-25 05:47:57.490527		0.1 ms

		2021-09-25 06:47:59.26417		0.1 ms

		2021-09-25 07:48:01.146893		0.7 ms

		2021-09-25 08:48:04.128739		0.0 ms

		2021-09-25 09:48:07.277352		2.1 ms

		2021-09-25 10:48:08.937522		-0.9 ms

		2021-09-25 11:48:10.906441		1.8 ms

		2021-09-25 12:48:12.609148		-0.4 ms

		2021-09-25 13:48:14.795528		0.7 ms

		2021-09-25 14:48:16.415586		-0.5 ms

		2021-09-25 15:48:19.032939		2.6 ms

		2021-09-25 16:48:22.045691		0.7 ms

		2021-09-25 17:48:23.909518		-0.5 ms

		2021-09-25 18:48:26.578423		0.5 ms

		2021-09-25 19:48:28.811043		-1.1 ms

		2021-09-25 20:48:30.528194		-0.1 ms

		2021-09-25 21:48:32.198791		-1.2 ms

		2021-09-25 22:48:34.489097		-1.5 ms

		2021-09-25 23:48:38.320751		-0.4 ms

		2021-09-26 00:48:40.319267		1.9 ms

		2021-09-26 01:48:42.402551		-0.7 ms

		2021-09-26 02:48:44.24477		0.9 ms

		2021-09-26 03:48:47.606321		2.6 ms

		2021-09-26 04:48:49.610044		2.7 ms

		2021-09-26 05:48:52.018009		1.4 ms

		2021-09-26 06:48:53.846759		1.7 ms

		2021-09-26 07:48:55.901076		2.0 ms

		2021-09-26 08:48:57.616432		1.0 ms

		2021-09-26 09:48:59.678013		1.0 ms

		2021-09-26 10:49:01.325965		0.9 ms

		2021-09-26 11:49:03.476517		1.7 ms

		2021-09-26 12:49:05.804976		2.1 ms

		2021-09-26 13:49:07.262434		2.3 ms

		2021-09-26 14:49:08.834244		2.3 ms

		2021-09-26 15:49:10.965717		0.0 ms

		2021-09-26 16:49:13.136961		-0.7 ms

		2021-09-26 17:49:16.629268		1.4 ms

		2021-09-26 18:49:19.584908		1.4 ms

		2021-09-26 19:49:21.977755		-1.8 ms

		2021-09-26 20:49:23.433261		1.0 ms

		2021-09-26 21:49:26.267871		-1.7 ms

		2021-09-26 22:49:27.78135		2.9 ms

		2021-09-26 23:49:29.456239		-1.6 ms

		2021-09-27 00:49:32.527255		-0.1 ms

		2021-09-27 01:49:34.371921		-1.0 ms

		2021-09-27 02:49:36.832122		-6.0 ms

		2021-09-27 03:49:39.053644		-4.4 ms

		2021-09-27 04:49:41.224573		0.1 ms

		2021-09-27 05:49:44.039302		1.0 ms

		2021-09-27 06:49:46.032096		0.6 ms

		2021-09-27 07:49:49.107528		3.7 ms

		2021-09-27 08:49:51.106727		1.2 ms

		2021-09-27 09:49:52.661962		-0.2 ms

		2021-09-27 10:49:54.31157		2.6 ms

		2021-09-27 11:49:56.106885		0.3 ms

		2021-09-27 12:49:58.631032		1.5 ms

		2021-09-27 13:50:02.089635		-0.5 ms

		2021-09-27 14:50:07.36634		-2.8 ms

		2021-09-27 15:50:09.434459		0.5 ms

		2021-09-27 16:50:11.215112		-0.9 ms

		2021-09-27 17:50:13.593736		1.6 ms

		2021-09-27 18:50:16.101421		-0.5 ms

		2021-09-27 19:50:17.597407		0.8 ms

		2021-09-27 20:50:19.121005		-1.3 ms

		2021-09-27 21:50:20.721117		-0.1 ms

		2021-09-27 22:50:23.756706		0.1 ms

		2021-09-27 23:50:25.233535		0.4 ms

		2021-09-28 00:50:27.399479		4.0 ms

		2021-09-28 01:50:29.893003		5.0 ms

		2021-09-28 02:50:31.581052		4.8 ms

		2021-09-28 03:50:33.664617		5.2 ms

		2021-09-28 04:50:36.247744		4.6 ms

		2021-09-28 05:50:38.370651		2.5 ms

		2021-09-28 06:50:40.652122		2.9 ms

		2021-09-28 07:50:43.574256		-5.0 ms

		2021-09-28 08:50:45.833928		-1.8 ms

		2021-09-28 09:50:47.393687		3.7 ms

		2021-09-28 10:50:49.468262		0.1 ms

		2021-09-28 11:50:51.344426		4.5 ms

		2021-09-28 12:50:53.846534		1.1 ms

		2021-09-28 13:50:55.332229		-0.3 ms

		2021-09-28 14:50:57.676584		1.4 ms

		2021-09-28 15:50:59.448631		1.4 ms

		2021-09-28 16:51:02.877514		-1.7 ms

		2021-09-28 17:51:05.083479		-2.1 ms

		2021-09-28 18:51:06.762837		-2.4 ms

		2021-09-28 19:51:08.886033		-1.3 ms

		2021-09-28 20:51:10.431846		-1.1 ms

		2021-09-28 21:51:11.886824		1.6 ms

		2021-09-28 22:51:13.873574		1.2 ms

		2021-09-28 23:51:15.943684		-0.5 ms

		2021-09-29 00:51:17.872892		-0.1 ms

		2021-09-29 01:51:19.588529		1.0 ms

		2021-09-29 02:51:21.588455		0.4 ms

		2021-09-29 03:51:23.324055		2.1 ms

		2021-09-29 04:51:24.984819		1.8 ms

		2021-09-29 05:51:27.271275		-1.5 ms

		2021-09-29 06:51:28.986393		0.9 ms

		2021-09-29 07:51:30.71517		-0.6 ms

		2021-09-29 08:51:32.822212		-1.2 ms

		2021-09-29 09:51:34.822358		1.9 ms

		2021-09-29 10:51:36.902137		2.7 ms

		2021-09-29 11:51:39.092528		3.3 ms

		2021-09-29 12:51:40.820494		0.2 ms

		2021-09-29 13:51:43.78067		2.8 ms

		2021-09-29 14:51:45.658949		2.1 ms

		2021-09-29 15:51:48.087511		-0.4 ms

		2021-09-29 16:51:50.047566		2.1 ms

		2021-09-29 17:51:51.735987		2.6 ms

		2021-09-29 18:51:53.576268		-0.4 ms

		2021-09-29 19:51:55.371797		-0.2 ms

		2021-09-29 20:51:57.13488		2.4 ms

		2021-09-29 21:51:59.625932		3.0 ms

		2021-09-29 22:52:01.18194		-0.7 ms

		2021-09-29 23:52:04.128594		-0.4 ms

		2021-09-30 00:52:06.375229		-3.3 ms

		2021-09-30 01:52:08.24837		1.0 ms

		2021-09-30 02:52:10.350173		-0.8 ms

		2021-09-30 03:52:12.612623		3.2 ms

		2021-09-30 04:52:14.493314		3.1 ms

		2021-09-30 05:52:16.653797		4.7 ms

		2021-09-30 06:52:18.597831		1.3 ms

		2021-09-30 07:52:20.23327		0.9 ms

		2021-09-30 08:52:22.509003		0.9 ms

		2021-09-30 09:52:24.097159		0.3 ms

		2021-09-30 10:52:25.833293		-1.9 ms

		2021-09-30 11:52:28.148654		-0.5 ms

		2021-09-30 12:52:30.106134		0.1 ms

		2021-09-30 13:52:31.87259		2.1 ms

		2021-09-30 14:52:33.679696		-0.6 ms

		2021-09-30 15:52:35.956407		-0.1 ms

		2021-09-30 16:52:37.900626		-0.8 ms

		2021-09-30 17:52:39.6971		1.4 ms

		2021-09-30 18:52:41.718528		0.1 ms

		2021-09-30 19:52:43.828599		2.0 ms

		2021-09-30 20:52:46.136637		-0.1 ms

		2021-09-30 22:09:30.431056		0.4 ms

		2021-09-30 23:09:33.107244		0.1 ms

		2021-10-01 00:09:35.214434		-0.3 ms

		2021-10-01 01:09:37.112038		-0.9 ms

		2021-10-01 02:09:38.912302		0.8 ms

		2021-10-01 03:09:42.031506		-0.3 ms

		2021-10-01 04:09:45.223257		-0.6 ms

		2021-10-01 05:09:46.856331		-0.7 ms

		2021-10-01 06:09:49.65952		1.6 ms

		2021-10-01 07:09:51.505087		-0.1 ms

		2021-10-01 08:09:53.654342		0.0 ms

		2021-10-01 09:09:55.428985		0.2 ms

		2021-10-01 10:09:57.589892		0.9 ms

		2021-10-01 11:09:59.326385		2.2 ms

		2021-10-01 12:10:00.833817		-0.1 ms

		2021-10-01 13:10:02.335718		2.7 ms

		2021-10-01 14:10:04.894506		2.8 ms

		2021-10-01 15:10:06.411226		0.6 ms

		2021-10-01 16:10:08.14754		-0.3 ms

		2021-10-01 17:10:09.686163		1.9 ms

		2021-10-01 18:10:11.61857		0.1 ms

		2021-10-01 19:10:14.206687		0.4 ms

		2021-10-01 20:10:16.604725		-0.7 ms

		2021-10-01 21:10:18.19739		0.8 ms

		2021-10-01 22:10:21.450721		-1.4 ms

		2021-10-01 23:10:23.102819		-0.7 ms

		2021-10-02 00:10:24.71705		0.2 ms

		2021-10-02 01:10:26.516246		-2.4 ms

		2021-10-02 02:10:28.164829		1.8 ms

		2021-10-02 03:10:29.934084		0.9 ms

		2021-10-02 04:10:31.986813		2.3 ms

		2021-10-02 05:10:33.999685		0.6 ms

		2021-10-02 06:10:37.103688		3.5 ms

		2021-10-02 07:10:38.821751		1.8 ms

		2021-10-02 08:10:40.297274		4.8 ms

		2021-10-02 09:10:42.169375		2.0 ms

		2021-10-02 10:10:45.290844		2.9 ms

		2021-10-02 11:10:47.343114		0.8 ms

		2021-10-02 12:10:49.704779		-5.6 ms

		2021-10-02 13:10:51.938988		-4.9 ms

		2021-10-02 14:10:53.544896		-0.5 ms

		2021-10-02 15:10:55.905046		0.9 ms

		2021-10-02 16:10:58.323376		0.7 ms

		2021-10-02 17:11:00.684717		3.7 ms

		2021-10-02 18:11:02.195426		2.1 ms

		2021-10-02 19:11:04.431633		1.3 ms

		2021-10-02 20:11:08.068352		1.7 ms

		2021-10-02 21:11:09.997557		-0.6 ms

		2021-10-02 22:11:11.794564		-0.3 ms

		2021-10-02 23:11:13.861446		0.5 ms

		2021-10-03 00:11:15.508192		1.8 ms

		2021-10-03 01:11:17.401823		2.6 ms

		2021-10-03 02:11:19.418655		3.2 ms

		2021-10-03 03:11:22.21566		1.8 ms

		2021-10-03 04:11:24.351771		0.3 ms

		2021-10-03 05:11:26.343739		-0.7 ms

		2021-10-03 06:11:28.428325		1.4 ms

		2021-10-03 07:11:31.055415		2.3 ms

		2021-10-03 08:11:32.917056		0.7 ms

		2021-10-03 09:11:34.738144		-1.1 ms

		2021-10-03 10:11:36.867043		0.9 ms

		2021-10-03 11:11:39.856841		0.7 ms

		2021-10-03 12:11:41.896811		-0.2 ms

		2021-10-03 13:11:43.750012		2.2 ms

		2021-10-03 14:11:46.215809		2.5 ms

		2021-10-03 15:11:47.831275		-0.7 ms

		2021-10-03 16:11:49.863072		1.1 ms

		2021-10-03 17:11:51.517014		0.4 ms

		2021-10-03 18:11:54.584946		-0.7 ms

		2021-10-03 19:11:57.355001		0.4 ms

		2021-10-03 20:11:59.299737		-1.9 ms

		2021-10-03 21:12:01.431701		0.8 ms

		2021-10-03 22:12:03.323306		-1.2 ms

		2021-10-03 23:12:05.272243		0.9 ms

		2021-10-04 00:12:06.896224		0.1 ms

		2021-10-04 01:12:08.872883		1.7 ms

		2021-10-04 02:12:10.427979		0.1 ms

		2021-10-04 03:12:12.153076		1.7 ms

		2021-10-04 04:12:14.242126		1.5 ms

		2021-10-04 05:12:16.726077		0.5 ms

		2021-10-04 06:12:19.921662		0.3 ms

		2021-10-04 07:12:22.171957		0.1 ms

		2021-10-04 08:12:24.13974		-1.5 ms

		2021-10-04 09:12:26.08626		-0.7 ms

		2021-10-04 10:12:28.69321		-1.0 ms

		2021-10-04 11:12:31.097259		0.7 ms

		2021-10-04 12:12:34.147079		1.3 ms

		2021-10-04 13:12:36.982924		-0.7 ms

		2021-10-04 14:12:40.273904		-2.3 ms

		2021-10-04 15:12:42.130041		0.2 ms

		2021-10-04 16:12:44.94817		0.0 ms

		2021-10-04 17:12:47.845536		2.5 ms

		2021-10-04 18:12:49.725951		1.1 ms

		2021-10-04 19:12:51.761139		2.1 ms

		2021-10-04 20:12:53.4701		1.0 ms

		2021-10-04 21:12:55.286055		2.1 ms

		2021-10-04 22:12:56.993087		1.9 ms

		2021-10-04 23:12:58.723085		-0.8 ms

		2021-10-05 00:13:00.961325		-2.1 ms

		2021-10-05 01:13:02.752438		-1.3 ms

		2021-10-05 02:13:04.404718		0.3 ms

		2021-10-05 03:13:08.184234		0.0 ms

		2021-10-05 04:13:11.530885		-1.0 ms

		2021-10-05 05:13:13.41883		0.1 ms

		2021-10-05 06:13:16.114831		1.8 ms

		2021-10-05 07:13:18.780663		0.7 ms

		2021-10-05 08:13:20.972061		0.1 ms

		2021-10-05 09:13:23.632644		-0.3 ms

		2021-10-05 10:13:25.553894		2.1 ms

		2021-10-05 11:13:27.921729		-0.1 ms

		2021-10-05 12:13:29.986949		1.7 ms

		2021-10-05 13:13:32.325431		-0.2 ms

		2021-10-05 14:13:35.408212		-0.5 ms

		2021-10-05 15:13:37.477806		0.7 ms

		2021-10-05 16:13:39.465092		0.9 ms

		2021-10-05 17:13:41.263989		0.8 ms

		2021-10-05 18:13:43.396598		2.7 ms

		2021-10-05 19:13:45.1494		-0.5 ms

		2021-10-05 20:13:46.993586		0.5 ms

		2021-10-05 21:13:48.427574		0.1 ms

		2021-10-05 22:13:50.280468		1.6 ms

		2021-10-05 23:13:52.108659		-1.1 ms

		2021-10-06 00:13:54.313505		-0.8 ms

		2021-10-06 01:13:57.028451		0.1 ms

		2021-10-06 02:14:00.155018		-0.1 ms

		2021-10-06 03:14:02.847848		1.2 ms

		2021-10-06 04:14:04.684316		1.7 ms

		2021-10-06 05:14:06.251863		0.4 ms

		2021-10-06 06:14:08.107257		4.8 ms

		2021-10-06 07:14:10.388483		0.0 ms

		2021-10-06 08:14:12.068171		1.9 ms

		2021-10-06 09:14:13.977222		1.0 ms

		2021-10-06 10:14:16.482041		-0.1 ms

		2021-10-06 11:14:18.977382		-0.4 ms

		2021-10-06 12:14:20.706181		2.3 ms

		2021-10-06 13:14:23.317426		-0.4 ms

		2021-10-06 14:14:25.983868		1.3 ms

		2021-10-06 15:14:27.955293		2.0 ms

		2021-10-06 16:14:30.698962		1.4 ms

		2021-10-06 17:14:32.459027		-0.1 ms

		2021-10-06 18:14:34.382943		2.5 ms

		2021-10-06 19:14:36.124609		0.7 ms

		2021-10-06 20:14:38.71238		3.1 ms

		2021-10-06 21:14:40.351249		0.6 ms

		2021-10-06 22:14:42.616571		0.6 ms

		2021-10-06 23:14:44.539922		1.7 ms

		2021-10-07 00:14:47.727978		1.5 ms

		2021-10-07 01:14:49.749508		2.7 ms

		2021-10-07 02:14:51.577048		2.5 ms

		2021-10-07 03:14:53.370981		1.5 ms

		2021-10-07 04:14:55.617884		2.1 ms

		2021-10-07 05:14:57.190736		-0.2 ms

		2021-10-07 06:14:59.595884		3.0 ms

		2021-10-07 07:15:01.174598		-0.4 ms

		2021-10-07 08:15:03.311682		0.4 ms

		2021-10-07 09:15:05.99673		2.8 ms

		2021-10-07 10:15:08.797494		1.8 ms

		2021-10-07 11:15:10.649719		2.4 ms

		2021-10-07 12:15:13.779166		0.6 ms

		2021-10-07 13:15:15.880076		0.3 ms

		2021-10-07 14:15:17.814254		0.7 ms

		2021-10-07 15:15:20.424665		0.4 ms

		2021-10-07 16:15:22.171877		1.8 ms

		2021-10-07 17:15:24.598815		3.3 ms

		2021-10-07 18:15:26.582087		2.5 ms

		2021-10-07 19:15:28.341449		-0.4 ms

		2021-10-07 20:15:30.109437		-0.2 ms

		2021-10-07 21:15:33.936244		0.9 ms

		2021-10-07 22:15:35.733527		-1.7 ms

		2021-10-07 23:15:37.522642		-1.9 ms

		2021-10-08 00:15:39.752649		-1.0 ms

		2021-10-08 01:15:41.3377		0.4 ms

		2021-10-08 02:15:43.595772		2.8 ms

		2021-10-08 03:15:45.707555		3.3 ms

		2021-10-08 04:15:47.342229		1.4 ms

		2021-10-08 05:15:48.922432		2.6 ms

		2021-10-08 06:15:50.800358		1.8 ms

		2021-10-08 07:15:52.799145		-0.3 ms

		2021-10-08 08:15:55.424862		-0.6 ms

		2021-10-08 09:15:57.539168		1.3 ms

		2021-10-08 10:15:59.837152		-1.6 ms

		2021-10-08 11:16:02.670741		-1.7 ms

		2021-10-08 12:16:04.699199		0.8 ms

		2021-10-08 13:16:07.181136		-2.5 ms

		2021-10-08 14:16:09.335416		0.2 ms

		2021-10-08 15:16:11.515789		1.6 ms

		2021-10-08 16:16:13.616335		1.0 ms

		2021-10-08 17:16:15.141419		-0.5 ms

		2021-10-08 18:16:16.877149		3.9 ms

		2021-10-08 19:16:18.533806		-0.5 ms

		2021-10-08 20:16:20.529679		0.6 ms

		2021-10-08 21:16:22.355586		0.4 ms

		2021-10-08 22:16:23.884105		3.5 ms

		2021-10-08 23:16:25.634438		-0.2 ms

		2021-10-09 00:16:28.736902		0.6 ms

		2021-10-09 01:16:30.565873		3.6 ms

		2021-10-09 02:16:32.016122		2.3 ms

		2021-10-09 03:16:35.239551		-0.1 ms

		2021-10-09 04:16:38.475535		2.3 ms

		2021-10-09 05:16:40.887328		1.0 ms

		2021-10-09 06:16:42.569274		2.1 ms

		2021-10-09 07:16:45.184806		0.6 ms

		2021-10-09 08:16:46.789622		-0.6 ms

		2021-10-09 09:16:48.586041		-0.1 ms

		2021-10-09 10:16:51.295741		-1.4 ms

		2021-10-09 11:16:53.924672		-1.2 ms

		2021-10-09 12:16:56.225021		0.4 ms

		2021-10-09 13:16:59.21463		0.1 ms

		2021-10-09 14:17:00.857015		1.4 ms

		2021-10-09 15:17:02.533275		1.3 ms

		2021-10-09 16:17:04.840726		-0.4 ms

		2021-10-09 17:17:06.706992		-0.5 ms

		2021-10-09 18:17:08.412934		0.6 ms

		2021-10-09 19:17:10.596416		0.4 ms

		2021-10-09 20:17:13.139625		0.0 ms

		2021-10-09 21:17:14.937348		-0.1 ms

		2021-10-09 22:17:16.854169		1.3 ms

		2021-10-09 23:17:19.228609		1.6 ms

		2021-10-10 00:17:21.509693		-1.0 ms

		2021-10-10 01:17:23.381144		-0.5 ms

		2021-10-10 02:17:25.270786		0.2 ms

		2021-10-10 03:17:27.046915		0.7 ms

		2021-10-10 04:17:28.98129		-1.6 ms

		2021-10-10 05:17:31.169677		1.1 ms

		2021-10-10 06:17:33.247949		2.1 ms

		2021-10-10 07:17:35.036686		-2.2 ms

		2021-10-10 08:17:37.470324		-0.1 ms

		2021-10-10 09:17:39.912871		0.6 ms

		2021-10-10 10:17:42.451474		0.6 ms

		2021-10-10 11:17:45.156905		1.5 ms

		2021-10-10 12:17:46.772949		2.4 ms

		2021-10-10 13:17:48.490858		1.1 ms

		2021-10-10 14:17:50.44215		1.9 ms

		2021-10-10 15:17:52.299704		2.2 ms

		2021-10-10 16:17:53.949803		4.3 ms

		2021-10-10 17:17:57.228032		1.4 ms

		2021-10-10 18:17:59.076661		2.9 ms

		2021-10-10 19:18:00.677816		2.2 ms

		2021-10-10 20:18:03.298244		-1.0 ms

		2021-10-10 21:18:05.358275		1.7 ms

		2021-10-10 22:18:07.619405		2.0 ms

		2021-10-10 23:18:09.193786		-0.7 ms

		2021-10-11 00:18:11.382229		-0.8 ms

		2021-10-11 01:18:13.777805		-0.5 ms

		2021-10-11 02:18:15.40618		1.4 ms

		2021-10-11 03:18:17.345544		0.8 ms

		2021-10-11 04:18:19.922644		-1.0 ms

		2021-10-11 05:18:21.53991		1.3 ms

		2021-10-11 06:18:24.273074		0.8 ms

		2021-10-11 07:18:27.002327		2.3 ms

		2021-10-11 08:18:28.944582		2.8 ms

		2021-10-11 09:18:31.425988		1.6 ms

		2021-10-11 10:18:34.021451		2.1 ms

		2021-10-11 11:18:36.150546		0.4 ms

		2021-10-11 12:18:38.089664		0.4 ms

		2021-10-11 13:18:40.339959		1.9 ms

		2021-10-11 14:18:42.756187		-0.1 ms

		2021-10-11 15:18:44.843601		0.4 ms

		2021-10-11 16:18:46.982496		0.9 ms

		2021-10-11 17:18:49.207019		-0.5 ms

		2021-10-11 18:18:51.312044		-0.2 ms

		2021-10-11 19:18:53.568061		3.2 ms

		2021-10-11 20:18:55.230432		-0.1 ms

		2021-10-11 21:18:58.098058		2.7 ms

		2021-10-11 22:18:59.773773		2.5 ms

		2021-10-11 23:19:01.845364		-0.3 ms

		2021-10-12 00:19:03.631475		-0.7 ms

		2021-10-12 01:19:06.400663		-0.5 ms

		2021-10-12 02:19:08.471751		-0.6 ms

		2021-10-12 03:19:11.907273		-1.2 ms

		2021-10-12 04:19:13.668502		1.4 ms

		2021-10-12 05:19:15.774041		2.3 ms

		2021-10-12 06:19:17.683965		3.1 ms

		2021-10-12 07:19:20.04208		-0.4 ms

		2021-10-12 08:19:23.144836		-0.6 ms

		2021-10-12 09:19:25.597411		-1.8 ms

		2021-10-12 10:19:27.896332		-0.5 ms

		2021-10-12 11:19:29.702756		2.5 ms

		2021-10-12 12:19:31.697245		0.1 ms

		2021-10-12 13:19:34.125802		-0.2 ms

		2021-10-12 14:19:38.098359		0.3 ms

		2021-10-12 15:19:40.144827		0.9 ms

		2021-10-12 16:19:43.011347		2.3 ms

		2021-10-12 17:19:46.422851		3.5 ms

		2021-10-12 18:19:48.49922		2.6 ms

		2021-10-12 19:19:51.730913		0.0 ms

		2021-10-12 20:19:53.544435		-0.9 ms

		2021-10-12 21:19:55.94352		-1.0 ms

		2021-10-12 22:19:58.315147		-0.2 ms

		2021-10-12 23:20:00.029496		-0.7 ms

		2021-10-13 00:20:02.242809		0.1 ms

		2021-10-13 01:20:04.042921		-1.1 ms

		2021-10-13 02:20:06.592428		3.4 ms

		2021-10-13 03:20:08.365391		2.3 ms

		2021-10-13 04:20:11.958115		0.5 ms

		2021-10-13 05:20:15.277818		-0.2 ms

		2021-10-13 06:20:17.412626		-1.3 ms

		2021-10-13 07:20:19.046385		-1.6 ms

		2021-10-13 08:20:22.287895		-0.9 ms

		2021-10-13 09:20:24.928063		-0.1 ms

		2021-10-13 10:20:27.196803		-0.1 ms

		2021-10-13 11:20:29.207928		4.0 ms

		2021-10-13 12:20:31.262268		2.4 ms

		2021-10-13 13:20:32.954559		-0.3 ms

		2021-10-13 14:20:35.631981		-1.6 ms

		2021-10-13 15:20:38.763022		2.5 ms

		2021-10-13 16:20:41.759989		2.3 ms

		2021-10-13 17:20:44.79213		-0.3 ms

		2021-10-13 18:20:46.469573		1.7 ms

		2021-10-13 19:20:50.02262		0.3 ms

		2021-10-13 20:20:52.907732		0.0 ms

		2021-10-13 21:20:54.696203		-0.4 ms

		2021-10-13 22:20:57.274301		1.6 ms

		2021-10-13 23:21:00.332921		0.6 ms

		2021-10-14 00:21:02.018313		-0.2 ms

		2021-10-14 01:21:04.560422		1.2 ms

		2021-10-14 02:21:07.592763		2.5 ms

		2021-10-14 03:21:09.782102		0.5 ms

		2021-10-14 04:21:12.668645		-0.1 ms

		2021-10-14 05:21:15.843865		0.5 ms

		2021-10-14 06:21:17.516969		-0.4 ms

		2021-10-14 07:21:19.266457		0.1 ms

		2021-10-14 08:21:21.088962		-1.8 ms

		2021-10-14 09:21:23.291608		-1.1 ms

		2021-10-14 10:21:26.826525		0.7 ms

		2021-10-14 11:21:28.86012		1.7 ms

		2021-10-14 12:21:31.943149		-0.5 ms

		2021-10-14 13:21:34.138339		1.8 ms

		2021-10-14 14:21:36.076778		1.5 ms

		2021-10-14 15:21:38.000631		1.1 ms

		2021-10-14 16:21:39.74591		2.0 ms

		2021-10-14 17:21:41.654298		2.1 ms

		2021-10-14 18:21:43.591724		0.2 ms

		2021-10-14 19:21:45.713152		1.9 ms

		2021-10-14 20:21:47.30347		-0.2 ms

		2021-10-14 21:21:49.788497		-1.1 ms

		2021-10-14 22:22:22.595748		2.5 ms

		2021-10-14 23:22:24.127638		1.4 ms

		2021-10-15 00:22:26.410584		0.2 ms

		2021-10-15 01:22:28.394231		2.2 ms

		2021-10-15 02:22:30.190175		1.3 ms

		2021-10-15 03:22:31.789942		-1.3 ms

		2021-10-15 04:22:33.849518		-1.1 ms

		2021-10-15 05:22:36.513878		1.6 ms

		2021-10-15 06:22:38.626504		-0.9 ms

		2021-10-15 07:22:40.888511		-0.3 ms

		2021-10-15 08:22:43.953965		-0.4 ms

		2021-10-15 09:22:45.84481		0.1 ms

		2021-10-15 10:22:47.663193		0.5 ms

		2021-10-15 11:22:50.882204		3.3 ms

		2021-10-15 12:22:52.770344		0.0 ms

		2021-10-15 13:22:54.652138		1.5 ms

		2021-10-15 14:22:56.324524		2.1 ms
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1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.

		Let [image: 1.png]

 be a set of the clock error samples (in seconds). Let [image: 2.png]

, [image: 3.png]

.

		Let [image: 4.png]

 be the random variable representing the clock error with parameters estimated using data set [image: CodeCogsEqn.png]

.

		Let [image: 7.png]

, [image: 8.png]

 be the the empirical distribution function.

		Let [image: 9.png]

 be the size of discretized value space, [image: 10.png]

. Let [image: 11.png]

 be the discretized value space, [image: 12.png]

 be the set of data points representing empirical distribution function, [image: 13.png]

 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.

		Plot the data in [image: 14.png]

 and [image: 15.png]

 to assess the accuracy of the estimation.

		[image: 16.png]

 is the estimated probability that the clock error is smaller than [image: 17.png]

 seconds.



4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.
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4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: 0.73 ms

		standard deviation: 1.71 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈81.996%

		|e| < 5 ms: ≈99.332%

		|e| < 10 ms: ≈100.000%



5. Clock Error Samples

The following are the clock error samples collected between 2021-05-18 04:37:10.968357 UTC and 2021-06-28 20:20:46.86141 UTC:

		Time collected		Clock offset

		2021-05-18 04:37:10.968357		1.0 ms

		2021-05-18 05:37:13.960926		3.6 ms

		2021-05-18 06:37:15.965055		2.8 ms

		2021-05-18 07:37:18.071759		1.8 ms

		2021-05-18 08:37:21.473635		2.4 ms

		2021-05-18 09:37:23.478339		3.0 ms

		2021-05-18 10:37:26.582174		-0.1 ms

		2021-05-18 11:37:29.011576		1.4 ms

		2021-05-18 12:37:30.956295		-1.8 ms

		2021-05-18 13:37:34.147162		0.6 ms

		2021-05-18 14:37:36.542661		3.3 ms

		2021-05-18 15:37:38.24881		2.6 ms

		2021-05-18 16:37:41.016544		1.1 ms

		2021-05-18 17:37:43.779459		-1.4 ms

		2021-05-18 18:37:46.599679		-1.4 ms

		2021-05-18 19:37:49.46247		-0.2 ms

		2021-05-18 20:37:51.623302		0.6 ms

		2021-05-18 21:37:53.44836		0.0 ms

		2021-05-18 22:37:55.864436		-0.6 ms

		2021-05-18 23:37:58.343241		-2.3 ms

		2021-05-19 00:38:01.129215		1.9 ms

		2021-05-19 01:38:02.976244		0.0 ms

		2021-05-19 02:38:05.042435		0.1 ms

		2021-05-19 03:38:08.235783		-1.2 ms

		2021-05-19 04:38:09.695268		0.2 ms

		2021-05-19 05:38:13.419965		-0.2 ms

		2021-05-19 06:38:15.619736		1.4 ms

		2021-05-19 07:38:19.144534		1.7 ms

		2021-05-19 08:38:21.224935		-0.5 ms

		2021-05-19 09:38:23.197895		2.4 ms

		2021-05-19 10:38:25.931234		0.5 ms

		2021-05-19 11:38:27.997295		2.7 ms

		2021-05-19 12:38:30.088809		-1.3 ms

		2021-05-19 13:38:32.519934		-3.7 ms

		2021-05-19 14:38:35.071906		2.1 ms

		2021-05-19 15:38:36.747334		0.6 ms

		2021-05-19 16:38:39.604701		1.3 ms

		2021-05-19 17:38:42.131502		1.4 ms

		2021-05-19 18:38:44.567232		0.8 ms

		2021-05-19 19:38:46.25974		2.4 ms

		2021-05-19 20:38:49.381015		3.5 ms

		2021-05-19 21:38:51.910962		2.2 ms

		2021-05-19 22:38:53.498123		0.5 ms

		2021-05-19 23:38:56.048663		-2.7 ms

		2021-05-20 00:38:57.821133		-2.7 ms

		2021-05-20 01:39:01.460313		-1.0 ms

		2021-05-20 02:39:03.871135		-1.8 ms

		2021-05-20 03:39:08.488872		3.6 ms

		2021-05-20 04:39:10.349077		3.8 ms

		2021-05-20 05:39:13.19822		0.8 ms

		2021-05-20 06:39:16.474471		2.5 ms

		2021-05-20 07:39:19.267736		4.3 ms

		2021-05-20 08:39:21.049124		0.4 ms

		2021-05-20 09:39:22.794838		1.0 ms

		2021-05-20 10:39:25.882961		0.6 ms

		2021-05-20 11:39:27.569981		0.0 ms

		2021-05-20 12:39:30.445038		-0.3 ms

		2021-05-20 13:39:32.528687		1.9 ms

		2021-05-20 14:39:34.357418		0.6 ms

		2021-05-20 15:39:36.701448		3.1 ms

		2021-05-20 16:39:39.080358		0.2 ms

		2021-05-20 17:39:42.193505		2.7 ms

		2021-05-20 18:39:45.166718		1.3 ms

		2021-05-20 19:39:47.445637		0.4 ms

		2021-05-20 20:39:49.586221		3.9 ms

		2021-05-20 21:39:53.068309		2.6 ms

		2021-05-20 22:39:55.755584		-0.4 ms

		2021-05-20 23:39:57.72871		-1.6 ms

		2021-05-21 00:40:00.390856		-0.6 ms

		2021-05-21 01:40:02.866298		-1.4 ms

		2021-05-21 02:40:04.34932		-0.6 ms

		2021-05-21 03:40:06.413567		2.4 ms

		2021-05-21 04:40:08.258323		-0.1 ms

		2021-05-21 05:40:10.289623		0.0 ms

		2021-05-21 06:40:13.005742		0.1 ms

		2021-05-21 07:40:14.714373		0.1 ms

		2021-05-21 08:40:18.257919		2.7 ms

		2021-05-21 09:40:20.087586		1.5 ms

		2021-05-21 10:40:22.464251		-0.2 ms

		2021-05-21 11:40:25.331019		-1.9 ms

		2021-05-21 12:40:27.639029		-3.6 ms

		2021-05-21 13:40:30.228494		-0.4 ms

		2021-05-21 14:40:32.31038		0.1 ms

		2021-05-21 15:40:33.952763		2.5 ms

		2021-05-21 16:40:37.112634		0.9 ms

		2021-05-21 17:40:40.332779		1.1 ms

		2021-05-21 18:40:42.719944		-1.8 ms

		2021-05-21 19:40:44.63812		2.8 ms

		2021-05-21 20:41:02.747312		1.3 ms

		2021-05-21 21:41:15.507165		2.1 ms

		2021-05-21 22:41:43.474556		2.3 ms

		2021-05-21 23:42:45.529728		-0.3 ms

		2021-05-22 00:42:47.47037		-1.5 ms

		2021-05-22 01:42:49.782661		-2.8 ms

		2021-05-22 02:42:52.20029		0.7 ms

		2021-05-22 03:42:55.641886		-0.9 ms

		2021-05-22 04:42:57.745787		0.9 ms

		2021-05-22 05:42:59.648406		-1.2 ms

		2021-05-22 06:43:02.515517		-0.3 ms

		2021-05-22 07:43:04.676517		0.3 ms

		2021-05-22 08:43:08.671607		3.7 ms

		2021-05-22 09:43:10.65495		0.9 ms

		2021-05-22 10:43:12.590747		-1.2 ms

		2021-05-22 11:43:15.136681		2.0 ms

		2021-05-22 12:43:17.874068		2.8 ms

		2021-05-22 13:43:19.518527		0.5 ms

		2021-05-22 14:43:21.993421		1.7 ms

		2021-05-22 15:43:24.997696		0.2 ms

		2021-05-22 16:43:27.687211		2.3 ms

		2021-05-22 17:43:30.997025		-0.9 ms

		2021-05-22 18:43:32.87036		1.9 ms

		2021-05-22 19:43:35.16486		-0.6 ms

		2021-05-22 20:43:38.579735		2.0 ms

		2021-05-22 21:43:41.50479		0.5 ms

		2021-05-22 22:43:43.394897		-2.2 ms

		2021-05-22 23:43:45.797194		1.0 ms

		2021-05-23 00:43:48.02492		0.1 ms

		2021-05-23 01:43:49.953655		-0.4 ms

		2021-05-23 02:43:53.330548		-0.9 ms

		2021-05-23 03:43:54.971218		2.3 ms

		2021-05-23 04:43:57.358908		0.8 ms

		2021-05-23 05:44:00.561889		-0.2 ms

		2021-05-23 06:44:02.28956		-0.3 ms

		2021-05-23 07:44:05.478655		0.3 ms

		2021-05-23 08:44:07.151931		2.5 ms

		2021-05-23 09:44:09.40044		0.7 ms

		2021-05-23 10:44:11.764208		0.7 ms

		2021-05-23 11:44:14.346504		1.5 ms

		2021-05-23 12:44:16.909476		0.7 ms

		2021-05-23 13:44:18.650525		1.2 ms

		2021-05-23 14:44:21.696599		0.1 ms

		2021-05-23 15:44:23.97656		0.7 ms

		2021-05-23 16:44:26.127804		1.0 ms

		2021-05-23 17:44:27.852912		2.7 ms

		2021-05-23 18:44:31.33752		1.0 ms

		2021-05-23 19:44:33.415657		-1.1 ms

		2021-05-23 20:44:35.391436		0.5 ms

		2021-05-23 21:44:37.82339		1.5 ms

		2021-05-23 22:44:40.290846		0.9 ms

		2021-05-23 23:44:43.939754		-0.4 ms

		2021-05-24 00:44:47.508149		1.0 ms

		2021-05-24 01:44:49.776936		2.6 ms

		2021-05-24 02:44:52.536271		2.1 ms

		2021-05-24 03:44:55.786936		1.0 ms

		2021-05-24 04:44:57.714346		0.5 ms

		2021-05-24 05:44:59.140253		0.0 ms

		2021-05-24 06:45:02.292847		0.6 ms

		2021-05-24 07:45:04.158941		2.4 ms

		2021-05-24 08:45:05.827003		3.7 ms

		2021-05-24 09:45:07.631353		2.6 ms

		2021-05-24 10:45:10.383433		0.9 ms

		2021-05-24 11:45:14.373269		2.5 ms

		2021-05-24 12:45:16.570181		1.9 ms

		2021-05-24 13:45:20.064361		-0.4 ms

		2021-05-24 14:45:23.407791		0.4 ms

		2021-05-24 15:45:25.810101		0.3 ms

		2021-05-24 16:45:28.349527		0.4 ms

		2021-05-24 17:45:30.015535		-0.2 ms

		2021-05-24 18:45:32.547315		1.2 ms

		2021-05-24 19:45:35.060328		-0.1 ms

		2021-05-24 20:45:37.457301		2.1 ms

		2021-05-24 21:45:39.517189		-0.2 ms

		2021-05-24 22:45:41.284832		2.2 ms

		2021-05-24 23:45:43.077005		1.4 ms

		2021-05-25 00:45:44.905152		1.5 ms

		2021-05-25 01:45:47.206362		2.1 ms

		2021-05-25 02:45:49.040789		0.4 ms

		2021-05-25 03:45:51.355665		3.0 ms

		2021-05-25 04:45:53.656223		0.2 ms

		2021-05-25 05:45:56.581602		2.5 ms

		2021-05-25 06:45:58.250524		3.4 ms

		2021-05-25 07:46:00.539323		1.9 ms

		2021-05-25 08:46:02.486345		-0.7 ms

		2021-05-25 09:46:05.182133		-1.0 ms

		2021-05-25 10:46:07.849586		-0.1 ms

		2021-05-25 11:46:10.720498		-0.2 ms

		2021-05-25 12:46:13.293218		-1.0 ms

		2021-05-25 13:46:15.246318		2.8 ms

		2021-05-25 14:46:18.074975		0.6 ms

		2021-05-25 15:46:20.067319		1.1 ms

		2021-05-25 16:46:22.313576		3.4 ms

		2021-05-25 17:46:24.877227		2.8 ms

		2021-05-25 18:46:26.566576		1.9 ms

		2021-05-25 19:46:29.60373		3.4 ms

		2021-05-25 20:46:32.129286		3.4 ms

		2021-05-25 21:46:34.135727		3.0 ms

		2021-05-25 22:46:35.923137		-0.5 ms

		2021-05-25 23:46:38.778962		0.5 ms

		2021-05-26 00:46:40.777634		-2.2 ms

		2021-05-26 01:46:43.549428		-0.8 ms

		2021-05-26 02:46:45.373337		-0.6 ms

		2021-05-26 03:46:47.254118		2.5 ms

		2021-05-26 04:46:49.725819		0.6 ms

		2021-05-26 05:46:51.124689		1.3 ms

		2021-05-26 06:46:53.510237		1.1 ms

		2021-05-26 07:46:56.176771		5.1 ms

		2021-05-26 08:46:58.315941		0.9 ms

		2021-05-26 09:47:00.746173		2.2 ms

		2021-05-26 10:47:03.151082		-0.1 ms

		2021-05-26 11:47:05.301355		0.2 ms

		2021-05-26 12:47:07.289115		-0.6 ms

		2021-05-26 13:47:10.698605		-5.5 ms

		2021-05-26 14:47:13.404587		1.1 ms

		2021-05-26 15:47:15.271443		2.4 ms

		2021-05-26 16:47:18.215513		0.1 ms

		2021-05-26 17:47:19.928333		3.2 ms

		2021-05-26 18:47:22.363497		-1.1 ms

		2021-05-26 19:47:25.111958		-1.1 ms

		2021-05-26 20:47:27.566454		1.6 ms

		2021-05-26 21:47:30.10478		1.6 ms

		2021-05-26 22:47:31.923665		1.6 ms

		2021-05-26 23:47:35.119964		2.4 ms

		2021-05-27 00:47:37.093659		-0.1 ms

		2021-05-27 01:47:40.020927		3.2 ms

		2021-05-27 02:47:43.228463		-1.8 ms

		2021-05-27 03:47:46.620454		-1.9 ms

		2021-05-27 04:47:49.454908		1.0 ms

		2021-05-27 05:47:52.555362		1.4 ms

		2021-05-27 06:47:56.459696		5.7 ms

		2021-05-27 07:47:58.561426		2.7 ms

		2021-05-27 08:48:00.587984		4.0 ms

		2021-05-27 09:48:03.471972		2.3 ms

		2021-05-27 10:48:05.180494		1.7 ms

		2021-05-27 11:48:07.969251		1.2 ms

		2021-05-27 12:48:11.752693		-2.8 ms

		2021-05-27 13:48:13.59999		0.5 ms

		2021-05-27 14:48:16.17915		-1.7 ms

		2021-05-27 15:48:19.050936		1.4 ms

		2021-05-27 16:48:21.682147		4.4 ms

		2021-05-27 17:48:23.400834		1.9 ms

		2021-05-27 18:48:25.627317		-1.4 ms

		2021-05-27 19:48:27.6769		2.3 ms

		2021-05-27 20:48:29.441264		2.2 ms

		2021-05-27 21:48:31.444314		1.4 ms

		2021-05-27 22:48:33.806155		1.6 ms

		2021-05-27 23:48:36.502574		0.9 ms

		2021-05-28 00:48:38.640582		-0.2 ms

		2021-05-28 01:48:40.825734		0.1 ms

		2021-05-28 02:48:43.185173		1.7 ms

		2021-05-28 03:48:45.395898		1.2 ms

		2021-05-28 04:48:47.768319		0.4 ms

		2021-05-28 05:48:50.573579		2.4 ms

		2021-05-28 06:48:54.07357		0.3 ms

		2021-05-28 07:48:56.173693		0.5 ms

		2021-05-28 08:48:58.071969		-0.8 ms

		2021-05-28 09:49:00.209624		1.0 ms

		2021-05-28 10:49:02.853091		2.4 ms

		2021-05-28 11:49:04.998965		-1.0 ms

		2021-05-28 12:49:07.053481		-0.8 ms

		2021-05-28 13:49:09.439281		-1.5 ms

		2021-05-28 14:49:12.05171		1.3 ms

		2021-05-28 15:49:15.825183		1.2 ms

		2021-05-28 16:49:19.442393		0.6 ms

		2021-05-28 17:49:20.891		1.1 ms

		2021-05-28 18:49:23.656586		0.3 ms

		2021-05-28 19:49:26.339908		2.6 ms

		2021-05-28 20:49:28.448799		1.0 ms

		2021-05-28 21:49:30.492619		1.4 ms

		2021-05-28 22:49:33.826813		-0.5 ms

		2021-05-28 23:49:35.943691		-0.7 ms

		2021-05-29 00:49:37.985391		2.1 ms

		2021-05-29 01:49:40.900366		-3.2 ms

		2021-05-29 02:49:44.362764		-1.2 ms

		2021-05-29 03:49:46.243532		1.5 ms

		2021-05-29 04:49:48.893983		5.1 ms

		2021-05-29 05:49:50.853309		-0.1 ms

		2021-05-29 06:49:52.675193		5.2 ms

		2021-05-29 07:49:54.375032		-1.5 ms

		2021-05-29 08:49:56.832368		3.9 ms

		2021-05-29 09:49:59.922865		1.2 ms

		2021-05-29 10:50:01.371876		4.4 ms

		2021-05-29 11:50:03.908198		3.5 ms

		2021-05-29 12:50:06.139627		-0.1 ms

		2021-05-29 13:50:08.189464		1.3 ms

		2021-05-29 14:50:11.386354		2.9 ms

		2021-05-29 15:50:14.200237		1.4 ms

		2021-05-29 16:50:15.961018		-0.3 ms

		2021-05-29 17:50:19.121484		-1.4 ms

		2021-05-29 18:50:21.852067		-2.0 ms

		2021-05-29 19:50:25.376327		-0.8 ms

		2021-05-29 20:50:27.559273		0.3 ms

		2021-05-29 21:50:30.114115		-0.1 ms

		2021-05-29 22:50:32.216378		-0.3 ms

		2021-05-29 23:50:33.900443		-0.5 ms

		2021-05-30 00:50:36.646193		-2.1 ms

		2021-05-30 01:50:38.507188		-2.3 ms

		2021-05-30 02:50:40.98793		2.1 ms

		2021-05-30 03:50:42.871112		-0.7 ms

		2021-05-30 04:50:45.580136		-0.8 ms

		2021-05-30 05:50:47.666796		-0.4 ms

		2021-05-30 06:50:50.364842		1.7 ms

		2021-05-30 07:50:53.767242		0.1 ms

		2021-05-30 08:50:56.416882		3.5 ms

		2021-05-30 09:50:59.978383		3.5 ms

		2021-05-30 10:51:02.449947		-0.3 ms

		2021-05-30 11:51:05.00724		3.8 ms

		2021-05-30 12:51:07.129692		0.1 ms

		2021-05-30 13:51:09.868209		2.0 ms

		2021-05-30 14:51:13.089256		-0.1 ms

		2021-05-30 15:51:14.828954		0.8 ms

		2021-05-30 16:51:17.15261		1.7 ms

		2021-05-30 17:51:19.298521		1.3 ms

		2021-05-30 18:51:22.323081		2.9 ms

		2021-05-30 19:51:25.513774		-0.8 ms

		2021-05-30 20:51:27.445511		-0.5 ms

		2021-05-30 21:51:29.986399		1.0 ms

		2021-05-30 22:51:31.439756		2.3 ms

		2021-05-30 23:51:33.632125		3.6 ms

		2021-05-31 00:51:35.858691		2.4 ms

		2021-05-31 01:51:38.507627		2.2 ms

		2021-05-31 02:51:40.702588		0.3 ms

		2021-05-31 03:51:42.976404		3.0 ms

		2021-05-31 04:51:44.964941		0.8 ms

		2021-05-31 05:51:47.183644		1.1 ms

		2021-05-31 06:51:49.165981		-1.4 ms

		2021-05-31 07:51:51.157664		0.6 ms

		2021-05-31 08:51:53.328119		1.1 ms

		2021-05-31 09:51:55.686209		1.5 ms

		2021-05-31 10:51:58.301283		-1.6 ms

		2021-05-31 11:52:00.4231		-0.7 ms

		2021-05-31 12:52:02.32876		-0.6 ms

		2021-05-31 13:52:05.329668		0.0 ms

		2021-05-31 14:52:07.898524		-1.7 ms

		2021-05-31 15:52:09.411635		1.6 ms

		2021-05-31 16:52:12.568888		1.4 ms

		2021-05-31 17:52:14.629364		-0.7 ms

		2021-05-31 18:52:16.526467		-0.1 ms

		2021-05-31 19:52:18.623645		-1.1 ms

		2021-05-31 20:52:20.775281		2.6 ms

		2021-05-31 21:52:24.16257		3.1 ms

		2021-05-31 22:52:27.371691		0.8 ms

		2021-05-31 23:52:29.217244		-0.6 ms

		2021-06-01 00:52:31.601909		0.6 ms

		2021-06-01 01:52:34.231287		-0.1 ms

		2021-06-01 02:52:37.120192		2.3 ms

		2021-06-01 03:52:38.754077		3.4 ms

		2021-06-01 04:52:41.34876		-1.0 ms

		2021-06-01 05:52:42.881464		0.9 ms

		2021-06-01 06:52:44.707673		-0.5 ms

		2021-06-01 07:52:47.05683		0.2 ms

		2021-06-01 08:52:50.16287		0.2 ms

		2021-06-01 09:52:52.068478		-0.3 ms

		2021-06-01 10:52:56.18391		2.0 ms

		2021-06-01 11:52:58.809807		2.8 ms

		2021-06-01 12:53:00.843408		-0.8 ms

		2021-06-01 13:53:03.009781		1.2 ms

		2021-06-01 14:53:04.902579		-0.4 ms

		2021-06-01 15:53:07.704299		-0.8 ms

		2021-06-01 16:53:09.761279		1.4 ms

		2021-06-01 17:53:11.900591		0.0 ms

		2021-06-01 18:53:13.833018		0.9 ms

		2021-06-01 19:53:17.705799		0.6 ms

		2021-06-01 20:53:19.4917		1.1 ms

		2021-06-01 21:53:21.200995		1.5 ms

		2021-06-01 22:53:23.351811		1.9 ms

		2021-06-01 23:53:26.612502		1.5 ms

		2021-06-02 00:53:28.51993		-2.1 ms

		2021-06-02 01:53:30.311655		-0.2 ms

		2021-06-02 02:53:33.130858		-0.6 ms

		2021-06-02 03:53:36.027216		-0.5 ms

		2021-06-02 04:53:38.359936		1.8 ms

		2021-06-02 05:53:40.260868		1.4 ms

		2021-06-02 06:53:43.247511		-1.9 ms

		2021-06-02 07:53:45.024095		-0.5 ms

		2021-06-02 08:53:47.626504		-0.5 ms

		2021-06-02 09:53:49.598937		-0.2 ms

		2021-06-02 10:53:51.456307		-3.1 ms

		2021-06-02 11:53:54.206305		-2.4 ms

		2021-06-02 12:53:57.097015		-2.0 ms

		2021-06-02 13:53:58.793438		-0.4 ms

		2021-06-02 14:54:00.835198		0.4 ms

		2021-06-02 15:54:02.712335		1.1 ms

		2021-06-02 16:54:04.702759		-0.4 ms

		2021-06-02 17:54:07.540593		1.7 ms

		2021-06-02 18:54:11.473579		2.7 ms

		2021-06-02 19:54:13.252949		-0.7 ms

		2021-06-02 20:54:14.852357		2.1 ms

		2021-06-02 21:54:17.09759		2.4 ms

		2021-06-02 22:54:19.013202		0.8 ms

		2021-06-02 23:54:21.070326		-0.4 ms

		2021-06-03 00:54:22.666579		-1.4 ms

		2021-06-03 01:54:24.417482		0.1 ms

		2021-06-03 02:54:26.802175		-1.4 ms

		2021-06-03 03:54:28.501837		-1.3 ms

		2021-06-03 04:54:30.883188		1.5 ms

		2021-06-03 05:54:32.992508		0.0 ms

		2021-06-03 06:54:36.10854		3.1 ms

		2021-06-03 07:54:39.010733		-0.2 ms

		2021-06-03 08:54:41.38149		1.0 ms

		2021-06-03 09:54:43.18385		0.6 ms

		2021-06-03 10:54:45.532989		-0.7 ms

		2021-06-03 11:54:47.547636		-1.1 ms

		2021-06-03 12:54:49.751735		-2.6 ms

		2021-06-03 13:54:53.947349		-1.1 ms

		2021-06-03 14:54:56.271655		-1.3 ms

		2021-06-03 15:54:59.006298		-0.2 ms

		2021-06-03 16:55:01.820524		0.2 ms

		2021-06-03 17:55:03.666334		-1.9 ms

		2021-06-03 18:55:05.716913		-1.2 ms

		2021-06-03 19:55:08.016793		2.8 ms

		2021-06-03 20:55:10.010674		2.9 ms

		2021-06-03 21:55:12.091156		3.1 ms

		2021-06-03 22:55:14.101892		-1.9 ms

		2021-06-03 23:55:15.697782		-3.8 ms

		2021-06-04 00:55:17.988531		-2.0 ms

		2021-06-04 01:55:20.850776		-0.6 ms

		2021-06-04 02:55:23.313816		1.1 ms

		2021-06-04 03:55:26.537989		1.3 ms

		2021-06-04 04:55:28.919184		2.9 ms

		2021-06-04 05:55:30.717377		1.3 ms

		2021-06-04 06:55:34.124513		0.1 ms

		2021-06-04 07:55:37.064316		0.8 ms

		2021-06-04 08:55:40.750204		0.9 ms

		2021-06-04 09:55:43.386838		-0.3 ms

		2021-06-04 10:55:46.23479		3.0 ms

		2021-06-04 11:55:48.090693		3.4 ms

		2021-06-04 12:55:50.434017		3.5 ms

		2021-06-04 13:55:52.591152		1.0 ms

		2021-06-04 14:55:54.555112		4.7 ms

		2021-06-04 15:55:56.495471		4.2 ms

		2021-06-04 16:55:59.882902		0.5 ms

		2021-06-04 17:56:02.821513		-0.1 ms

		2021-06-04 18:56:04.301317		1.4 ms

		2021-06-04 19:56:06.115829		2.7 ms

		2021-06-04 20:56:09.019237		1.8 ms

		2021-06-04 21:56:11.031716		0.5 ms

		2021-06-04 22:56:12.877997		2.4 ms

		2021-06-04 23:56:15.991326		3.5 ms

		2021-06-05 00:56:18.329472		1.0 ms

		2021-06-05 01:56:20.063154		1.8 ms

		2021-06-05 02:56:22.100922		1.6 ms

		2021-06-05 03:56:24.111756		-1.4 ms

		2021-06-05 04:56:25.799716		0.0 ms

		2021-06-05 05:56:28.942507		-1.8 ms

		2021-06-05 06:56:30.9088		-1.4 ms

		2021-06-05 07:56:32.655514		1.9 ms

		2021-06-05 08:56:35.357228		0.1 ms

		2021-06-05 09:56:37.954364		-0.3 ms

		2021-06-05 10:56:39.842416		1.1 ms

		2021-06-05 11:56:41.726788		2.5 ms

		2021-06-05 12:56:43.53584		1.9 ms

		2021-06-05 13:56:45.757306		4.4 ms

		2021-06-05 14:56:47.800644		3.2 ms

		2021-06-05 15:56:49.679917		3.2 ms

		2021-06-05 16:56:51.259536		1.2 ms

		2021-06-05 17:56:53.458873		0.5 ms

		2021-06-05 18:56:55.791071		3.2 ms

		2021-06-05 19:56:58.664076		0.2 ms

		2021-06-05 20:57:00.662168		2.8 ms

		2021-06-05 21:57:03.379933		1.6 ms

		2021-06-05 22:57:06.000293		1.4 ms

		2021-06-05 23:57:07.716535		0.5 ms

		2021-06-06 00:57:10.145159		0.4 ms

		2021-06-06 01:57:12.605243		-2.4 ms

		2021-06-06 02:57:14.258353		-1.9 ms

		2021-06-06 03:57:17.7295		-2.9 ms

		2021-06-06 04:57:19.495345		-0.4 ms

		2021-06-06 05:57:21.722614		1.3 ms

		2021-06-06 06:57:23.687372		1.7 ms

		2021-06-06 07:57:27.017947		-1.0 ms

		2021-06-06 08:57:29.29678		-1.2 ms

		2021-06-06 09:57:31.84757		-0.1 ms

		2021-06-06 10:57:33.633496		0.5 ms

		2021-06-06 11:57:36.774098		3.5 ms

		2021-06-06 12:57:39.930144		1.5 ms

		2021-06-06 13:57:41.732225		4.3 ms

		2021-06-06 14:57:44.061476		3.3 ms

		2021-06-06 15:57:46.754481		3.4 ms

		2021-06-06 16:57:48.865415		0.6 ms

		2021-06-06 17:57:50.831435		-0.5 ms

		2021-06-06 18:57:53.005928		2.4 ms

		2021-06-06 19:57:56.850742		-0.8 ms

		2021-06-06 20:57:59.281653		0.4 ms

		2021-06-06 21:58:01.346346		2.9 ms

		2021-06-06 22:58:04.14418		2.4 ms

		2021-06-06 23:58:06.439861		2.2 ms

		2021-06-07 00:58:08.417017		1.1 ms

		2021-06-07 01:58:11.334408		0.4 ms

		2021-06-07 02:58:13.597883		1.1 ms

		2021-06-07 03:58:16.047449		-2.4 ms

		2021-06-07 04:58:19.432006		-1.8 ms

		2021-06-07 05:58:22.411383		1.0 ms

		2021-06-07 06:58:24.08156		-2.4 ms

		2021-06-07 07:58:27.461557		0.3 ms

		2021-06-07 08:58:29.874498		-1.2 ms

		2021-06-07 09:58:31.633757		-0.2 ms

		2021-06-07 10:58:34.879728		0.6 ms

		2021-06-07 11:58:36.783852		1.4 ms

		2021-06-07 12:58:39.325155		0.1 ms

		2021-06-07 13:58:41.478453		-0.5 ms

		2021-06-07 14:58:43.836651		2.2 ms

		2021-06-07 15:58:46.620072		2.2 ms

		2021-06-07 16:58:49.02455		-1.8 ms

		2021-06-07 17:58:51.667366		-1.3 ms

		2021-06-07 18:58:53.47324		0.5 ms

		2021-06-07 19:58:55.235627		-0.1 ms

		2021-06-07 20:58:56.971939		-0.1 ms

		2021-06-07 21:58:59.81058		3.8 ms

		2021-06-07 22:59:02.35547		3.4 ms

		2021-06-07 23:59:05.056781		1.3 ms

		2021-06-08 00:59:07.474642		0.8 ms

		2021-06-08 01:59:10.90876		3.5 ms

		2021-06-08 02:59:13.440952		-3.0 ms

		2021-06-08 03:59:16.068736		-4.6 ms

		2021-06-08 04:59:18.666402		1.4 ms

		2021-06-08 05:59:20.797331		-0.8 ms

		2021-06-08 06:59:24.076569		1.0 ms

		2021-06-08 07:59:26.133383		4.0 ms

		2021-06-08 08:59:28.84157		0.3 ms

		2021-06-08 09:59:32.284978		2.3 ms

		2021-06-08 10:59:34.171307		2.1 ms

		2021-06-08 11:59:37.332334		0.2 ms

		2021-06-08 12:59:40.251691		-0.1 ms

		2021-06-08 13:59:42.616168		0.9 ms

		2021-06-08 14:59:45.724698		-0.3 ms

		2021-06-08 15:59:47.595846		-0.5 ms

		2021-06-08 16:59:49.795653		-2.1 ms

		2021-06-08 17:59:51.812465		0.3 ms

		2021-06-08 18:59:53.969014		3.3 ms

		2021-06-08 19:59:57.287241		-0.7 ms

		2021-06-08 21:00:00.279371		-1.9 ms

		2021-06-08 22:00:02.583717		-0.2 ms

		2021-06-08 23:00:04.594857		0.3 ms

		2021-06-09 00:00:07.0158		3.2 ms

		2021-06-09 01:00:08.685177		3.1 ms

		2021-06-09 02:00:10.356817		3.7 ms

		2021-06-09 03:00:13.37587		1.8 ms

		2021-06-09 04:00:15.21114		3.6 ms

		2021-06-09 05:00:18.052635		2.6 ms

		2021-06-09 06:00:21.746854		3.3 ms

		2021-06-09 07:00:23.219755		2.5 ms

		2021-06-09 08:00:25.732766		0.4 ms

		2021-06-09 09:00:28.434247		2.1 ms

		2021-06-09 10:00:30.821831		1.2 ms

		2021-06-09 11:00:34.770625		3.0 ms

		2021-06-09 12:00:36.864729		2.2 ms

		2021-06-09 13:00:38.95194		0.4 ms

		2021-06-09 14:00:40.837019		1.6 ms

		2021-06-09 15:00:43.422403		-0.6 ms

		2021-06-09 16:00:46.465733		-1.8 ms

		2021-06-09 17:00:49.216676		0.4 ms

		2021-06-09 18:00:51.641608		-0.9 ms

		2021-06-09 19:00:54.912158		0.2 ms

		2021-06-09 20:00:56.772543		2.4 ms

		2021-06-09 21:00:59.20124		-1.3 ms

		2021-06-09 22:01:03.271582		-1.0 ms

		2021-06-09 23:01:05.091179		-0.4 ms

		2021-06-10 00:01:08.35552		0.1 ms

		2021-06-10 01:01:10.802135		0.3 ms

		2021-06-10 02:01:13.650769		2.9 ms

		2021-06-10 03:01:16.685509		1.8 ms

		2021-06-10 04:01:18.701135		-1.0 ms

		2021-06-10 05:01:21.001407		-1.6 ms

		2021-06-10 06:01:22.821155		-1.5 ms

		2021-06-10 07:01:26.1671		0.5 ms

		2021-06-10 08:01:27.836209		3.1 ms

		2021-06-10 09:01:30.832512		2.4 ms

		2021-06-10 10:01:33.248247		3.4 ms

		2021-06-10 11:01:34.880765		0.1 ms

		2021-06-10 12:01:37.4299		-0.2 ms

		2021-06-10 13:01:40.523161		2.2 ms

		2021-06-10 14:01:42.48308		2.9 ms

		2021-06-10 15:01:44.278475		2.1 ms

		2021-06-10 16:01:47.227342		-0.5 ms

		2021-06-10 17:01:50.84235		0.7 ms

		2021-06-10 18:01:53.976705		0.8 ms

		2021-06-10 19:01:55.990509		1.5 ms

		2021-06-10 20:01:58.429128		1.0 ms

		2021-06-10 21:02:00.006256		0.6 ms

		2021-06-10 22:02:01.682892		2.4 ms

		2021-06-10 23:02:04.174443		-0.6 ms

		2021-06-11 00:02:06.869398		1.3 ms

		2021-06-11 01:02:09.823109		0.6 ms

		2021-06-11 02:02:13.340988		0.4 ms

		2021-06-11 03:02:15.667748		2.3 ms

		2021-06-11 04:02:17.640167		-0.7 ms

		2021-06-11 05:02:19.458546		2.4 ms

		2021-06-11 06:02:21.95447		2.0 ms

		2021-06-11 07:02:23.794062		2.0 ms

		2021-06-11 08:02:25.949833		-0.8 ms

		2021-06-11 09:02:28.659261		0.3 ms

		2021-06-11 10:02:30.727454		1.6 ms

		2021-06-11 11:02:34.98015		1.0 ms

		2021-06-11 12:02:37.204786		0.2 ms

		2021-06-11 13:02:39.192098		-0.4 ms

		2021-06-11 14:02:41.48115		-0.4 ms

		2021-06-11 15:02:43.53534		2.7 ms

		2021-06-11 16:02:45.12037		2.3 ms

		2021-06-11 17:02:47.503319		-0.1 ms

		2021-06-11 18:02:49.73095		1.5 ms

		2021-06-11 19:02:52.148546		-0.8 ms

		2021-06-11 20:02:54.506845		3.3 ms

		2021-06-11 21:02:57.284199		0.1 ms

		2021-06-11 22:03:00.366687		-0.9 ms

		2021-06-11 23:03:02.682806		0.9 ms

		2021-06-12 00:03:04.877018		-0.2 ms

		2021-06-12 01:03:08.173109		3.7 ms

		2021-06-12 02:03:10.079587		-1.3 ms

		2021-06-12 03:03:12.278683		-1.3 ms

		2021-06-12 04:03:14.981		-0.7 ms

		2021-06-12 05:03:17.302315		0.9 ms

		2021-06-12 06:03:19.124946		-1.9 ms

		2021-06-12 07:03:21.203112		-2.1 ms

		2021-06-12 08:03:23.191102		-0.1 ms

		2021-06-12 09:03:25.785828		0.0 ms

		2021-06-12 10:03:28.43338		-2.0 ms

		2021-06-12 11:03:30.356707		2.8 ms

		2021-06-12 12:03:33.185999		4.6 ms

		2021-06-12 13:03:35.741016		5.9 ms

		2021-06-12 14:03:37.596384		4.3 ms

		2021-06-12 15:03:40.487957		4.1 ms

		2021-06-12 16:03:42.268714		3.7 ms

		2021-06-12 17:03:44.47015		-0.5 ms

		2021-06-12 18:03:46.399304		1.8 ms

		2021-06-12 19:03:49.135462		2.4 ms

		2021-06-12 20:03:51.664225		0.3 ms

		2021-06-12 21:03:54.379823		-0.9 ms

		2021-06-12 22:03:56.649145		-0.5 ms

		2021-06-12 23:03:58.485303		2.5 ms

		2021-06-13 00:04:00.726506		-0.8 ms

		2021-06-13 01:04:02.940152		-1.2 ms

		2021-06-13 02:04:05.034358		-0.1 ms

		2021-06-13 03:04:06.755825		3.1 ms

		2021-06-13 04:04:09.056531		2.3 ms

		2021-06-13 05:04:10.82232		1.4 ms

		2021-06-13 06:04:12.713197		0.4 ms

		2021-06-13 07:04:14.831446		0.1 ms

		2021-06-13 08:04:17.046974		0.2 ms

		2021-06-13 09:04:19.714292		1.1 ms

		2021-06-13 10:04:21.348003		1.5 ms

		2021-06-13 11:04:23.134661		2.0 ms

		2021-06-13 12:04:24.906889		0.4 ms

		2021-06-13 13:04:26.555107		0.9 ms

		2021-06-13 14:04:28.965251		3.3 ms

		2021-06-13 15:04:32.044035		1.1 ms

		2021-06-13 16:04:34.665748		1.8 ms

		2021-06-13 17:04:36.475993		0.1 ms

		2021-06-13 18:04:38.12804		-1.1 ms

		2021-06-13 19:04:40.29113		-0.5 ms

		2021-06-13 20:04:42.947618		-1.3 ms

		2021-06-13 21:04:44.523207		-1.3 ms

		2021-06-13 22:04:46.875743		-1.4 ms

		2021-06-13 23:04:48.555095		2.8 ms

		2021-06-14 00:04:50.667839		2.5 ms

		2021-06-14 01:04:52.700308		2.4 ms

		2021-06-14 02:04:55.343023		-0.1 ms

		2021-06-14 03:04:57.548348		2.1 ms

		2021-06-14 04:05:00.338412		-0.5 ms

		2021-06-14 05:05:02.955619		-0.3 ms

		2021-06-14 06:05:05.340019		1.8 ms

		2021-06-14 07:05:06.98692		0.9 ms

		2021-06-14 08:05:08.82317		-0.7 ms

		2021-06-14 09:05:11.446333		3.0 ms

		2021-06-14 10:05:17.026963		1.4 ms

		2021-06-14 11:05:19.603291		2.1 ms

		2021-06-14 12:05:22.7313		2.4 ms

		2021-06-14 13:05:25.011289		0.4 ms

		2021-06-14 14:05:27.24621		4.2 ms

		2021-06-14 15:05:30.871396		3.8 ms

		2021-06-14 16:05:33.592314		1.5 ms

		2021-06-14 17:05:35.706732		2.9 ms

		2021-06-14 18:05:37.562784		0.3 ms

		2021-06-14 19:05:39.539229		0.0 ms

		2021-06-14 20:05:40.965169		2.3 ms

		2021-06-14 21:05:43.506256		2.4 ms

		2021-06-14 22:05:46.688818		-0.6 ms

		2021-06-14 23:05:48.529552		0.4 ms

		2021-06-15 00:05:50.320663		-0.4 ms

		2021-06-15 01:05:52.183891		0.1 ms

		2021-06-15 02:05:54.495561		-0.2 ms

		2021-06-15 03:05:56.18218		0.1 ms

		2021-06-15 04:05:58.591583		-0.2 ms

		2021-06-15 05:06:00.684139		0.1 ms

		2021-06-15 06:06:02.488542		-1.9 ms

		2021-06-15 07:06:05.014125		-3.5 ms

		2021-06-15 08:06:08.598521		2.4 ms

		2021-06-15 09:06:11.544704		-1.1 ms

		2021-06-15 10:06:14.55446		0.5 ms

		2021-06-15 11:06:16.780612		1.5 ms

		2021-06-15 12:06:19.98182		0.4 ms

		2021-06-15 13:06:22.925005		1.8 ms

		2021-06-15 14:06:25.081353		0.6 ms

		2021-06-15 15:06:27.511819		3.1 ms

		2021-06-15 16:06:30.684417		4.7 ms

		2021-06-15 17:06:33.476166		1.4 ms

		2021-06-15 18:06:36.21287		0.1 ms

		2021-06-15 19:06:38.128907		5.1 ms

		2021-06-15 20:06:39.859773		0.5 ms

		2021-06-15 21:06:42.239422		1.5 ms

		2021-06-15 22:06:43.964105		3.1 ms

		2021-06-15 23:06:46.184075		-0.6 ms

		2021-06-16 00:06:49.417166		3.5 ms

		2021-06-16 01:06:52.132468		3.1 ms

		2021-06-16 02:06:55.89802		0.4 ms

		2021-06-16 03:06:58.823572		-1.2 ms

		2021-06-16 04:07:01.349074		0.0 ms

		2021-06-16 05:07:03.238471		-0.4 ms

		2021-06-16 06:07:05.677987		-0.7 ms

		2021-06-16 07:07:08.514552		0.4 ms

		2021-06-16 08:07:10.867908		-1.6 ms

		2021-06-16 09:07:12.861776		-2.3 ms

		2021-06-16 10:07:16.212948		-1.9 ms

		2021-06-16 11:07:18.533864		-0.5 ms

		2021-06-16 12:07:20.337391		-0.6 ms

		2021-06-16 13:07:23.48423		0.3 ms

		2021-06-16 14:07:25.004529		1.3 ms

		2021-06-16 15:07:27.666143		3.4 ms

		2021-06-16 16:07:30.028224		1.5 ms

		2021-06-16 17:07:31.626735		-1.2 ms

		2021-06-16 18:07:34.156709		2.1 ms

		2021-06-16 19:07:37.618486		0.1 ms

		2021-06-16 20:07:39.842523		1.1 ms

		2021-06-16 21:07:41.725955		3.2 ms

		2021-06-16 22:07:45.548822		2.8 ms

		2021-06-16 23:07:48.50232		-0.9 ms

		2021-06-17 00:07:50.402213		-0.7 ms

		2021-06-17 01:07:52.383055		1.0 ms

		2021-06-17 02:07:55.284816		-0.2 ms

		2021-06-17 03:07:58.984326		-1.9 ms

		2021-06-17 04:08:00.625578		1.6 ms

		2021-06-17 05:08:02.723708		-0.8 ms

		2021-06-17 06:08:04.65759		-1.3 ms

		2021-06-17 07:08:06.985464		0.5 ms

		2021-06-17 08:08:09.21815		2.0 ms

		2021-06-17 09:08:10.976888		0.9 ms

		2021-06-17 10:08:15.67184		0.9 ms

		2021-06-17 11:08:17.265794		0.0 ms

		2021-06-17 12:08:19.252765		-1.7 ms

		2021-06-17 13:08:22.052512		-0.3 ms

		2021-06-17 14:08:24.078935		-0.4 ms

		2021-06-17 15:08:27.157491		0.3 ms

		2021-06-17 16:08:29.067767		-1.2 ms

		2021-06-17 17:08:30.858938		-0.7 ms

		2021-06-17 18:08:33.297293		-0.3 ms

		2021-06-17 19:08:35.122244		-1.2 ms

		2021-06-17 20:08:37.886235		0.1 ms

		2021-06-17 21:08:40.966131		3.4 ms

		2021-06-17 22:08:42.668641		1.4 ms

		2021-06-17 23:08:44.548571		0.7 ms

		2021-06-18 00:08:46.76936		2.6 ms

		2021-06-18 01:08:50.53906		0.4 ms

		2021-06-18 02:08:52.718421		-1.4 ms

		2021-06-18 03:08:54.911669		0.6 ms

		2021-06-18 04:08:58.286529		-2.0 ms

		2021-06-18 05:08:59.888043		-1.7 ms

		2021-06-18 06:09:02.235023		0.5 ms

		2021-06-18 07:09:04.373661		2.1 ms

		2021-06-18 08:09:07.7136		3.6 ms

		2021-06-18 09:09:10.28241		3.0 ms

		2021-06-18 10:09:12.475287		1.0 ms

		2021-06-18 11:09:15.74374		2.9 ms

		2021-06-18 12:09:18.323537		1.3 ms

		2021-06-18 13:09:21.167016		2.6 ms

		2021-06-18 14:09:22.657121		1.7 ms

		2021-06-18 15:09:25.882681		0.5 ms

		2021-06-18 16:09:28.426116		0.5 ms

		2021-06-18 17:09:30.57858		2.3 ms

		2021-06-18 18:09:32.181981		-0.1 ms

		2021-06-18 19:09:34.680936		2.3 ms

		2021-06-18 20:09:36.489588		1.6 ms

		2021-06-18 21:09:39.04947		0.1 ms

		2021-06-18 22:09:41.782358		0.6 ms

		2021-06-18 23:09:43.540442		1.6 ms

		2021-06-19 00:09:46.667021		-0.8 ms

		2021-06-19 01:09:48.782148		-1.0 ms

		2021-06-19 02:09:50.819946		-1.8 ms

		2021-06-19 03:09:53.884028		-0.7 ms

		2021-06-19 04:09:56.880762		0.3 ms

		2021-06-19 05:09:58.641784		0.3 ms

		2021-06-19 06:10:00.48547		0.3 ms

		2021-06-19 07:10:03.621544		-0.9 ms

		2021-06-19 08:10:06.239814		0.7 ms

		2021-06-19 09:10:08.22116		-0.4 ms

		2021-06-19 10:10:11.154809		0.8 ms

		2021-06-19 11:10:12.84265		1.4 ms

		2021-06-19 12:10:15.606079		3.5 ms

		2021-06-19 13:10:19.047842		4.4 ms

		2021-06-19 14:10:22.30121		1.4 ms

		2021-06-19 15:10:25.564041		0.9 ms

		2021-06-19 16:10:27.560521		2.0 ms

		2021-06-19 17:10:29.317459		1.0 ms

		2021-06-19 18:10:31.645583		0.6 ms

		2021-06-19 19:10:34.563648		0.5 ms

		2021-06-19 20:10:37.18263		2.7 ms

		2021-06-19 21:10:40.005999		1.0 ms

		2021-06-19 22:10:43.000398		3.2 ms

		2021-06-19 23:10:45.079296		1.4 ms

		2021-06-20 00:10:48.045139		1.2 ms

		2021-06-20 01:10:50.832642		2.1 ms

		2021-06-20 02:10:53.298726		0.3 ms

		2021-06-20 03:10:56.431229		3.5 ms

		2021-06-20 04:10:59.002292		1.4 ms

		2021-06-20 05:11:01.113047		1.9 ms

		2021-06-20 06:11:04.407444		0.9 ms

		2021-06-20 07:11:06.824873		2.4 ms

		2021-06-20 08:11:09.157874		-1.8 ms

		2021-06-20 09:11:11.548733		1.2 ms

		2021-06-20 10:11:14.692278		-1.0 ms

		2021-06-20 11:11:17.292003		-0.4 ms

		2021-06-20 12:11:19.918526		0.3 ms

		2021-06-20 13:11:21.609973		1.8 ms

		2021-06-20 14:12:53.627207		1.9 ms

		2021-06-20 15:12:56.242399		0.6 ms

		2021-06-20 16:12:58.471709		-0.1 ms

		2021-06-20 17:13:00.851757		1.6 ms

		2021-06-20 18:13:02.658339		0.6 ms

		2021-06-20 19:13:04.329998		1.3 ms

		2021-06-20 20:13:07.125666		0.2 ms

		2021-06-20 21:13:09.008493		2.6 ms

		2021-06-20 22:13:11.561425		0.1 ms

		2021-06-20 23:13:13.305364		1.3 ms

		2021-06-21 00:13:15.987817		-3.0 ms

		2021-06-21 01:13:18.147386		2.3 ms

		2021-06-21 02:13:20.695456		-2.0 ms

		2021-06-21 03:13:23.050592		-1.1 ms

		2021-06-21 04:13:25.506758		-1.2 ms

		2021-06-21 05:13:27.649837		0.8 ms

		2021-06-21 06:13:30.102264		-1.2 ms

		2021-06-21 07:13:32.119623		-0.9 ms

		2021-06-21 08:13:36.134852		0.0 ms

		2021-06-21 09:13:39.984903		-2.4 ms

		2021-06-21 10:13:41.936307		-2.0 ms

		2021-06-21 11:13:43.976072		-0.1 ms

		2021-06-21 12:13:46.70643		0.4 ms

		2021-06-21 13:13:48.502042		0.5 ms

		2021-06-21 14:13:50.656109		-0.3 ms

		2021-06-21 15:13:52.419118		-0.8 ms

		2021-06-21 16:13:54.136345		-1.1 ms

		2021-06-21 17:13:57.620866		1.8 ms

		2021-06-21 18:13:59.428017		2.2 ms

		2021-06-21 19:14:02.92831		-0.7 ms

		2021-06-21 20:14:04.779333		1.7 ms

		2021-06-21 21:14:08.331024		-1.3 ms

		2021-06-21 22:14:11.276086		0.9 ms

		2021-06-21 23:14:13.017396		2.5 ms

		2021-06-22 00:14:14.875118		-0.5 ms

		2021-06-22 01:14:17.746537		-0.6 ms

		2021-06-22 02:14:19.913193		-0.8 ms

		2021-06-22 03:14:23.80113		-0.5 ms

		2021-06-22 04:14:27.196464		3.0 ms

		2021-06-22 05:14:29.566589		-0.7 ms

		2021-06-22 06:14:31.719909		0.3 ms

		2021-06-22 07:14:35.451922		1.5 ms

		2021-06-22 08:14:38.025064		0.1 ms

		2021-06-22 09:14:40.67509		0.4 ms

		2021-06-22 10:14:43.140868		-0.5 ms

		2021-06-22 11:14:45.402366		0.6 ms

		2021-06-22 12:14:48.59791		0.1 ms

		2021-06-22 13:14:50.590013		-0.5 ms

		2021-06-22 14:14:53.859772		-0.2 ms

		2021-06-22 15:14:56.012223		-0.8 ms

		2021-06-22 16:15:00.004556		-1.7 ms

		2021-06-22 17:15:02.649228		1.5 ms

		2021-06-22 18:15:04.350253		0.2 ms

		2021-06-22 19:15:06.164505		4.4 ms

		2021-06-22 20:15:07.807402		2.2 ms

		2021-06-22 21:15:09.922202		5.0 ms

		2021-06-22 22:15:12.201407		2.6 ms

		2021-06-22 23:15:14.085607		-0.2 ms

		2021-06-23 00:15:16.00943		-0.8 ms

		2021-06-23 01:15:18.699223		0.1 ms

		2021-06-23 02:15:20.47858		1.9 ms

		2021-06-23 03:15:23.45608		1.7 ms

		2021-06-23 04:15:25.956946		-1.1 ms

		2021-06-23 05:15:27.810464		-3.9 ms

		2021-06-23 06:15:29.916653		1.7 ms

		2021-06-23 07:15:31.736192		0.4 ms

		2021-06-23 08:15:34.854894		0.9 ms

		2021-06-23 09:15:36.913954		0.5 ms

		2021-06-23 10:15:39.445313		-0.4 ms

		2021-06-23 11:15:41.487365		0.3 ms

		2021-06-23 12:15:43.440548		2.0 ms

		2021-06-23 13:15:45.952511		1.6 ms

		2021-06-23 14:15:47.747606		1.4 ms

		2021-06-23 15:15:50.241503		1.1 ms

		2021-06-23 16:15:51.797947		0.1 ms

		2021-06-23 17:15:53.398694		-0.3 ms

		2021-06-23 18:15:55.456015		0.0 ms

		2021-06-23 19:15:57.352731		1.3 ms

		2021-06-23 20:16:00.358554		0.0 ms

		2021-06-23 21:16:03.007235		1.2 ms

		2021-06-23 22:16:04.627168		1.0 ms

		2021-06-23 23:16:06.641258		1.1 ms

		2021-06-24 00:16:09.877857		0.7 ms

		2021-06-24 01:16:12.085485		0.1 ms

		2021-06-24 02:16:14.03736		-1.2 ms

		2021-06-24 03:16:15.91561		0.1 ms

		2021-06-24 04:16:19.726112		3.0 ms

		2021-06-24 05:16:21.935374		-0.7 ms

		2021-06-24 06:16:24.848154		-0.4 ms

		2021-06-24 07:16:28.630051		2.1 ms

		2021-06-24 08:16:30.755305		-0.6 ms

		2021-06-24 09:16:32.564724		0.5 ms

		2021-06-24 10:16:34.114656		2.4 ms

		2021-06-24 11:16:37.431969		3.7 ms

		2021-06-24 12:16:40.502763		4.2 ms

		2021-06-24 13:16:42.560707		0.6 ms

		2021-06-24 14:16:45.105597		-0.3 ms

		2021-06-24 15:16:47.199638		0.4 ms

		2021-06-24 16:16:49.299198		0.8 ms

		2021-06-24 17:16:52.249166		0.6 ms

		2021-06-24 18:16:55.91495		3.5 ms

		2021-06-24 19:16:59.048543		-1.2 ms

		2021-06-24 20:17:02.020095		1.2 ms

		2021-06-24 21:17:04.015926		0.9 ms

		2021-06-24 22:17:07.080371		0.6 ms

		2021-06-24 23:17:09.339282		-0.5 ms

		2021-06-25 00:17:12.06744		-1.5 ms

		2021-06-25 01:17:14.822222		-3.0 ms

		2021-06-25 02:17:16.38154		2.1 ms

		2021-06-25 03:17:19.831187		1.0 ms

		2021-06-25 04:17:22.53356		-2.5 ms

		2021-06-25 05:17:24.668316		-1.7 ms

		2021-06-25 06:17:26.899613		-1.8 ms

		2021-06-25 07:17:28.685358		1.1 ms

		2021-06-25 08:17:30.539461		1.4 ms

		2021-06-25 09:17:32.903064		2.9 ms

		2021-06-25 10:17:35.217377		0.6 ms

		2021-06-25 11:17:36.997387		3.3 ms

		2021-06-25 12:17:39.056027		1.9 ms

		2021-06-25 13:17:43.04641		2.6 ms

		2021-06-25 14:17:46.076767		3.0 ms

		2021-06-25 15:17:47.922313		-0.2 ms

		2021-06-25 16:17:50.311868		0.0 ms

		2021-06-25 17:17:52.125512		2.4 ms

		2021-06-25 18:17:54.22602		2.0 ms

		2021-06-25 19:17:55.938234		-1.5 ms

		2021-06-25 20:17:58.5797		-1.3 ms

		2021-06-25 21:18:01.564574		-1.1 ms

		2021-06-25 22:18:04.625648		-0.6 ms

		2021-06-25 23:18:06.84972		-0.3 ms

		2021-06-26 00:18:08.902681		1.8 ms

		2021-06-26 01:18:10.956979		1.0 ms

		2021-06-26 02:18:12.557191		-1.3 ms

		2021-06-26 03:18:14.728491		-1.3 ms

		2021-06-26 04:18:16.426927		1.6 ms

		2021-06-26 05:18:18.360392		1.2 ms

		2021-06-26 06:18:20.545747		0.6 ms

		2021-06-26 07:18:22.632211		-0.4 ms

		2021-06-26 08:18:24.917449		-0.1 ms

		2021-06-26 09:18:26.490957		1.7 ms

		2021-06-26 10:18:29.081784		0.4 ms

		2021-06-26 11:18:31.643076		3.6 ms

		2021-06-26 12:18:33.899567		1.0 ms

		2021-06-26 13:18:35.893649		2.6 ms

		2021-06-26 14:18:37.406741		2.0 ms

		2021-06-26 15:18:40.223226		3.2 ms

		2021-06-26 16:18:42.779566		1.7 ms

		2021-06-26 17:18:44.386333		1.8 ms

		2021-06-26 18:18:47.435623		1.1 ms

		2021-06-26 19:18:50.177552		4.1 ms

		2021-06-26 20:18:53.095212		3.5 ms

		2021-06-26 21:18:56.276943		3.6 ms

		2021-06-26 22:18:58.375977		3.0 ms

		2021-06-26 23:19:00.945202		0.2 ms

		2021-06-27 00:19:03.183514		-1.3 ms

		2021-06-27 01:19:05.607227		1.4 ms

		2021-06-27 02:19:07.27813		1.1 ms

		2021-06-27 03:19:09.19703		-1.3 ms

		2021-06-27 04:19:11.878944		1.6 ms

		2021-06-27 05:19:13.883384		0.4 ms

		2021-06-27 06:19:15.699497		-1.6 ms

		2021-06-27 07:19:18.418311		-1.1 ms

		2021-06-27 08:19:22.358355		-1.8 ms

		2021-06-27 09:19:24.758541		0.7 ms

		2021-06-27 10:19:27.207068		0.3 ms

		2021-06-27 11:19:30.771117		3.2 ms

		2021-06-27 12:19:32.990921		2.2 ms

		2021-06-27 13:19:35.043129		4.1 ms

		2021-06-27 14:19:37.430624		3.0 ms

		2021-06-27 15:19:39.236724		1.0 ms

		2021-06-27 16:19:40.990944		3.2 ms

		2021-06-27 17:19:43.302169		-0.3 ms

		2021-06-27 18:19:47.370991		-0.6 ms

		2021-06-27 19:19:49.230944		0.1 ms

		2021-06-27 20:19:51.118564		1.3 ms

		2021-06-27 21:19:52.913455		0.1 ms

		2021-06-27 22:19:54.852052		-0.4 ms

		2021-06-27 23:19:56.714827		1.1 ms

		2021-06-28 00:19:58.39766		2.0 ms

		2021-06-28 01:20:01.18856		2.0 ms

		2021-06-28 02:20:03.354811		-0.3 ms

		2021-06-28 03:20:05.235048		-0.8 ms

		2021-06-28 04:20:08.568518		1.9 ms

		2021-06-28 05:20:10.537899		0.7 ms

		2021-06-28 06:20:12.755015		-0.9 ms

		2021-06-28 07:20:15.282617		-1.9 ms

		2021-06-28 08:20:18.272573		1.4 ms

		2021-06-28 09:20:20.750075		-0.3 ms

		2021-06-28 10:20:25.181016		1.6 ms

		2021-06-28 11:20:27.473101		3.4 ms

		2021-06-28 12:20:29.674471		3.2 ms

		2021-06-28 13:20:31.83207		2.4 ms

		2021-06-28 14:20:33.941218		-3.2 ms

		2021-06-28 15:20:35.862063		1.7 ms

		2021-06-28 16:20:37.726764		-1.1 ms

		2021-06-28 17:20:40.580041		-0.8 ms

		2021-06-28 18:20:42.246876		-1.1 ms

		2021-06-28 19:20:45.146708		-1.1 ms

		2021-06-28 20:20:46.86141		1.2 ms
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1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.

		Let [image: 1.png]

 be a set of the clock error samples (in seconds). Let [image: 2.png]

, [image: 3.png]

.

		Let [image: 4.png]

 be the random variable representing the clock error with parameters estimated using data set [image: CodeCogsEqn.png]

.

		Let [image: 7.png]

, [image: 8.png]

 be the the empirical distribution function.

		Let [image: 9.png]

 be the size of discretized value space, [image: 10.png]

. Let [image: 11.png]

 be the discretized value space, [image: 12.png]

 be the set of data points representing empirical distribution function, [image: 13.png]

 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.

		Plot the data in [image: 14.png]

 and [image: 15.png]

 to assess the accuracy of the estimation.

		[image: 16.png]

 is the estimated probability that the clock error is smaller than [image: 17.png]

 seconds.



4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.
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4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: 0.75 ms

		standard deviation: 1.71 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈81.835%

		|e| < 5 ms: ≈99.315%

		|e| < 10 ms: ≈100.000%



5. Clock Error Samples

The following are the clock error samples collected between 2021-05-17 02:35:33.78643 UTC and 2021-06-27 18:19:47.370991 UTC:

		Time collected		Clock offset

		2021-05-17 02:35:33.78643		-0.5 ms

		2021-05-17 03:35:36.623007		-0.6 ms

		2021-05-17 04:35:38.707623		-1.5 ms

		2021-05-17 05:35:40.258431		1.7 ms

		2021-05-17 06:35:43.03889		0.5 ms

		2021-05-17 07:35:45.038883		2.6 ms

		2021-05-17 08:35:48.379306		5.0 ms

		2021-05-17 09:35:50.176814		2.5 ms

		2021-05-17 10:35:52.126934		-2.2 ms

		2021-05-17 11:35:54.525796		0.6 ms

		2021-05-17 12:35:57.563747		-2.1 ms

		2021-05-17 13:35:59.359157		0.8 ms

		2021-05-17 14:36:02.263845		2.5 ms

		2021-05-17 15:36:04.229566		1.8 ms

		2021-05-17 16:36:06.518124		1.7 ms

		2021-05-17 17:36:08.988965		3.1 ms

		2021-05-17 18:36:10.711029		0.0 ms

		2021-05-17 19:36:46.275849		0.2 ms

		2021-05-17 20:36:52.065705		-0.3 ms

		2021-05-17 21:36:55.48859		3.0 ms

		2021-05-17 22:36:57.987165		0.7 ms

		2021-05-17 23:36:59.444012		0.5 ms

		2021-05-18 00:37:02.732573		0.4 ms

		2021-05-18 01:37:04.505886		2.6 ms

		2021-05-18 02:37:06.908736		0.9 ms

		2021-05-18 03:37:08.649762		2.2 ms

		2021-05-18 04:37:10.968357		1.0 ms

		2021-05-18 05:37:13.960926		3.6 ms

		2021-05-18 06:37:15.965055		2.8 ms

		2021-05-18 07:37:18.071759		1.8 ms

		2021-05-18 08:37:21.473635		2.4 ms

		2021-05-18 09:37:23.478339		3.0 ms

		2021-05-18 10:37:26.582174		-0.1 ms

		2021-05-18 11:37:29.011576		1.4 ms

		2021-05-18 12:37:30.956295		-1.8 ms

		2021-05-18 13:37:34.147162		0.6 ms

		2021-05-18 14:37:36.542661		3.3 ms

		2021-05-18 15:37:38.24881		2.6 ms

		2021-05-18 16:37:41.016544		1.1 ms

		2021-05-18 17:37:43.779459		-1.4 ms

		2021-05-18 18:37:46.599679		-1.4 ms

		2021-05-18 19:37:49.46247		-0.2 ms

		2021-05-18 20:37:51.623302		0.6 ms

		2021-05-18 21:37:53.44836		0.0 ms

		2021-05-18 22:37:55.864436		-0.6 ms

		2021-05-18 23:37:58.343241		-2.3 ms

		2021-05-19 00:38:01.129215		1.9 ms

		2021-05-19 01:38:02.976244		0.0 ms

		2021-05-19 02:38:05.042435		0.1 ms

		2021-05-19 03:38:08.235783		-1.2 ms

		2021-05-19 04:38:09.695268		0.2 ms

		2021-05-19 05:38:13.419965		-0.2 ms

		2021-05-19 06:38:15.619736		1.4 ms

		2021-05-19 07:38:19.144534		1.7 ms

		2021-05-19 08:38:21.224935		-0.5 ms

		2021-05-19 09:38:23.197895		2.4 ms

		2021-05-19 10:38:25.931234		0.5 ms

		2021-05-19 11:38:27.997295		2.7 ms

		2021-05-19 12:38:30.088809		-1.3 ms

		2021-05-19 13:38:32.519934		-3.7 ms

		2021-05-19 14:38:35.071906		2.1 ms

		2021-05-19 15:38:36.747334		0.6 ms

		2021-05-19 16:38:39.604701		1.3 ms

		2021-05-19 17:38:42.131502		1.4 ms

		2021-05-19 18:38:44.567232		0.8 ms

		2021-05-19 19:38:46.25974		2.4 ms

		2021-05-19 20:38:49.381015		3.5 ms

		2021-05-19 21:38:51.910962		2.2 ms

		2021-05-19 22:38:53.498123		0.5 ms

		2021-05-19 23:38:56.048663		-2.7 ms

		2021-05-20 00:38:57.821133		-2.7 ms

		2021-05-20 01:39:01.460313		-1.0 ms

		2021-05-20 02:39:03.871135		-1.8 ms

		2021-05-20 03:39:08.488872		3.6 ms

		2021-05-20 04:39:10.349077		3.8 ms

		2021-05-20 05:39:13.19822		0.8 ms

		2021-05-20 06:39:16.474471		2.5 ms

		2021-05-20 07:39:19.267736		4.3 ms

		2021-05-20 08:39:21.049124		0.4 ms

		2021-05-20 09:39:22.794838		1.0 ms

		2021-05-20 10:39:25.882961		0.6 ms

		2021-05-20 11:39:27.569981		0.0 ms

		2021-05-20 12:39:30.445038		-0.3 ms

		2021-05-20 13:39:32.528687		1.9 ms

		2021-05-20 14:39:34.357418		0.6 ms

		2021-05-20 15:39:36.701448		3.1 ms

		2021-05-20 16:39:39.080358		0.2 ms

		2021-05-20 17:39:42.193505		2.7 ms

		2021-05-20 18:39:45.166718		1.3 ms

		2021-05-20 19:39:47.445637		0.4 ms

		2021-05-20 20:39:49.586221		3.9 ms

		2021-05-20 21:39:53.068309		2.6 ms

		2021-05-20 22:39:55.755584		-0.4 ms

		2021-05-20 23:39:57.72871		-1.6 ms

		2021-05-21 00:40:00.390856		-0.6 ms

		2021-05-21 01:40:02.866298		-1.4 ms

		2021-05-21 02:40:04.34932		-0.6 ms

		2021-05-21 03:40:06.413567		2.4 ms

		2021-05-21 04:40:08.258323		-0.1 ms

		2021-05-21 05:40:10.289623		0.0 ms

		2021-05-21 06:40:13.005742		0.1 ms

		2021-05-21 07:40:14.714373		0.1 ms

		2021-05-21 08:40:18.257919		2.7 ms

		2021-05-21 09:40:20.087586		1.5 ms

		2021-05-21 10:40:22.464251		-0.2 ms

		2021-05-21 11:40:25.331019		-1.9 ms

		2021-05-21 12:40:27.639029		-3.6 ms

		2021-05-21 13:40:30.228494		-0.4 ms

		2021-05-21 14:40:32.31038		0.1 ms

		2021-05-21 15:40:33.952763		2.5 ms

		2021-05-21 16:40:37.112634		0.9 ms

		2021-05-21 17:40:40.332779		1.1 ms

		2021-05-21 18:40:42.719944		-1.8 ms

		2021-05-21 19:40:44.63812		2.8 ms

		2021-05-21 20:41:02.747312		1.3 ms

		2021-05-21 21:41:15.507165		2.1 ms

		2021-05-21 22:41:43.474556		2.3 ms

		2021-05-21 23:42:45.529728		-0.3 ms

		2021-05-22 00:42:47.47037		-1.5 ms

		2021-05-22 01:42:49.782661		-2.8 ms

		2021-05-22 02:42:52.20029		0.7 ms

		2021-05-22 03:42:55.641886		-0.9 ms

		2021-05-22 04:42:57.745787		0.9 ms

		2021-05-22 05:42:59.648406		-1.2 ms

		2021-05-22 06:43:02.515517		-0.3 ms

		2021-05-22 07:43:04.676517		0.3 ms

		2021-05-22 08:43:08.671607		3.7 ms

		2021-05-22 09:43:10.65495		0.9 ms

		2021-05-22 10:43:12.590747		-1.2 ms

		2021-05-22 11:43:15.136681		2.0 ms

		2021-05-22 12:43:17.874068		2.8 ms

		2021-05-22 13:43:19.518527		0.5 ms

		2021-05-22 14:43:21.993421		1.7 ms

		2021-05-22 15:43:24.997696		0.2 ms

		2021-05-22 16:43:27.687211		2.3 ms

		2021-05-22 17:43:30.997025		-0.9 ms

		2021-05-22 18:43:32.87036		1.9 ms

		2021-05-22 19:43:35.16486		-0.6 ms

		2021-05-22 20:43:38.579735		2.0 ms

		2021-05-22 21:43:41.50479		0.5 ms

		2021-05-22 22:43:43.394897		-2.2 ms

		2021-05-22 23:43:45.797194		1.0 ms

		2021-05-23 00:43:48.02492		0.1 ms

		2021-05-23 01:43:49.953655		-0.4 ms

		2021-05-23 02:43:53.330548		-0.9 ms

		2021-05-23 03:43:54.971218		2.3 ms

		2021-05-23 04:43:57.358908		0.8 ms

		2021-05-23 05:44:00.561889		-0.2 ms

		2021-05-23 06:44:02.28956		-0.3 ms

		2021-05-23 07:44:05.478655		0.3 ms

		2021-05-23 08:44:07.151931		2.5 ms

		2021-05-23 09:44:09.40044		0.7 ms

		2021-05-23 10:44:11.764208		0.7 ms

		2021-05-23 11:44:14.346504		1.5 ms

		2021-05-23 12:44:16.909476		0.7 ms

		2021-05-23 13:44:18.650525		1.2 ms

		2021-05-23 14:44:21.696599		0.1 ms

		2021-05-23 15:44:23.97656		0.7 ms

		2021-05-23 16:44:26.127804		1.0 ms

		2021-05-23 17:44:27.852912		2.7 ms

		2021-05-23 18:44:31.33752		1.0 ms

		2021-05-23 19:44:33.415657		-1.1 ms

		2021-05-23 20:44:35.391436		0.5 ms

		2021-05-23 21:44:37.82339		1.5 ms

		2021-05-23 22:44:40.290846		0.9 ms

		2021-05-23 23:44:43.939754		-0.4 ms

		2021-05-24 00:44:47.508149		1.0 ms

		2021-05-24 01:44:49.776936		2.6 ms

		2021-05-24 02:44:52.536271		2.1 ms

		2021-05-24 03:44:55.786936		1.0 ms

		2021-05-24 04:44:57.714346		0.5 ms

		2021-05-24 05:44:59.140253		0.0 ms

		2021-05-24 06:45:02.292847		0.6 ms

		2021-05-24 07:45:04.158941		2.4 ms

		2021-05-24 08:45:05.827003		3.7 ms

		2021-05-24 09:45:07.631353		2.6 ms

		2021-05-24 10:45:10.383433		0.9 ms

		2021-05-24 11:45:14.373269		2.5 ms

		2021-05-24 12:45:16.570181		1.9 ms

		2021-05-24 13:45:20.064361		-0.4 ms

		2021-05-24 14:45:23.407791		0.4 ms

		2021-05-24 15:45:25.810101		0.3 ms

		2021-05-24 16:45:28.349527		0.4 ms

		2021-05-24 17:45:30.015535		-0.2 ms

		2021-05-24 18:45:32.547315		1.2 ms

		2021-05-24 19:45:35.060328		-0.1 ms

		2021-05-24 20:45:37.457301		2.1 ms

		2021-05-24 21:45:39.517189		-0.2 ms

		2021-05-24 22:45:41.284832		2.2 ms

		2021-05-24 23:45:43.077005		1.4 ms

		2021-05-25 00:45:44.905152		1.5 ms

		2021-05-25 01:45:47.206362		2.1 ms

		2021-05-25 02:45:49.040789		0.4 ms

		2021-05-25 03:45:51.355665		3.0 ms

		2021-05-25 04:45:53.656223		0.2 ms

		2021-05-25 05:45:56.581602		2.5 ms

		2021-05-25 06:45:58.250524		3.4 ms

		2021-05-25 07:46:00.539323		1.9 ms

		2021-05-25 08:46:02.486345		-0.7 ms

		2021-05-25 09:46:05.182133		-1.0 ms

		2021-05-25 10:46:07.849586		-0.1 ms

		2021-05-25 11:46:10.720498		-0.2 ms

		2021-05-25 12:46:13.293218		-1.0 ms

		2021-05-25 13:46:15.246318		2.8 ms

		2021-05-25 14:46:18.074975		0.6 ms

		2021-05-25 15:46:20.067319		1.1 ms

		2021-05-25 16:46:22.313576		3.4 ms

		2021-05-25 17:46:24.877227		2.8 ms

		2021-05-25 18:46:26.566576		1.9 ms

		2021-05-25 19:46:29.60373		3.4 ms

		2021-05-25 20:46:32.129286		3.4 ms

		2021-05-25 21:46:34.135727		3.0 ms

		2021-05-25 22:46:35.923137		-0.5 ms

		2021-05-25 23:46:38.778962		0.5 ms

		2021-05-26 00:46:40.777634		-2.2 ms

		2021-05-26 01:46:43.549428		-0.8 ms

		2021-05-26 02:46:45.373337		-0.6 ms

		2021-05-26 03:46:47.254118		2.5 ms

		2021-05-26 04:46:49.725819		0.6 ms

		2021-05-26 05:46:51.124689		1.3 ms

		2021-05-26 06:46:53.510237		1.1 ms

		2021-05-26 07:46:56.176771		5.1 ms

		2021-05-26 08:46:58.315941		0.9 ms

		2021-05-26 09:47:00.746173		2.2 ms

		2021-05-26 10:47:03.151082		-0.1 ms

		2021-05-26 11:47:05.301355		0.2 ms

		2021-05-26 12:47:07.289115		-0.6 ms

		2021-05-26 13:47:10.698605		-5.5 ms

		2021-05-26 14:47:13.404587		1.1 ms

		2021-05-26 15:47:15.271443		2.4 ms

		2021-05-26 16:47:18.215513		0.1 ms

		2021-05-26 17:47:19.928333		3.2 ms

		2021-05-26 18:47:22.363497		-1.1 ms

		2021-05-26 19:47:25.111958		-1.1 ms

		2021-05-26 20:47:27.566454		1.6 ms

		2021-05-26 21:47:30.10478		1.6 ms

		2021-05-26 22:47:31.923665		1.6 ms

		2021-05-26 23:47:35.119964		2.4 ms

		2021-05-27 00:47:37.093659		-0.1 ms

		2021-05-27 01:47:40.020927		3.2 ms

		2021-05-27 02:47:43.228463		-1.8 ms

		2021-05-27 03:47:46.620454		-1.9 ms

		2021-05-27 04:47:49.454908		1.0 ms

		2021-05-27 05:47:52.555362		1.4 ms

		2021-05-27 06:47:56.459696		5.7 ms

		2021-05-27 07:47:58.561426		2.7 ms

		2021-05-27 08:48:00.587984		4.0 ms

		2021-05-27 09:48:03.471972		2.3 ms

		2021-05-27 10:48:05.180494		1.7 ms

		2021-05-27 11:48:07.969251		1.2 ms

		2021-05-27 12:48:11.752693		-2.8 ms

		2021-05-27 13:48:13.59999		0.5 ms

		2021-05-27 14:48:16.17915		-1.7 ms

		2021-05-27 15:48:19.050936		1.4 ms

		2021-05-27 16:48:21.682147		4.4 ms

		2021-05-27 17:48:23.400834		1.9 ms

		2021-05-27 18:48:25.627317		-1.4 ms

		2021-05-27 19:48:27.6769		2.3 ms

		2021-05-27 20:48:29.441264		2.2 ms

		2021-05-27 21:48:31.444314		1.4 ms

		2021-05-27 22:48:33.806155		1.6 ms

		2021-05-27 23:48:36.502574		0.9 ms

		2021-05-28 00:48:38.640582		-0.2 ms

		2021-05-28 01:48:40.825734		0.1 ms

		2021-05-28 02:48:43.185173		1.7 ms

		2021-05-28 03:48:45.395898		1.2 ms

		2021-05-28 04:48:47.768319		0.4 ms

		2021-05-28 05:48:50.573579		2.4 ms

		2021-05-28 06:48:54.07357		0.3 ms

		2021-05-28 07:48:56.173693		0.5 ms

		2021-05-28 08:48:58.071969		-0.8 ms

		2021-05-28 09:49:00.209624		1.0 ms

		2021-05-28 10:49:02.853091		2.4 ms

		2021-05-28 11:49:04.998965		-1.0 ms

		2021-05-28 12:49:07.053481		-0.8 ms

		2021-05-28 13:49:09.439281		-1.5 ms

		2021-05-28 14:49:12.05171		1.3 ms

		2021-05-28 15:49:15.825183		1.2 ms

		2021-05-28 16:49:19.442393		0.6 ms

		2021-05-28 17:49:20.891		1.1 ms

		2021-05-28 18:49:23.656586		0.3 ms

		2021-05-28 19:49:26.339908		2.6 ms

		2021-05-28 20:49:28.448799		1.0 ms

		2021-05-28 21:49:30.492619		1.4 ms

		2021-05-28 22:49:33.826813		-0.5 ms

		2021-05-28 23:49:35.943691		-0.7 ms

		2021-05-29 00:49:37.985391		2.1 ms

		2021-05-29 01:49:40.900366		-3.2 ms

		2021-05-29 02:49:44.362764		-1.2 ms

		2021-05-29 03:49:46.243532		1.5 ms

		2021-05-29 04:49:48.893983		5.1 ms

		2021-05-29 05:49:50.853309		-0.1 ms

		2021-05-29 06:49:52.675193		5.2 ms

		2021-05-29 07:49:54.375032		-1.5 ms

		2021-05-29 08:49:56.832368		3.9 ms

		2021-05-29 09:49:59.922865		1.2 ms

		2021-05-29 10:50:01.371876		4.4 ms

		2021-05-29 11:50:03.908198		3.5 ms

		2021-05-29 12:50:06.139627		-0.1 ms

		2021-05-29 13:50:08.189464		1.3 ms

		2021-05-29 14:50:11.386354		2.9 ms

		2021-05-29 15:50:14.200237		1.4 ms

		2021-05-29 16:50:15.961018		-0.3 ms

		2021-05-29 17:50:19.121484		-1.4 ms

		2021-05-29 18:50:21.852067		-2.0 ms

		2021-05-29 19:50:25.376327		-0.8 ms

		2021-05-29 20:50:27.559273		0.3 ms

		2021-05-29 21:50:30.114115		-0.1 ms

		2021-05-29 22:50:32.216378		-0.3 ms

		2021-05-29 23:50:33.900443		-0.5 ms

		2021-05-30 00:50:36.646193		-2.1 ms

		2021-05-30 01:50:38.507188		-2.3 ms

		2021-05-30 02:50:40.98793		2.1 ms

		2021-05-30 03:50:42.871112		-0.7 ms

		2021-05-30 04:50:45.580136		-0.8 ms

		2021-05-30 05:50:47.666796		-0.4 ms

		2021-05-30 06:50:50.364842		1.7 ms

		2021-05-30 07:50:53.767242		0.1 ms

		2021-05-30 08:50:56.416882		3.5 ms

		2021-05-30 09:50:59.978383		3.5 ms

		2021-05-30 10:51:02.449947		-0.3 ms

		2021-05-30 11:51:05.00724		3.8 ms

		2021-05-30 12:51:07.129692		0.1 ms

		2021-05-30 13:51:09.868209		2.0 ms

		2021-05-30 14:51:13.089256		-0.1 ms

		2021-05-30 15:51:14.828954		0.8 ms

		2021-05-30 16:51:17.15261		1.7 ms

		2021-05-30 17:51:19.298521		1.3 ms

		2021-05-30 18:51:22.323081		2.9 ms

		2021-05-30 19:51:25.513774		-0.8 ms

		2021-05-30 20:51:27.445511		-0.5 ms

		2021-05-30 21:51:29.986399		1.0 ms

		2021-05-30 22:51:31.439756		2.3 ms

		2021-05-30 23:51:33.632125		3.6 ms

		2021-05-31 00:51:35.858691		2.4 ms

		2021-05-31 01:51:38.507627		2.2 ms

		2021-05-31 02:51:40.702588		0.3 ms

		2021-05-31 03:51:42.976404		3.0 ms

		2021-05-31 04:51:44.964941		0.8 ms

		2021-05-31 05:51:47.183644		1.1 ms

		2021-05-31 06:51:49.165981		-1.4 ms

		2021-05-31 07:51:51.157664		0.6 ms

		2021-05-31 08:51:53.328119		1.1 ms

		2021-05-31 09:51:55.686209		1.5 ms

		2021-05-31 10:51:58.301283		-1.6 ms

		2021-05-31 11:52:00.4231		-0.7 ms

		2021-05-31 12:52:02.32876		-0.6 ms

		2021-05-31 13:52:05.329668		0.0 ms

		2021-05-31 14:52:07.898524		-1.7 ms

		2021-05-31 15:52:09.411635		1.6 ms

		2021-05-31 16:52:12.568888		1.4 ms

		2021-05-31 17:52:14.629364		-0.7 ms

		2021-05-31 18:52:16.526467		-0.1 ms

		2021-05-31 19:52:18.623645		-1.1 ms

		2021-05-31 20:52:20.775281		2.6 ms

		2021-05-31 21:52:24.16257		3.1 ms

		2021-05-31 22:52:27.371691		0.8 ms

		2021-05-31 23:52:29.217244		-0.6 ms

		2021-06-01 00:52:31.601909		0.6 ms

		2021-06-01 01:52:34.231287		-0.1 ms

		2021-06-01 02:52:37.120192		2.3 ms

		2021-06-01 03:52:38.754077		3.4 ms

		2021-06-01 04:52:41.34876		-1.0 ms

		2021-06-01 05:52:42.881464		0.9 ms

		2021-06-01 06:52:44.707673		-0.5 ms

		2021-06-01 07:52:47.05683		0.2 ms

		2021-06-01 08:52:50.16287		0.2 ms

		2021-06-01 09:52:52.068478		-0.3 ms

		2021-06-01 10:52:56.18391		2.0 ms

		2021-06-01 11:52:58.809807		2.8 ms

		2021-06-01 12:53:00.843408		-0.8 ms

		2021-06-01 13:53:03.009781		1.2 ms

		2021-06-01 14:53:04.902579		-0.4 ms

		2021-06-01 15:53:07.704299		-0.8 ms

		2021-06-01 16:53:09.761279		1.4 ms

		2021-06-01 17:53:11.900591		0.0 ms

		2021-06-01 18:53:13.833018		0.9 ms

		2021-06-01 19:53:17.705799		0.6 ms

		2021-06-01 20:53:19.4917		1.1 ms

		2021-06-01 21:53:21.200995		1.5 ms

		2021-06-01 22:53:23.351811		1.9 ms

		2021-06-01 23:53:26.612502		1.5 ms

		2021-06-02 00:53:28.51993		-2.1 ms

		2021-06-02 01:53:30.311655		-0.2 ms

		2021-06-02 02:53:33.130858		-0.6 ms

		2021-06-02 03:53:36.027216		-0.5 ms

		2021-06-02 04:53:38.359936		1.8 ms

		2021-06-02 05:53:40.260868		1.4 ms

		2021-06-02 06:53:43.247511		-1.9 ms

		2021-06-02 07:53:45.024095		-0.5 ms

		2021-06-02 08:53:47.626504		-0.5 ms

		2021-06-02 09:53:49.598937		-0.2 ms

		2021-06-02 10:53:51.456307		-3.1 ms

		2021-06-02 11:53:54.206305		-2.4 ms

		2021-06-02 12:53:57.097015		-2.0 ms

		2021-06-02 13:53:58.793438		-0.4 ms

		2021-06-02 14:54:00.835198		0.4 ms

		2021-06-02 15:54:02.712335		1.1 ms

		2021-06-02 16:54:04.702759		-0.4 ms

		2021-06-02 17:54:07.540593		1.7 ms

		2021-06-02 18:54:11.473579		2.7 ms

		2021-06-02 19:54:13.252949		-0.7 ms

		2021-06-02 20:54:14.852357		2.1 ms

		2021-06-02 21:54:17.09759		2.4 ms

		2021-06-02 22:54:19.013202		0.8 ms

		2021-06-02 23:54:21.070326		-0.4 ms

		2021-06-03 00:54:22.666579		-1.4 ms

		2021-06-03 01:54:24.417482		0.1 ms

		2021-06-03 02:54:26.802175		-1.4 ms

		2021-06-03 03:54:28.501837		-1.3 ms

		2021-06-03 04:54:30.883188		1.5 ms

		2021-06-03 05:54:32.992508		0.0 ms

		2021-06-03 06:54:36.10854		3.1 ms

		2021-06-03 07:54:39.010733		-0.2 ms

		2021-06-03 08:54:41.38149		1.0 ms

		2021-06-03 09:54:43.18385		0.6 ms

		2021-06-03 10:54:45.532989		-0.7 ms

		2021-06-03 11:54:47.547636		-1.1 ms

		2021-06-03 12:54:49.751735		-2.6 ms

		2021-06-03 13:54:53.947349		-1.1 ms

		2021-06-03 14:54:56.271655		-1.3 ms

		2021-06-03 15:54:59.006298		-0.2 ms

		2021-06-03 16:55:01.820524		0.2 ms

		2021-06-03 17:55:03.666334		-1.9 ms

		2021-06-03 18:55:05.716913		-1.2 ms

		2021-06-03 19:55:08.016793		2.8 ms

		2021-06-03 20:55:10.010674		2.9 ms

		2021-06-03 21:55:12.091156		3.1 ms

		2021-06-03 22:55:14.101892		-1.9 ms

		2021-06-03 23:55:15.697782		-3.8 ms

		2021-06-04 00:55:17.988531		-2.0 ms

		2021-06-04 01:55:20.850776		-0.6 ms

		2021-06-04 02:55:23.313816		1.1 ms

		2021-06-04 03:55:26.537989		1.3 ms

		2021-06-04 04:55:28.919184		2.9 ms

		2021-06-04 05:55:30.717377		1.3 ms

		2021-06-04 06:55:34.124513		0.1 ms

		2021-06-04 07:55:37.064316		0.8 ms

		2021-06-04 08:55:40.750204		0.9 ms

		2021-06-04 09:55:43.386838		-0.3 ms

		2021-06-04 10:55:46.23479		3.0 ms

		2021-06-04 11:55:48.090693		3.4 ms

		2021-06-04 12:55:50.434017		3.5 ms

		2021-06-04 13:55:52.591152		1.0 ms

		2021-06-04 14:55:54.555112		4.7 ms

		2021-06-04 15:55:56.495471		4.2 ms

		2021-06-04 16:55:59.882902		0.5 ms

		2021-06-04 17:56:02.821513		-0.1 ms

		2021-06-04 18:56:04.301317		1.4 ms

		2021-06-04 19:56:06.115829		2.7 ms

		2021-06-04 20:56:09.019237		1.8 ms

		2021-06-04 21:56:11.031716		0.5 ms

		2021-06-04 22:56:12.877997		2.4 ms

		2021-06-04 23:56:15.991326		3.5 ms

		2021-06-05 00:56:18.329472		1.0 ms

		2021-06-05 01:56:20.063154		1.8 ms

		2021-06-05 02:56:22.100922		1.6 ms

		2021-06-05 03:56:24.111756		-1.4 ms

		2021-06-05 04:56:25.799716		0.0 ms

		2021-06-05 05:56:28.942507		-1.8 ms

		2021-06-05 06:56:30.9088		-1.4 ms

		2021-06-05 07:56:32.655514		1.9 ms

		2021-06-05 08:56:35.357228		0.1 ms

		2021-06-05 09:56:37.954364		-0.3 ms

		2021-06-05 10:56:39.842416		1.1 ms

		2021-06-05 11:56:41.726788		2.5 ms

		2021-06-05 12:56:43.53584		1.9 ms

		2021-06-05 13:56:45.757306		4.4 ms

		2021-06-05 14:56:47.800644		3.2 ms

		2021-06-05 15:56:49.679917		3.2 ms

		2021-06-05 16:56:51.259536		1.2 ms

		2021-06-05 17:56:53.458873		0.5 ms

		2021-06-05 18:56:55.791071		3.2 ms

		2021-06-05 19:56:58.664076		0.2 ms

		2021-06-05 20:57:00.662168		2.8 ms

		2021-06-05 21:57:03.379933		1.6 ms

		2021-06-05 22:57:06.000293		1.4 ms

		2021-06-05 23:57:07.716535		0.5 ms

		2021-06-06 00:57:10.145159		0.4 ms

		2021-06-06 01:57:12.605243		-2.4 ms

		2021-06-06 02:57:14.258353		-1.9 ms

		2021-06-06 03:57:17.7295		-2.9 ms

		2021-06-06 04:57:19.495345		-0.4 ms

		2021-06-06 05:57:21.722614		1.3 ms

		2021-06-06 06:57:23.687372		1.7 ms

		2021-06-06 07:57:27.017947		-1.0 ms

		2021-06-06 08:57:29.29678		-1.2 ms

		2021-06-06 09:57:31.84757		-0.1 ms

		2021-06-06 10:57:33.633496		0.5 ms

		2021-06-06 11:57:36.774098		3.5 ms

		2021-06-06 12:57:39.930144		1.5 ms

		2021-06-06 13:57:41.732225		4.3 ms

		2021-06-06 14:57:44.061476		3.3 ms

		2021-06-06 15:57:46.754481		3.4 ms

		2021-06-06 16:57:48.865415		0.6 ms

		2021-06-06 17:57:50.831435		-0.5 ms

		2021-06-06 18:57:53.005928		2.4 ms

		2021-06-06 19:57:56.850742		-0.8 ms

		2021-06-06 20:57:59.281653		0.4 ms

		2021-06-06 21:58:01.346346		2.9 ms

		2021-06-06 22:58:04.14418		2.4 ms

		2021-06-06 23:58:06.439861		2.2 ms

		2021-06-07 00:58:08.417017		1.1 ms

		2021-06-07 01:58:11.334408		0.4 ms

		2021-06-07 02:58:13.597883		1.1 ms

		2021-06-07 03:58:16.047449		-2.4 ms

		2021-06-07 04:58:19.432006		-1.8 ms

		2021-06-07 05:58:22.411383		1.0 ms

		2021-06-07 06:58:24.08156		-2.4 ms

		2021-06-07 07:58:27.461557		0.3 ms

		2021-06-07 08:58:29.874498		-1.2 ms

		2021-06-07 09:58:31.633757		-0.2 ms

		2021-06-07 10:58:34.879728		0.6 ms

		2021-06-07 11:58:36.783852		1.4 ms

		2021-06-07 12:58:39.325155		0.1 ms

		2021-06-07 13:58:41.478453		-0.5 ms

		2021-06-07 14:58:43.836651		2.2 ms

		2021-06-07 15:58:46.620072		2.2 ms

		2021-06-07 16:58:49.02455		-1.8 ms

		2021-06-07 17:58:51.667366		-1.3 ms

		2021-06-07 18:58:53.47324		0.5 ms

		2021-06-07 19:58:55.235627		-0.1 ms

		2021-06-07 20:58:56.971939		-0.1 ms

		2021-06-07 21:58:59.81058		3.8 ms

		2021-06-07 22:59:02.35547		3.4 ms

		2021-06-07 23:59:05.056781		1.3 ms

		2021-06-08 00:59:07.474642		0.8 ms

		2021-06-08 01:59:10.90876		3.5 ms

		2021-06-08 02:59:13.440952		-3.0 ms

		2021-06-08 03:59:16.068736		-4.6 ms

		2021-06-08 04:59:18.666402		1.4 ms

		2021-06-08 05:59:20.797331		-0.8 ms

		2021-06-08 06:59:24.076569		1.0 ms

		2021-06-08 07:59:26.133383		4.0 ms

		2021-06-08 08:59:28.84157		0.3 ms

		2021-06-08 09:59:32.284978		2.3 ms

		2021-06-08 10:59:34.171307		2.1 ms

		2021-06-08 11:59:37.332334		0.2 ms

		2021-06-08 12:59:40.251691		-0.1 ms

		2021-06-08 13:59:42.616168		0.9 ms

		2021-06-08 14:59:45.724698		-0.3 ms

		2021-06-08 15:59:47.595846		-0.5 ms

		2021-06-08 16:59:49.795653		-2.1 ms

		2021-06-08 17:59:51.812465		0.3 ms

		2021-06-08 18:59:53.969014		3.3 ms

		2021-06-08 19:59:57.287241		-0.7 ms

		2021-06-08 21:00:00.279371		-1.9 ms

		2021-06-08 22:00:02.583717		-0.2 ms

		2021-06-08 23:00:04.594857		0.3 ms

		2021-06-09 00:00:07.0158		3.2 ms

		2021-06-09 01:00:08.685177		3.1 ms

		2021-06-09 02:00:10.356817		3.7 ms

		2021-06-09 03:00:13.37587		1.8 ms

		2021-06-09 04:00:15.21114		3.6 ms

		2021-06-09 05:00:18.052635		2.6 ms

		2021-06-09 06:00:21.746854		3.3 ms

		2021-06-09 07:00:23.219755		2.5 ms

		2021-06-09 08:00:25.732766		0.4 ms

		2021-06-09 09:00:28.434247		2.1 ms

		2021-06-09 10:00:30.821831		1.2 ms

		2021-06-09 11:00:34.770625		3.0 ms

		2021-06-09 12:00:36.864729		2.2 ms

		2021-06-09 13:00:38.95194		0.4 ms

		2021-06-09 14:00:40.837019		1.6 ms

		2021-06-09 15:00:43.422403		-0.6 ms

		2021-06-09 16:00:46.465733		-1.8 ms

		2021-06-09 17:00:49.216676		0.4 ms

		2021-06-09 18:00:51.641608		-0.9 ms

		2021-06-09 19:00:54.912158		0.2 ms

		2021-06-09 20:00:56.772543		2.4 ms

		2021-06-09 21:00:59.20124		-1.3 ms

		2021-06-09 22:01:03.271582		-1.0 ms

		2021-06-09 23:01:05.091179		-0.4 ms

		2021-06-10 00:01:08.35552		0.1 ms

		2021-06-10 01:01:10.802135		0.3 ms

		2021-06-10 02:01:13.650769		2.9 ms

		2021-06-10 03:01:16.685509		1.8 ms

		2021-06-10 04:01:18.701135		-1.0 ms

		2021-06-10 05:01:21.001407		-1.6 ms

		2021-06-10 06:01:22.821155		-1.5 ms

		2021-06-10 07:01:26.1671		0.5 ms

		2021-06-10 08:01:27.836209		3.1 ms

		2021-06-10 09:01:30.832512		2.4 ms

		2021-06-10 10:01:33.248247		3.4 ms

		2021-06-10 11:01:34.880765		0.1 ms

		2021-06-10 12:01:37.4299		-0.2 ms

		2021-06-10 13:01:40.523161		2.2 ms

		2021-06-10 14:01:42.48308		2.9 ms

		2021-06-10 15:01:44.278475		2.1 ms

		2021-06-10 16:01:47.227342		-0.5 ms

		2021-06-10 17:01:50.84235		0.7 ms

		2021-06-10 18:01:53.976705		0.8 ms

		2021-06-10 19:01:55.990509		1.5 ms

		2021-06-10 20:01:58.429128		1.0 ms

		2021-06-10 21:02:00.006256		0.6 ms

		2021-06-10 22:02:01.682892		2.4 ms

		2021-06-10 23:02:04.174443		-0.6 ms

		2021-06-11 00:02:06.869398		1.3 ms

		2021-06-11 01:02:09.823109		0.6 ms

		2021-06-11 02:02:13.340988		0.4 ms

		2021-06-11 03:02:15.667748		2.3 ms

		2021-06-11 04:02:17.640167		-0.7 ms

		2021-06-11 05:02:19.458546		2.4 ms

		2021-06-11 06:02:21.95447		2.0 ms

		2021-06-11 07:02:23.794062		2.0 ms

		2021-06-11 08:02:25.949833		-0.8 ms

		2021-06-11 09:02:28.659261		0.3 ms

		2021-06-11 10:02:30.727454		1.6 ms

		2021-06-11 11:02:34.98015		1.0 ms

		2021-06-11 12:02:37.204786		0.2 ms

		2021-06-11 13:02:39.192098		-0.4 ms

		2021-06-11 14:02:41.48115		-0.4 ms

		2021-06-11 15:02:43.53534		2.7 ms

		2021-06-11 16:02:45.12037		2.3 ms

		2021-06-11 17:02:47.503319		-0.1 ms

		2021-06-11 18:02:49.73095		1.5 ms

		2021-06-11 19:02:52.148546		-0.8 ms

		2021-06-11 20:02:54.506845		3.3 ms

		2021-06-11 21:02:57.284199		0.1 ms

		2021-06-11 22:03:00.366687		-0.9 ms

		2021-06-11 23:03:02.682806		0.9 ms

		2021-06-12 00:03:04.877018		-0.2 ms

		2021-06-12 01:03:08.173109		3.7 ms

		2021-06-12 02:03:10.079587		-1.3 ms

		2021-06-12 03:03:12.278683		-1.3 ms

		2021-06-12 04:03:14.981		-0.7 ms

		2021-06-12 05:03:17.302315		0.9 ms

		2021-06-12 06:03:19.124946		-1.9 ms

		2021-06-12 07:03:21.203112		-2.1 ms

		2021-06-12 08:03:23.191102		-0.1 ms

		2021-06-12 09:03:25.785828		0.0 ms

		2021-06-12 10:03:28.43338		-2.0 ms

		2021-06-12 11:03:30.356707		2.8 ms

		2021-06-12 12:03:33.185999		4.6 ms

		2021-06-12 13:03:35.741016		5.9 ms

		2021-06-12 14:03:37.596384		4.3 ms

		2021-06-12 15:03:40.487957		4.1 ms

		2021-06-12 16:03:42.268714		3.7 ms

		2021-06-12 17:03:44.47015		-0.5 ms

		2021-06-12 18:03:46.399304		1.8 ms

		2021-06-12 19:03:49.135462		2.4 ms

		2021-06-12 20:03:51.664225		0.3 ms

		2021-06-12 21:03:54.379823		-0.9 ms

		2021-06-12 22:03:56.649145		-0.5 ms

		2021-06-12 23:03:58.485303		2.5 ms

		2021-06-13 00:04:00.726506		-0.8 ms

		2021-06-13 01:04:02.940152		-1.2 ms

		2021-06-13 02:04:05.034358		-0.1 ms

		2021-06-13 03:04:06.755825		3.1 ms

		2021-06-13 04:04:09.056531		2.3 ms

		2021-06-13 05:04:10.82232		1.4 ms

		2021-06-13 06:04:12.713197		0.4 ms

		2021-06-13 07:04:14.831446		0.1 ms

		2021-06-13 08:04:17.046974		0.2 ms

		2021-06-13 09:04:19.714292		1.1 ms

		2021-06-13 10:04:21.348003		1.5 ms

		2021-06-13 11:04:23.134661		2.0 ms

		2021-06-13 12:04:24.906889		0.4 ms

		2021-06-13 13:04:26.555107		0.9 ms

		2021-06-13 14:04:28.965251		3.3 ms

		2021-06-13 15:04:32.044035		1.1 ms

		2021-06-13 16:04:34.665748		1.8 ms

		2021-06-13 17:04:36.475993		0.1 ms

		2021-06-13 18:04:38.12804		-1.1 ms

		2021-06-13 19:04:40.29113		-0.5 ms

		2021-06-13 20:04:42.947618		-1.3 ms

		2021-06-13 21:04:44.523207		-1.3 ms

		2021-06-13 22:04:46.875743		-1.4 ms

		2021-06-13 23:04:48.555095		2.8 ms

		2021-06-14 00:04:50.667839		2.5 ms

		2021-06-14 01:04:52.700308		2.4 ms

		2021-06-14 02:04:55.343023		-0.1 ms

		2021-06-14 03:04:57.548348		2.1 ms

		2021-06-14 04:05:00.338412		-0.5 ms

		2021-06-14 05:05:02.955619		-0.3 ms

		2021-06-14 06:05:05.340019		1.8 ms

		2021-06-14 07:05:06.98692		0.9 ms

		2021-06-14 08:05:08.82317		-0.7 ms

		2021-06-14 09:05:11.446333		3.0 ms

		2021-06-14 10:05:17.026963		1.4 ms

		2021-06-14 11:05:19.603291		2.1 ms

		2021-06-14 12:05:22.7313		2.4 ms

		2021-06-14 13:05:25.011289		0.4 ms

		2021-06-14 14:05:27.24621		4.2 ms

		2021-06-14 15:05:30.871396		3.8 ms

		2021-06-14 16:05:33.592314		1.5 ms

		2021-06-14 17:05:35.706732		2.9 ms

		2021-06-14 18:05:37.562784		0.3 ms

		2021-06-14 19:05:39.539229		0.0 ms

		2021-06-14 20:05:40.965169		2.3 ms

		2021-06-14 21:05:43.506256		2.4 ms

		2021-06-14 22:05:46.688818		-0.6 ms

		2021-06-14 23:05:48.529552		0.4 ms

		2021-06-15 00:05:50.320663		-0.4 ms

		2021-06-15 01:05:52.183891		0.1 ms

		2021-06-15 02:05:54.495561		-0.2 ms

		2021-06-15 03:05:56.18218		0.1 ms

		2021-06-15 04:05:58.591583		-0.2 ms

		2021-06-15 05:06:00.684139		0.1 ms

		2021-06-15 06:06:02.488542		-1.9 ms

		2021-06-15 07:06:05.014125		-3.5 ms

		2021-06-15 08:06:08.598521		2.4 ms

		2021-06-15 09:06:11.544704		-1.1 ms

		2021-06-15 10:06:14.55446		0.5 ms

		2021-06-15 11:06:16.780612		1.5 ms

		2021-06-15 12:06:19.98182		0.4 ms

		2021-06-15 13:06:22.925005		1.8 ms

		2021-06-15 14:06:25.081353		0.6 ms

		2021-06-15 15:06:27.511819		3.1 ms

		2021-06-15 16:06:30.684417		4.7 ms

		2021-06-15 17:06:33.476166		1.4 ms

		2021-06-15 18:06:36.21287		0.1 ms

		2021-06-15 19:06:38.128907		5.1 ms

		2021-06-15 20:06:39.859773		0.5 ms

		2021-06-15 21:06:42.239422		1.5 ms

		2021-06-15 22:06:43.964105		3.1 ms

		2021-06-15 23:06:46.184075		-0.6 ms

		2021-06-16 00:06:49.417166		3.5 ms

		2021-06-16 01:06:52.132468		3.1 ms

		2021-06-16 02:06:55.89802		0.4 ms

		2021-06-16 03:06:58.823572		-1.2 ms

		2021-06-16 04:07:01.349074		0.0 ms

		2021-06-16 05:07:03.238471		-0.4 ms

		2021-06-16 06:07:05.677987		-0.7 ms

		2021-06-16 07:07:08.514552		0.4 ms

		2021-06-16 08:07:10.867908		-1.6 ms

		2021-06-16 09:07:12.861776		-2.3 ms

		2021-06-16 10:07:16.212948		-1.9 ms

		2021-06-16 11:07:18.533864		-0.5 ms

		2021-06-16 12:07:20.337391		-0.6 ms

		2021-06-16 13:07:23.48423		0.3 ms

		2021-06-16 14:07:25.004529		1.3 ms

		2021-06-16 15:07:27.666143		3.4 ms

		2021-06-16 16:07:30.028224		1.5 ms

		2021-06-16 17:07:31.626735		-1.2 ms

		2021-06-16 18:07:34.156709		2.1 ms

		2021-06-16 19:07:37.618486		0.1 ms

		2021-06-16 20:07:39.842523		1.1 ms

		2021-06-16 21:07:41.725955		3.2 ms

		2021-06-16 22:07:45.548822		2.8 ms

		2021-06-16 23:07:48.50232		-0.9 ms

		2021-06-17 00:07:50.402213		-0.7 ms

		2021-06-17 01:07:52.383055		1.0 ms

		2021-06-17 02:07:55.284816		-0.2 ms

		2021-06-17 03:07:58.984326		-1.9 ms

		2021-06-17 04:08:00.625578		1.6 ms

		2021-06-17 05:08:02.723708		-0.8 ms

		2021-06-17 06:08:04.65759		-1.3 ms

		2021-06-17 07:08:06.985464		0.5 ms

		2021-06-17 08:08:09.21815		2.0 ms

		2021-06-17 09:08:10.976888		0.9 ms

		2021-06-17 10:08:15.67184		0.9 ms

		2021-06-17 11:08:17.265794		0.0 ms

		2021-06-17 12:08:19.252765		-1.7 ms

		2021-06-17 13:08:22.052512		-0.3 ms

		2021-06-17 14:08:24.078935		-0.4 ms

		2021-06-17 15:08:27.157491		0.3 ms

		2021-06-17 16:08:29.067767		-1.2 ms

		2021-06-17 17:08:30.858938		-0.7 ms

		2021-06-17 18:08:33.297293		-0.3 ms

		2021-06-17 19:08:35.122244		-1.2 ms

		2021-06-17 20:08:37.886235		0.1 ms

		2021-06-17 21:08:40.966131		3.4 ms

		2021-06-17 22:08:42.668641		1.4 ms

		2021-06-17 23:08:44.548571		0.7 ms

		2021-06-18 00:08:46.76936		2.6 ms

		2021-06-18 01:08:50.53906		0.4 ms

		2021-06-18 02:08:52.718421		-1.4 ms

		2021-06-18 03:08:54.911669		0.6 ms

		2021-06-18 04:08:58.286529		-2.0 ms

		2021-06-18 05:08:59.888043		-1.7 ms

		2021-06-18 06:09:02.235023		0.5 ms

		2021-06-18 07:09:04.373661		2.1 ms

		2021-06-18 08:09:07.7136		3.6 ms

		2021-06-18 09:09:10.28241		3.0 ms

		2021-06-18 10:09:12.475287		1.0 ms

		2021-06-18 11:09:15.74374		2.9 ms

		2021-06-18 12:09:18.323537		1.3 ms

		2021-06-18 13:09:21.167016		2.6 ms

		2021-06-18 14:09:22.657121		1.7 ms

		2021-06-18 15:09:25.882681		0.5 ms

		2021-06-18 16:09:28.426116		0.5 ms

		2021-06-18 17:09:30.57858		2.3 ms

		2021-06-18 18:09:32.181981		-0.1 ms

		2021-06-18 19:09:34.680936		2.3 ms

		2021-06-18 20:09:36.489588		1.6 ms

		2021-06-18 21:09:39.04947		0.1 ms

		2021-06-18 22:09:41.782358		0.6 ms

		2021-06-18 23:09:43.540442		1.6 ms

		2021-06-19 00:09:46.667021		-0.8 ms

		2021-06-19 01:09:48.782148		-1.0 ms

		2021-06-19 02:09:50.819946		-1.8 ms

		2021-06-19 03:09:53.884028		-0.7 ms

		2021-06-19 04:09:56.880762		0.3 ms

		2021-06-19 05:09:58.641784		0.3 ms

		2021-06-19 06:10:00.48547		0.3 ms

		2021-06-19 07:10:03.621544		-0.9 ms

		2021-06-19 08:10:06.239814		0.7 ms

		2021-06-19 09:10:08.22116		-0.4 ms

		2021-06-19 10:10:11.154809		0.8 ms

		2021-06-19 11:10:12.84265		1.4 ms

		2021-06-19 12:10:15.606079		3.5 ms

		2021-06-19 13:10:19.047842		4.4 ms

		2021-06-19 14:10:22.30121		1.4 ms

		2021-06-19 15:10:25.564041		0.9 ms

		2021-06-19 16:10:27.560521		2.0 ms

		2021-06-19 17:10:29.317459		1.0 ms

		2021-06-19 18:10:31.645583		0.6 ms

		2021-06-19 19:10:34.563648		0.5 ms

		2021-06-19 20:10:37.18263		2.7 ms

		2021-06-19 21:10:40.005999		1.0 ms

		2021-06-19 22:10:43.000398		3.2 ms

		2021-06-19 23:10:45.079296		1.4 ms

		2021-06-20 00:10:48.045139		1.2 ms

		2021-06-20 01:10:50.832642		2.1 ms

		2021-06-20 02:10:53.298726		0.3 ms

		2021-06-20 03:10:56.431229		3.5 ms

		2021-06-20 04:10:59.002292		1.4 ms

		2021-06-20 05:11:01.113047		1.9 ms

		2021-06-20 06:11:04.407444		0.9 ms

		2021-06-20 07:11:06.824873		2.4 ms

		2021-06-20 08:11:09.157874		-1.8 ms

		2021-06-20 09:11:11.548733		1.2 ms

		2021-06-20 10:11:14.692278		-1.0 ms

		2021-06-20 11:11:17.292003		-0.4 ms

		2021-06-20 12:11:19.918526		0.3 ms

		2021-06-20 13:11:21.609973		1.8 ms

		2021-06-20 14:12:53.627207		1.9 ms

		2021-06-20 15:12:56.242399		0.6 ms

		2021-06-20 16:12:58.471709		-0.1 ms

		2021-06-20 17:13:00.851757		1.6 ms

		2021-06-20 18:13:02.658339		0.6 ms

		2021-06-20 19:13:04.329998		1.3 ms

		2021-06-20 20:13:07.125666		0.2 ms

		2021-06-20 21:13:09.008493		2.6 ms

		2021-06-20 22:13:11.561425		0.1 ms

		2021-06-20 23:13:13.305364		1.3 ms

		2021-06-21 00:13:15.987817		-3.0 ms

		2021-06-21 01:13:18.147386		2.3 ms

		2021-06-21 02:13:20.695456		-2.0 ms

		2021-06-21 03:13:23.050592		-1.1 ms

		2021-06-21 04:13:25.506758		-1.2 ms

		2021-06-21 05:13:27.649837		0.8 ms

		2021-06-21 06:13:30.102264		-1.2 ms

		2021-06-21 07:13:32.119623		-0.9 ms

		2021-06-21 08:13:36.134852		0.0 ms

		2021-06-21 09:13:39.984903		-2.4 ms

		2021-06-21 10:13:41.936307		-2.0 ms

		2021-06-21 11:13:43.976072		-0.1 ms

		2021-06-21 12:13:46.70643		0.4 ms

		2021-06-21 13:13:48.502042		0.5 ms

		2021-06-21 14:13:50.656109		-0.3 ms

		2021-06-21 15:13:52.419118		-0.8 ms

		2021-06-21 16:13:54.136345		-1.1 ms

		2021-06-21 17:13:57.620866		1.8 ms

		2021-06-21 18:13:59.428017		2.2 ms

		2021-06-21 19:14:02.92831		-0.7 ms

		2021-06-21 20:14:04.779333		1.7 ms

		2021-06-21 21:14:08.331024		-1.3 ms

		2021-06-21 22:14:11.276086		0.9 ms

		2021-06-21 23:14:13.017396		2.5 ms

		2021-06-22 00:14:14.875118		-0.5 ms

		2021-06-22 01:14:17.746537		-0.6 ms

		2021-06-22 02:14:19.913193		-0.8 ms

		2021-06-22 03:14:23.80113		-0.5 ms

		2021-06-22 04:14:27.196464		3.0 ms

		2021-06-22 05:14:29.566589		-0.7 ms

		2021-06-22 06:14:31.719909		0.3 ms

		2021-06-22 07:14:35.451922		1.5 ms

		2021-06-22 08:14:38.025064		0.1 ms

		2021-06-22 09:14:40.67509		0.4 ms

		2021-06-22 10:14:43.140868		-0.5 ms

		2021-06-22 11:14:45.402366		0.6 ms

		2021-06-22 12:14:48.59791		0.1 ms

		2021-06-22 13:14:50.590013		-0.5 ms

		2021-06-22 14:14:53.859772		-0.2 ms

		2021-06-22 15:14:56.012223		-0.8 ms

		2021-06-22 16:15:00.004556		-1.7 ms

		2021-06-22 17:15:02.649228		1.5 ms

		2021-06-22 18:15:04.350253		0.2 ms

		2021-06-22 19:15:06.164505		4.4 ms

		2021-06-22 20:15:07.807402		2.2 ms

		2021-06-22 21:15:09.922202		5.0 ms

		2021-06-22 22:15:12.201407		2.6 ms

		2021-06-22 23:15:14.085607		-0.2 ms

		2021-06-23 00:15:16.00943		-0.8 ms

		2021-06-23 01:15:18.699223		0.1 ms

		2021-06-23 02:15:20.47858		1.9 ms

		2021-06-23 03:15:23.45608		1.7 ms

		2021-06-23 04:15:25.956946		-1.1 ms

		2021-06-23 05:15:27.810464		-3.9 ms

		2021-06-23 06:15:29.916653		1.7 ms

		2021-06-23 07:15:31.736192		0.4 ms

		2021-06-23 08:15:34.854894		0.9 ms

		2021-06-23 09:15:36.913954		0.5 ms

		2021-06-23 10:15:39.445313		-0.4 ms

		2021-06-23 11:15:41.487365		0.3 ms

		2021-06-23 12:15:43.440548		2.0 ms

		2021-06-23 13:15:45.952511		1.6 ms

		2021-06-23 14:15:47.747606		1.4 ms

		2021-06-23 15:15:50.241503		1.1 ms

		2021-06-23 16:15:51.797947		0.1 ms

		2021-06-23 17:15:53.398694		-0.3 ms

		2021-06-23 18:15:55.456015		0.0 ms

		2021-06-23 19:15:57.352731		1.3 ms

		2021-06-23 20:16:00.358554		0.0 ms

		2021-06-23 21:16:03.007235		1.2 ms

		2021-06-23 22:16:04.627168		1.0 ms

		2021-06-23 23:16:06.641258		1.1 ms

		2021-06-24 00:16:09.877857		0.7 ms

		2021-06-24 01:16:12.085485		0.1 ms

		2021-06-24 02:16:14.03736		-1.2 ms

		2021-06-24 03:16:15.91561		0.1 ms

		2021-06-24 04:16:19.726112		3.0 ms

		2021-06-24 05:16:21.935374		-0.7 ms

		2021-06-24 06:16:24.848154		-0.4 ms

		2021-06-24 07:16:28.630051		2.1 ms

		2021-06-24 08:16:30.755305		-0.6 ms

		2021-06-24 09:16:32.564724		0.5 ms

		2021-06-24 10:16:34.114656		2.4 ms

		2021-06-24 11:16:37.431969		3.7 ms

		2021-06-24 12:16:40.502763		4.2 ms

		2021-06-24 13:16:42.560707		0.6 ms

		2021-06-24 14:16:45.105597		-0.3 ms

		2021-06-24 15:16:47.199638		0.4 ms

		2021-06-24 16:16:49.299198		0.8 ms

		2021-06-24 17:16:52.249166		0.6 ms

		2021-06-24 18:16:55.91495		3.5 ms

		2021-06-24 19:16:59.048543		-1.2 ms

		2021-06-24 20:17:02.020095		1.2 ms

		2021-06-24 21:17:04.015926		0.9 ms

		2021-06-24 22:17:07.080371		0.6 ms

		2021-06-24 23:17:09.339282		-0.5 ms

		2021-06-25 00:17:12.06744		-1.5 ms

		2021-06-25 01:17:14.822222		-3.0 ms

		2021-06-25 02:17:16.38154		2.1 ms

		2021-06-25 03:17:19.831187		1.0 ms

		2021-06-25 04:17:22.53356		-2.5 ms

		2021-06-25 05:17:24.668316		-1.7 ms

		2021-06-25 06:17:26.899613		-1.8 ms

		2021-06-25 07:17:28.685358		1.1 ms

		2021-06-25 08:17:30.539461		1.4 ms

		2021-06-25 09:17:32.903064		2.9 ms

		2021-06-25 10:17:35.217377		0.6 ms

		2021-06-25 11:17:36.997387		3.3 ms

		2021-06-25 12:17:39.056027		1.9 ms

		2021-06-25 13:17:43.04641		2.6 ms

		2021-06-25 14:17:46.076767		3.0 ms

		2021-06-25 15:17:47.922313		-0.2 ms

		2021-06-25 16:17:50.311868		0.0 ms

		2021-06-25 17:17:52.125512		2.4 ms

		2021-06-25 18:17:54.22602		2.0 ms

		2021-06-25 19:17:55.938234		-1.5 ms

		2021-06-25 20:17:58.5797		-1.3 ms

		2021-06-25 21:18:01.564574		-1.1 ms

		2021-06-25 22:18:04.625648		-0.6 ms

		2021-06-25 23:18:06.84972		-0.3 ms

		2021-06-26 00:18:08.902681		1.8 ms

		2021-06-26 01:18:10.956979		1.0 ms

		2021-06-26 02:18:12.557191		-1.3 ms

		2021-06-26 03:18:14.728491		-1.3 ms

		2021-06-26 04:18:16.426927		1.6 ms

		2021-06-26 05:18:18.360392		1.2 ms

		2021-06-26 06:18:20.545747		0.6 ms

		2021-06-26 07:18:22.632211		-0.4 ms

		2021-06-26 08:18:24.917449		-0.1 ms

		2021-06-26 09:18:26.490957		1.7 ms

		2021-06-26 10:18:29.081784		0.4 ms

		2021-06-26 11:18:31.643076		3.6 ms

		2021-06-26 12:18:33.899567		1.0 ms

		2021-06-26 13:18:35.893649		2.6 ms

		2021-06-26 14:18:37.406741		2.0 ms

		2021-06-26 15:18:40.223226		3.2 ms

		2021-06-26 16:18:42.779566		1.7 ms

		2021-06-26 17:18:44.386333		1.8 ms

		2021-06-26 18:18:47.435623		1.1 ms

		2021-06-26 19:18:50.177552		4.1 ms

		2021-06-26 20:18:53.095212		3.5 ms

		2021-06-26 21:18:56.276943		3.6 ms

		2021-06-26 22:18:58.375977		3.0 ms

		2021-06-26 23:19:00.945202		0.2 ms

		2021-06-27 00:19:03.183514		-1.3 ms

		2021-06-27 01:19:05.607227		1.4 ms

		2021-06-27 02:19:07.27813		1.1 ms

		2021-06-27 03:19:09.19703		-1.3 ms

		2021-06-27 04:19:11.878944		1.6 ms

		2021-06-27 05:19:13.883384		0.4 ms

		2021-06-27 06:19:15.699497		-1.6 ms

		2021-06-27 07:19:18.418311		-1.1 ms

		2021-06-27 08:19:22.358355		-1.8 ms

		2021-06-27 09:19:24.758541		0.7 ms

		2021-06-27 10:19:27.207068		0.3 ms

		2021-06-27 11:19:30.771117		3.2 ms

		2021-06-27 12:19:32.990921		2.2 ms

		2021-06-27 13:19:35.043129		4.1 ms

		2021-06-27 14:19:37.430624		3.0 ms

		2021-06-27 15:19:39.236724		1.0 ms

		2021-06-27 16:19:40.990944		3.2 ms

		2021-06-27 17:19:43.302169		-0.3 ms

		2021-06-27 18:19:47.370991		-0.6 ms





###
Evidence of Intent

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.

2. Screen captures

When a person signs a document using Scrive eSign a screen capture is executed on the person´s screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 

The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and Upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.

		Time		IP		Event

		2021-10-15 15:12:08.037 UTC		212.247.48.94		Elias Nyberg (EN) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

		2021-10-15 15:12:21.293 UTC		212.247.48.94		Elias Nyberg (EN) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2021-09-29 13:52:39 UTC.

		2021-10-15 15:13:49.142 UTC		217.209.196.213		Annika Neckman (AN) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

		2021-10-15 15:14:34.034 UTC		217.209.196.213		Annika Neckman (AN) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2021-09-29 13:52:39 UTC.
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1. Purpose

The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.

2. Screen captures

When a person signs a document using Scrive eSign a screen capture is executed on the person´s screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 

The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and Upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.

		Time		IP		Event

		2021-06-27 18:40:13.23 UTC		83.185.32.2		Elias Nyberg (EN) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

		2021-06-27 18:40:22.343 UTC		83.185.32.2		Elias Nyberg (EN) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2021-06-10 11:47:35 UTC.

		2021-06-28 09:30:12.251 UTC		188.149.159.111		Anni Grosse (AG) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

		2021-06-28 09:32:25.705 UTC		188.149.159.111		Anni Grosse (AG) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2021-06-10 11:47:35 UTC.

		2021-06-28 21:00:39.413 UTC		217.209.196.213		Annika Neckman (AN) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

		2021-06-28 21:09:35.28 UTC		217.209.196.213		Annika Neckman (AN) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2021-06-10 11:47:35 UTC.
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1. Purpose

The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.

2. Screen captures

When a person signs a document using Scrive eSign a screen capture is executed on the person´s screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 

The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and Upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.

		Time		IP		Event

		2021-06-27 18:44:27.055 UTC		83.185.32.2		Elias Nyberg (EN) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

		2021-06-27 18:44:39.212 UTC		83.185.32.2		Elias Nyberg (EN) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2021-06-10 11:47:35 UTC.
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1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:
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By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)
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Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.
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For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.
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1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:
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By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)
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Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.
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For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.
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1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:
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By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)
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Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.
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For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.
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Purpose of the document

Scrive eSign is a system for signing documents electronically. This document provides a brief introduction to Scrive eSign so that a holder of a Scrive e-signed document can easily explain such document in court. For in-depth documentation, start by reading the attachment Evidence Package Introduction.

Scrive eSign system

Scrive eSign is developed by Scrive AB and is designed to:

		Enable its users to define workflows for signing electronically

		Execute the signing workflow

		Record as many of the signatories’ actions as possible as log data

		Once all signatories have signed, produce a final digital evidence package of the electronically signed materials together with the log data and other supporting materials necessary to optimise the usefulness of the evidence (the “Evidence Package”)



E-signing workflow

This is how a document is signed through Scrive eSign:

		To start the signing process the user of Scrive eSign either a) defines the signing process in the administrative user interface and selects to start the process, b) starts from a template process in the administrative user interface or c) starts from a template process within a system that has integrated with Scrive.

		To access the signing workflow the counterpart(s) either a) receive an email or SMS with an invitation to sign electronically and a link to the e-signing user interface, b) receive a tablet with the e-signing user interface already opened or c) are redirected from a webpage or client application user interface to the e-signing user interface.

		To review the document the counterpart(s) view the e-signing user interface and a) read instructions at the top that they shall follow the green instruction arrows to complete the signing process, b) depending on the signing process settings enter or not enter extra information into the document such as text and signatures, checks in checkboxes and extra document appendices and c) scroll through all document pages to reach the button with the text “sign” placed below the last page of the document (the “Signing Button”).

		To sign the document the counterpart(s) presses the Signing Button and, depending on the signing process settings, either a) a popup appears where they are informed that by clicking the Signing Button at the bottom of the popup, they are signing the document and that Scrive eSign will register their signature or b) a popup appears where they are asked to select their type of e-legitimation and sign the document using their installed eID application. 

		The confirmation text that the document has been signed upon clicking the Signing Button, is automatically displayed to the counterpart(s) in a web user interface and b) sent to the counterpart(s) in an email including the Evidence Package.



Evidence Package

To understand how to generate quality evidence in a digital environment Scrive has studied several evidence container technologies such as the signed paper, the printed facsimile and the recorded voice. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferrable into digital formats.

As a result of our research Scrive eSign has been designed to produce an Evidence Package that reproduce the evidence qualities of the paper, while at the same time add new qualities enabled by new technology. A key feature of the Evidence Package is that it shall be self-documenting, meaning that the signed document in itself shall contain all evidence necessary to explain the transaction.
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1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.
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1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.







